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Abstract

Large language model (LLM) training is prone to anomalies
due to its long duration and large scale, which can lead to
significant performance degradation or even training crashes.
Due to the synchronization nature of LLM training, anom-
alies exhibit the cascading effect, making their diagnosis
challenging. Existing approaches rely on collecting communi-
cation operator information via code instrumentation, which
yields only coarse-grained monitoring data and requires
modifications to training code or communication libraries.
We propose Pulse, a fine-grained, non-intrusive, and easy-
to-deploy monitoring system. Our key idea is to enable fine-
grained monitoring via traffic measurement. Pulse conducts
microsecond-level RDMA traffic measurement on NICs, and
transforms flow-level measurements into communication
operator measurements, thereby enabling fine-grained and
non-intrusive monitoring. We deploy Pulse on a testbed
with 64 H200 GPUs and evaluate its anomaly localization
capability under common failure scenarios. Pulse achieves
machine-level localization in 10 out of 12 scenarios, while
existing methods succeed in only 4 and even misdiagnose
2 of the remaining scenarios. Additionally, Pulse achieves
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over 90% precision and 100% recall, supports up to 2000
concurrent RDMA flow measurements per NIC, and imposes
negligible overhead on training performance, making it a
practical solution for real-world LLM training environments.
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1 Introduction

Public Al training services [2, 3, 6] have become increasingly
prevalent with the rapid advancement of large language
models [1, 7, 27, 51, 52]. In this paradigm, customers rent
GPU servers, upload their training code and communication
libraries, and then launch the training job, while the service
providers assume responsibility for ensuring reliable com-
putation and networking. When anomalies occur, providers
should rapidly localize them to minimize disruption and
reduce the overall impact on training progress.

However, the long duration and large scale of LLM training
jobs make them more prone to anomalies [11, 13, 46, 54, 57].
Moreover, due to the synchronization nature of training,
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a single-node anomaly can rapidly propagate and trigger
cascading anomalies across the system, leading to substantial
waste of computational and networking resources. The
high frequency of anomalies and the cascading effect pose
greater challenges in anomaly diagnosis compared to tradi-
tional network environments. Thus, traditional monitoring
methods [5, 12, 16, 28] often struggle to accurately localize
anomalies that occur during training [13].

State-of-the-art (SOTA) methods designed for LLM train-
ing can be broadly categorized into two types: offline tools
and online monitors. Offline tools provide benchmarks for
GPUs and RDMA NICs (RNIC) [23, 24, 29, 55]. However,
benchmarking is time-consuming and may fail to reproduce
the anomaly. Online monitors typically gather information
on communication operators [11, 13, 22, 54, 57], including
start and end timestamps, along with the average transmis-
sion rate of each operator, for real-time anomaly localization.
This operator-level (OP-level) information provides con-
textual insights when an anomaly occurs, enabling more
efficient diagnosis. However, OP-level monitoring is too
coarse-grained to achieve machine-level localization (e.g.,
identify communication stragglers). In such cases, sub-OP-
level monitoring at the microsecond scale is required for ac-
curate localization (see § 2.3). Furthermore, existing methods
require code instrumentation in the training framework or
communication library, which is unfeasible for cloud service
providers, as it requires clients to modify code and libraries.

An ideal monitoring system for LLM training in cloud en-
vironments should offer fine-grained monitoring and remain
non-intrusive. OP-level monitoring is too coarse to localize
anomalies accurately. Collective communication is a highly
synchronized process, and OP-level monitoring cannot offer
visibility into its internal progression, making straggler
identification difficult. In addition, since communication
involves coordination among GPUs, CPUs, and NICs, OP-
level monitoring incorporates the computation overhead into
the communication duration, failing to distinguish between
computation and communication anomalies. Alongside fine-
grained, a non-intrusive design further eliminates the need
for code instrumentation, greatly facilitating cloud providers.

In this paper, we propose Pulse, a fine-grained, non-
intrusive, and easily deployable monitoring system for LLM
training. Our key idea is to enable fine-grained and non-
intrusive monitoring of LLM training through microsecond-
level RDMA traffic measurement. By deploying traffic mea-
surement directly on the NICs, we eliminate the need for
code instrumentation. We then convert traffic measurements
into transmission rates of communication operators by
leveraging function hooking, enabling both OP-level and
sub-OP-level monitoring for each operator in a non-intrusive
manner. Our contributions can be summarized as follows:

First, we propose microsecond-level RDMA traffic mea-
surement with full precision on mainstream RNICs (i.e.,
Nvidia Connect-X 6 Dx, Nvidia BlueField-3). We introduce a
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Table 1. Monitoring data of each communication operator.

Monitor Level Metric

OP-level
Sub-OP-level

start timestamp, end timestamp
microsecond-level transmission rate

novel three-layer design that performs lightweight aggrega-
tion in the packet processing pipeline and offloads primary
measurement tasks to NIC-embedded microprocessors. This
ensures that primary measurement operations remain out-
side the critical path of packet processing. By combining on-
path aggregation and off-path measurement, our method en-
ables microsecond-level monitoring of thousands of RDMA
flows on RNICs with negligible performance overhead.

Second, we associate RDMA flows with each communi-
cation operator in an application-agnostic way. By hooking
into the NCCL and RDMA APIs, we infer the communication
peer and data volume of each initiated built-in collective
and Point-to-Point (P2P) operator for each GPU. We then
introduce an operator segmentation algorithm that combines
this expected volume and time interval to accurately identify
the start and end points of each communication operator
on the RDMA rate curves. After segmentation, we obtain
both OP-level and sub-OP-level monitoring data for both
built-in collectives and custom collectives (i.e., collectives
implemented as a set of P2P operators) as shown in Table 1.

Third, we achieve fine-grained yet lightweight anomaly
localization. Our analysis and experimental validation show
that accurate localization requires sub-OP-level monitor-
ing of communication operators, typically at microsecond
granularity. Instead of collecting raw microsecond-level rate
data directly for anomaly localization, we extract two key
metrics from fine-grained data that effectively capture the
performance of each operator, enabling accurate machine-
level localization with minimal data collection overhead.

We implement Pulse’s measurement component on NVIDIA
BlueField-3, while the other components are on the host. We
deploy Pulse on a testbed with 64 H200 GPUs and repro-
duce common failure scenarios to evaluate its monitoring
capability. Pulse accurately pinpoints the anomalous node
in 10 of 12 scenarios and achieves group-level localization
for the remaining. SOTA methods only achieve machine-
level localization for 4 scenarios and even misdiagnose 2 of
the remaining. Further evaluation shows that Pulse achieves
over 90% precision and 100% recall, with an average diagnosis
latency of approximately 6 seconds. Moreover, Pulse imposes
negligible overhead on training performance and supports
up to 2000 concurrent RDMA flow measurements per NIC
with minimal impact on throughput and latency.

2 Anomaly Localization in LLM Training

In this section, we first provide the necessary background,
then introduce SOTA methods, and finally analyze the
necessity of fine-grained and non-intrusive monitoring.
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Table 2. Typical causes of different anomaly types. We
reproduce cases highlighted in bold in our evaluation.

Anomaly Type Typical Causes
ECC error, GPU execution error,
fail-stop computation GPU card drop, CPU error,
CUDA execution error
communication NIC down, Switch reboot,
AOC error, NVLink error
. GPU overheat, GPU throttling,
fail-slow computation CPU throttling, CPU contention
PClIe downgrade, Memory alignment,
communication | PClIe contention, Network congestion,
NIC-GPU cross NUMA binding
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Figure 1. Communication straggler case under OP-level and
sub-OP-level monitor. The testbed setup is detailed in § 7.1.

2.1 Background

Public Al training services. Cloud providers [2, 3, 6] offer
on-demand public Al training services that allow users to
rent GPU clusters and launch jobs, while providers are re-
sponsible for monitoring the underlying infrastructure. Upon
detecting an anomaly, providers must promptly localize
and replace the faulty node, and then resume the training
job [13, 57]. Critically, since providers generally lack access
to the users’ code [13], monitoring should avoid intrusive
code modifications. While anomaly localization is expected
to operate online, root-cause analysis is generally conducted
offline [13]. Our work focuses on anomaly localization.
Distributed training. As model sizes grow, a single GPU
can no longer hold an entire model, motivating the use of par-
allelism to partition model parameters and data across nodes.
Common approaches include tensor parallelism (TP) [34, 49],
data parallelism (DP) [47], pipeline parallelism (PP) [19,
33], and expert parallelism (EP) [10, 25]. Training then
relies on Collective Communication Libraries (CCLs) for
synchronization, with NCCL [41] being the most widely used.
CCLs utilize PCle or NVLink for intra-node communication
and RDMA for inter-node communication.

Anomaly taxonomy. Due to their extended duration and
large scale, LLM training jobs are prone to anomalies. When
anomalies occur, training typically manifests in two forms:
fail-stop, which halts progress, and fail-slow, which prolongs
iteration time. Anomalies can also be classified by origin
into two types: computation and communication anomalies.
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Table 2 outlines common causes of each type based on prior
studies [11, 13, 54, 57] and our operational experience.

2.2 State-of-the-Art Methods

Existing work broadly falls into offline and online methods.
Offline methods run benchmarks on GPUs and RNICs to
find abnormal devices. Superbench [55] offers end-to-end
benchmarks for representative workloads and component-
level benchmarks. Collie [24], Husky [23], and Hostping [29]
focus on RDMA benchmarks for detecting communication
anomalies. However, benchmarks may fail to reproduce the
anomaly, and running benchmarks can be time-consuming.
Online methods collect runtime information to localize
anomalies. MegaScale [22] uses CUDA events to monitor the
execution time of critical code segments, requiring instru-
mentation within training code. Aegis [13] and Holmes [57]
collect execution information of each operator by modifying
CCLs. Greyhound [54] adopts a non-intrusive way by com-
bining function hooking with CUDA events. These methods
primarily collect OP-level monitoring data, including the
start and end timestamps, along with the throughput; Aegis
further records the count of work requests and completions
for each operator. These methods typically rely on code
instrumentation, which is impractical for cloud providers.
Moreover, they are limited to OP-level monitoring, which
fails to accurately localize anomalies, as described below.

2.3 Why Fine-grained, Non-intrusive Monitoring

We focus on online methods, as they generally achieve more
efficient diagnosis by utilizing runtime information from
training. We argue that effective anomaly localization in LLM
training requires fine-grained, non-intrusive monitoring.
Necessity of fine-grained. OP-level monitoring provides
coarse-grained visibility and has the following limitations:
L1. Lack of visibility into the progression of com-
munication processes. In CCLs, data is partitioned into
slices, with transmission and synchronization performed
at the slice level. Each rank receives data slices from its
predecessor, performs reductions, and forwards them to its
successor. If one rank slows down during data transfer, other
ranks stall, resulting in transmission gaps. Consequently,
both straggler and normal ranks show identical OP-level
durations, making the straggler hard to distinguish. Figure 1
illustrates monitoring at different granularities for such a
case: OP-level monitoring fails to localize the straggler as
all nodes exhibit identical durations. Moreover, straggler-
induced gaps are only visible at 32 us but not at 1 ms; thus,
at 1 ms, both straggler and normal ranks show similar rates,
whereas at 32 us, stragglers can be identified by their lower
rates. In § 6, we further dive into the required monitoring
granularity to observe different gaps that classical OP-level
monitoring cannot identify.

L2. Fail to distinguish between computation and com-
munication anomalies. CCLs orchestrate communication
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Figure 2. Pulse Architecture.

through three hardware components: the GPU, the CPU,
and the NIC. GPUs perform reductions and move data
between buffers, CPUs launch kernels and manage host-
side coordination, and NICs transfer packets across nodes.
Therefore, bottlenecks at CPUs or GPUs can also extend
the overall duration, leading to misjudging a computation
anomaly as a communication anomaly (see § 7.2.2).
Necessity of non-intrusive. Instrumentation-based moni-
toring is often impractical for cloud providers as it requires
access to user code, and users may be unwilling to modify
their code. A non-intrusive approach eliminates this depen-
dency and facilitates deployment.

3 Design Overview

We propose Pulse, a traffic-centric monitoring system for
LLM training. We aim to achieve the following three goals:
O1. High-precision, fine-grained monitoring of com-
munication processes. We aim to provide sub-OP-level
monitoring for each communication operator at the mi-
crosecond scale. This fine-grained monitoring captures criti-
cal details essential for anomaly localization.

02. Application-agnostic monitoring without requir-
ing code instrumentation. We aim to monitor each com-
munication operator without requiring any modifications to
training code or CCLs. This non-intrusive approach provides
convenience for public cloud service providers.

03. Low-overhead and easily deployable monitoring.
We aim to monitor training with minimal overhead and uti-
lize widely available hardware, enabling scalable deployment
in large-scale production environments. This makes Pulse a
practical solution for real-world LLM training scenarios.

3.1 Design Challenge

The core idea of Pulse is to provide monitoring via traffic
measurement. Pulse conducts microsecond-level per-QP
(Queue Pair) RDMA rate measurement and converts these
measurements into the transmission rates of communication
operators. This approach eliminates the need to instrument
training code or CCLs and provides fine-grained monitoring
with minimal performance interference, as it can run in an
isolated process or directly on hardware. However, designing
such a monitoring system presents three main challenges:

C1. How to conduct high-precision, microsecond-level
RDMA measurement? RDMA’s hardware offloading makes
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host-side measurement difficult. Existing approaches [8, 50,
60] are primarily deployed on P4 platforms, but they suffer
from limited precision due to architectural constraints, and
P4-compatible hardware is not yet widely available.

C2. How to bridge traffic layer information with app-
lication layer information in an application-agnostic
way? Due to the decoupled nature of network stack layers,
it is challenging to establish a clear mapping between RDMA
traffic and collective communication operators directly.
C3. How to conduct lightweight anomaly localization
with fine-grained data? Although fine-grained monitoring
enables accurate anomaly localization, it also generates mas-
sive amounts of data. Directly collecting raw measurement
data for localization introduces significant overhead.

3.2 Pulse Architecture

As shown in Figure 2, Pulse has three functional components:
Pulse NIC Agent, Pulse Host Agent, and Pulse Analyzer. The
workflow of the Pulse system is as follows:

1. To address C1, we exploit the programmability of modern
RNICs and propose a three-layer on-NIC measurement
design. Building on this design, Pulse NIC Agent con-
ducts microsecond-level RDMA traffic measurement and
periodically uploads the results to the host. (§ 4)

2. To address C2, we propose an operator segmentation
algorithm that identifies the start and end points of each
operator on RDMA rate curves. Based on this, Pulse
Host Agent converts the per-QP measurements into the
transmission rate of each communication operator. (§ 5)

3. To address C3, we extract two key metrics from the
transmission rates of each built-in and custom collective,
respectively, which accurately capture the network per-
formance. Pulse Analyzer only collects them along with
OP-level data for localization. (§ 6)

Assumptions and Limitations. First, Pulse relies on per-
flow RDMA measurements and thus is limited to inter-
node collective monitoring. Proprietary scale-up network
protocols (e.g., NVLink) do not expose per-flow transmis-
sion visibility. Second, Pulse does not currently support
monitoring collectives using CollNet or NVLS, as CollNet
requires specialized hardware and NVLS is designed for intra-
node communication. Third, Pulse’s parallelism identifica-
tion method (see § 5.2) may require adaptation when the
user’s parallelism implementation deviates from mainstream
frameworks (i.e., Megatron [49] or DeepSpeed [48]).

4 Traffic Measurement on NIC Agent

In this section, we propose a novel three-layer measurement
design based on mainstream RNICs (i.e., Nvidia Connect-6
Dx, Nvidia Bluefield-3). We first analyze the rationale for
deploying measurements on NICs, then describe the three-
layer design, and finally discuss its scalability.
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Figure 3. Three-layer measurement architecture.

4.1 Why Measure on NICs

SOTA host-based and P4 switch-based measurement works
fail to provide high-precision RDMA traffic measurement [15,
17, 50, 56, 60]. Unlike TCP, RDMA’s hardware offloading
makes accurate host-side measurements difficult. P4-based
solutions are constrained by switch architecture and limited
on-chip memory, often requiring approximation techniques
(e.g., sketches) that reduce precision. This loss in precision
degrades operator segmentation and, ultimately, monitoring
effectiveness. These limitations motivate the exploration of
NICs as the target platform for RDMA measurement.

To support customized capabilities, modern RNICs inte-
grate embedded microprocessors, e.g., RISC-V cores available
on BlueField-3 [37] and ConnectX-6 Dx [14], which we
identify as a promising platform for RDMA measurement.
First, their proximity to the packet-processing pipeline
enables access to on-NIC events (e.g., packet transmission
and NACK reception), and some even support direct packet
manipulation [9, 40]. Second, these microprocessors typically
follow the RISC architecture and the Run-To-Complete
(RTC) execution model, which imposes fewer program-
ming constraints. Finally, they are typically equipped with
larger memory resources (e.g., 1-GB DPA-accessible DDR
region in BlueField-3 [9]), making them well-suited for loss-
less microsecond-level measurement. Currently, NVIDIA’s
ConnectX-6 Dx and BlueField-3 expose the programming
interfaces of these microprocessors and have been widely
deployed in modern data centers (e.g., Alibaba implements a
customized HPCC algorithm [26] on these RNICs). Therefore,
we target these two RNICs as our measurement platform.

4.2 Three-Layer Measurement Architecture

On-NIC microprocessors provide a promising platform for
measuring RDMA traffic. However, redirecting all packets to
microprocessors imposes significant processing and memory
overhead, and places the measurement tasks on the critical
path of packet processing, degrading both throughput and
latency. To achieve high-precision and low-overhead mea-
surement, Pulse NIC Agent adopts a three-layer architecture:
aggregation layer on the packet processing pipeline, mea-
surement layer on the microprocessor, and collection layer
on the host, as illustrated in Figure 3.
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Aggregation layer aggregates per-flow packets by utiliz-
ing the event mechanism. Specifically, it registers a transmit
event that triggers a handler on microprocessors for further
measurement whenever a specified amount of data has been
transmitted. Aggregation not only relieves microprocessors
from processing every packet but also keeps measurement
operations off the packet-processing critical path, thereby
minimizing interference with application traffic.

Measurement layer performs per-QP rate measurement
within the event handler. Upon the arrival of a transmission
event for a given flow, it indexes this flow and records the
transmitted data volume within the corresponding time
window, i.e., epoch. Since an RDMA RC (Reliable Connection)
can be uniquely identified by its 24-bit source QPN (Queue
Pair Number) on each RNIC, the measurement layer uses a
direct-address table with 16M entries, enabling constant-time
indexing without hash collisions. For memory allocation,
although microprocessors provide large memory capacity,
pre-allocating memory for all possible flows causes excessive
usage. To mitigate this, we design an epoch pool to allocate
memory for active flows in batches dynamically. Moreover,
to promptly reclaim memory from silent or disconnected
flows, we design a flow aging mechanism coordinated with
the host-side collection layer, as described below.

Collection layer on the host is responsible for polling
the microprocessors to retrieve measurement data via PCle
periodically. During each polling event, the measurement
layer performs flow aging: flows that have not transmitted
data since the last poll are marked as inactive, and their
associated memory is reclaimed promptly. The uploads of
measurement data are handled asynchronously to minimize
host CPU overhead: the host CPU only needs to initiate the
polling process and wait for the microprocessors to respond
once they complete uploading the measurement data. The
per-QP measurement data is first preprocessed and then
handed over to Pulse Host Agent, where it is correlated with
the corresponding communication operators.

4.3 Scalability Analysis

Our design targets measuring thousands of active RDMA
flows per RNIC, sufficient for LLM training [11, 22, 46]. We
analyze its scalability in terms of compute overhead and
memory footprint. Compute overhead is mainly determined
by event frequency. An event is triggered when a flow sends
a predefined amount of data ¢, rather than at every epoch.
Thus, the event frequency depends on NIC throughput Thp
and is calculated as T%. For a 400 Gbps NIC with ¢ = 4 KB,
it triggers at most about 12.5M events/s. A single DPA thread
can handle about 0.8M events/s in our evaluation, so 16 of
256 available DPA threads suffice for the maximum load.
For memory footprint, let e denote the epoch length, s
the storage size per epoch, T the host polling period, N the
number of flows, and E the number of epochs each flow
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needs. The total memory consumption M is calculated as:
M=NXEXs=NxT/exs (1)

In practice, we set N, e, and T to 2000, 32 us, and 1 s,
respectively. Each epoch records the transmitted data in units
of 32 bytes, requiring 2 bytes per epoch to avoid overflow
under a 400 Gbps network. Including the directly-address
table (16M entries * 4 = 64 MB), the total memory usage is
64 MB +2000 * (557157 ) * 2 B ~ 184 MB, which is well within
the limits of modern microprocessors (1 GB of memory [9]).
Our evaluation in § 8 shows that Pulse supports microsecond-
level measurement for 2000 active RDMA flows per NIC, with

negligible impact on throughput and latency.

5 Flow-Operator Association on Host Agent

Pulse Host Agent intercepts NCCL operator API calls and
associates them with per-QP measurements, i.e., identifying
the start and end points of each operator in the measurement
data. Our key insight is that, given the expected data volume
and communication peer of each operator, we can segment
the measurement data of the corresponding peer based on
the expected volume, thereby determining the operator’s
execution boundaries. In this section, we detail how to derive
the expected data volume and peer of each operator (§ 5.1)
and conduct operator segmentation (§ 5.2). Then we discuss
support for monitoring custom collectives in § 5.3.

5.1 Expected Volume and Peer Derivation

Figure 4 provides an overview of how to derive the expected
volume and peer. During training initialization, Pulse hooks
into RDMA and NCCL APIs to perform two preparatory
steps for each GPU: @ determine source and destination
GPUs of each flow, since per-QP measurement only provides
Global Identifier (GID) and QPN information. @ Obtain the
membership of the communication groups to which each
GPU belongs. During training runtime, Pulse intercepts each
operator and infers its expected data volume and peers.

Preparatory steps during training initialization. Pulse
hooks into RDMA and NCCL initialization functions to
collect GPU-to-QP mappings and group membership. For @,
by intercepting the function ibv_modify_gp, we trace the
creation process of each QP. Combining the process-to-GPU
usage information provided by nvidia-smi, we identify
which QPs are used by each GPU. An all-gather operation
is then performed to collect GPU-QP mapping from other
ranks, enabling us to determine the destination GPU for each
QP. For @, by hooking into the initialization API of NCCL,
we can obtain the commHash (the communication group ID
in CCLs) and the corresponding rank of the current GPU
within each group. Another all-gather operation, followed
by grouping based on commHash, is used to retrieve the
membership information of each communication group.

Expected volume and peer derivation during training.
Pulse intercepts each operator and derives its expected
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Figure 4. Expected volume and peer derivation overview.

volume and peer. For P2P operators (i.e., send, recv), the
communication peer and volume are explicitly specified via
function arguments (i.e., peer, count, and datatype). For
collective operators, although the total number of elements
is provided (i.e., count), the data volume each GPU needs
to transmit to other GPUs depends on the communication
algorithm used. This algorithm is dynamically selected
based on count and cannot be directly determined through
function hooking. To address this, our key observation
is that different communication algorithms require a
GPU to transmit data to different sets of peers.

Pulse infers the communication algorithm of a collective
operator by analyzing each GPU’s active peer pattern (i.e.,
the peers to which the GPU is transmitting data). Excluding
algorithms that require specialized hardware (i.e., CollNet
and NVLS), NCCL adopts the ring-based and tree-based [20,
36] algorithms. The ring-based algorithm adopts a logical
ring topology, where each rank sends data to its predecessor
and successor. The tree-based algorithms utilize a logical tree
topology, where each node communicates with its parent
and child nodes. Therefore, when a GPU initiates a collective
operation within a group, Pulse first checks RDMA rate
measurements to identify its active peers. Pulse then matches
the active peer pattern against the logical topology of each
algorithm, inferring the algorithm in use and calculating
the expected volume accordingly. We provide the expected
volume of each algorithm in Appendix B. Furthermore, due to
the periodicity of communication operators in LLM training,
identification results can be reused for subsequent ones.

5.2 Communication Operation Partition

Pulse Host Agent segments the RDMA rate curve based
on the expected volume to identify the start and end of each
operation. However, several factors cause the actual commu-
nication volume to deviate from its theoretical expectation:

o Collective communication operations often involve addi-
tional synchronization messages between nodes.

o The theoretical communication volume is computed with-
out considering the packet headers overhead.

o In the case of packet loss, RNICs need retransmissions,
thereby increasing the overall data volume.

We propose an operator segmentation algorithm (Alg. 1) to

handle deviations between the expected and actual commu-

nication volume. This design combines expected volume and
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Algorithm 1 Segmentation Algorithm

Input: [(time, rate)], size
Output: starts, ends
1: Function segmentation do
2. last_t « 0,tmp <« 0

3. for (t,r) in [(time, rate)] do

4 if t —last_t > 8 A tmp > size then
5 ends.append(last_t)

6: tmp <0

7 end if

8 if tmp == 0 then

9 starts.append(t)

10: end if

11 last_t < t, tmp <« tmp + epoch_length * rate
122 end for

13:  return starts, ends

14: end Function

time interval, motivated by two observations: (1) the theoret-
ical volume provides a lower bound of the actual volume, and
(2) communication operators occur periodically rather than
continuously. Pulse identifies the end of a communication
operator based on two conditions (Line 4): the time interval
exceeds a threshold 8, and the transmitted volume exceeds
the expected value. Although NCCL introduces gaps during
transmission, these are typically at the microsecond scale
or occur at the start of transmission (see § 6). By setting
the threshold to O(ms) and enforcing the volume condition,
Pulse effectively excludes the interference caused by NCCL
gaps. After segmentation, Pulse obtains both OP-level and
sub-OP-level monitoring data for each operator.

Besides, we propose a decision-tree-based algorithm to
infer the parallelism strategy. While per-operator monitoring
data suffices for anomaly localization in LLM training by
utilizing node similarity to detect outliers [11, 13], users may
require higher-level training metrics, e.g., DP communication
time or per-microbatch duration in PP, which can be derived
once the parallelism strategy is identified. Figure 5 illustrates
our algorithm, which leverages the communication charac-
teristic of each parallelism. DP and TP rely on collective
operators, while PP and EP rely on P2P operators'. DP
and TP are distinguished by their relative data volume and
operation count: DP synchronizes GB-scale model gradients
per iteration, while TP synchronizes intermediate activations
at every layer. Small-volume operations, typically used to
gather node-wide information (e.g., loss), are labeled as None.
EP and PP are differentiated by P2P communication patterns:
a sequential send pattern (1->. .->N->. .->1) is labeled as
PP, and a full-mesh pattern is labeled as EP.

We acknowledge that our algorithm may require adap-
tation when a user’s parallelism implementation deviates

INCCL does not provide an all-to-all operator before NCCL 2.28. In
mainstream frameworks, it is implemented using the P2P operators.
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- —_——
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None

TP DP PP EP

Figure 5. Identification of the parallelism strategy used.

void all2all_single_unequal_split()
NCCL_CHECK(ncclGroupStart());
for (const auto r : cl@::irange(numranks)) {
if (_nccl_should_send_recv(sendcounts[r]))
NCCL_CHECK(ncclSend(...);
if (_nccl_should_send_recv(recvcounts[r]))
NCCL_CHECK(ncclRecv(...));
b
NCCL_CHECK(ncclGroupStart());

Figure 6. The implementation of all-to-all in PyTorch [45].

from our assumptions. Parallelism identification is primarily
needed when users care about higher-level metrics; in such
cases, we can collaborate with users to obtain framework-
specific information and accordingly refine the decision tree.

5.3 Custom Collective

Pulse can monitor the transmission rates of custom col-
lectives because they ultimately execute as a set of P2P
operators. The standard way to implement a custom col-
lective is using multiple P2P operators [43] and then encap-
sulating these operators within NCCL Group calls [42] (i.e.,
ncclGroupStart and ncclGroupEnd), to avoid deadlocks
and reduce launch overhead. Figure 6 presents a PyTorch
code snippet [45], which utilizes P2P operators to implement
the all-to-all, a widely used custom collective in LLM
training [10, 52]. To monitor the transmission rates of such
collectives, Pulse first hooks into the NCCL group calls and
identifies the set of P2P operators that belong to the same
custom collective. Then, as described in § 5.1 and § 5.2, Pulse
monitors the rates of each P2P operator, thereby obtaining
the transmission rate of the custom collective.

6 Pulse Analyzer

In this section, we first analyze the required monitoring
granularity. Then, we present how to conduct fine-grained
yet lightweight anomaly localization that avoids uploading
all sub-OP-level data to the analyzer.

6.1 Monitoring Granularity Analysis

We discuss two common transmission gaps that OP-level
design cannot capture. These gaps manifest at millisecond
and microsecond timescales and therefore ultimately require
microsecond-level monitoring for accurate localization.

Millisecond-level gaps due to receiver-side execution
delays. Gaps occur when the delayed execution of receiver
communication kernels prevents timely buffer consumption,
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thereby stalling sender-side data transmission. These gaps
are common in MoE training (see § 7.2.4) and have not been
reported by prior works. When the application initiates
communication operators, NCCL notifies proxy threads
and launches the kernel. On the sender side, the proxy
thread first waits for the GPU to copy data into the pre-
allocated buffer, then waits until the receiver is ready. It
subsequently sends the data, and upon completion, notifies
the GPU that the buffer is available. On the receiver side,
the proxy thread first advertises buffer readiness to the
sender, receives data into the buffer, and then relies on the
receiver communication kernel to consume the buffered data.

The above process repeats when the data size exceeds the
buffer capacity. Consequently, if the receiver communication
kernel is delayed, the sender can only transmit a buffer-
sized portion of the data and stalls until the receiver makes
progress, thereby causing transmission gaps. The scale of
these gaps depends on the severity of the kernel delay, which
is typically millisecond-scale in our evaluation (see § 7.2.4).
Microsecond-level gaps due to stragglers. Although
millisecond-level monitoring can capture receiver-induced
transmission gaps that OP-level design fails to observe, we
demonstrate in § 2.3 that microsecond-level monitoring is
necessary for straggler localization. To mitigate transmission
bubbles [35], NCCL subdivides each collective operation into
multiple channels (at least two) for parallel data transmission.
For inter-node communication, each channel typically uti-
lizes one QP. The basic unit of transmission and synchroniza-
tion is the slice, typically no larger than 1 MB. On a 400 Gbps
network, assuming NCCL utilizes two channels, transmitting
a slice takes approximately 40 us. If a straggler’s bandwidth
drops to 1—17 of the original, it requires 40p us to transmit a
slice, creating a gap of 40(p — 1) us on the normal nodes.
When the monitoring granularity exceeds 40(p — 1) us, such
gaps become invisible due to insufficient temporal resolution.
Therefore, microsecond-level monitoring is necessary unless
a performance degradation to 215 of the normal rate (i.e.,
p = 25) can be tolerated. As network speeds scale to 800 Gbps,
the requirements on monitoring granularity will become
more stringent. We validate this analysis in § 7.2.1.

6.2 Anomaly Localization

Communication Anomaly Localization. For NCCL built-
in collective (e.g., all-reduce), We extract two key metrics
from the microsecond-level rate data to efficiently pinpoint
communication anomalies: actual communication time and
communication volume.

¢ In cases of communication fail-slow, stragglers cause gaps
on non-straggler ranks. Therefore, actual communication
time is calculated by summing the epochs with a nonzero
rate, explicitly excluding gaps. Stragglers can be identified
by their larger actual communication times. Besides, inter-
node communication relies on CPU proxy threads to
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coordinate data movement and synchronization between
GPUs and NICs. When CPU bottlenecks occur, time spent
in proxy threads increases, extending the overall duration.
Using actual communication time avoids misjudging such
computation bottlenecks as communication anomalies.

o In cases of communication fail-stop, the faulty rank halts
transmission first and consequently sends the least data
during the current operator. Communication volume is
calculated as the amount of data each node sends during
the current operator. Thus, faulty nodes can be identified
by their smallest communication volumes.

Each node only uploads these two metrics along with OP-
level data to Pulse Analyzer while retaining the microsecond-
level rate data from the most recent iterations locally, which
significantly reduces the overhead of data collection. The
retained data can later be used for root-cause analysis of
anomalies (e.g., bugs in congestion control algorithms [13]).

For custom collectives, we extract two key metrics from
the microsecond-level rate data: rank-level actual transmis-
sion rate and completion status of each P2P operator.

o In cases of communication fail-slow, as custom collectives
are composed of a set of P2P operators, we focus on the per-
formance of the operator set as a whole. We first calculate
the rank-level actual communication time by summing
up the epochs during which at least one P2P operator
is actively transmitting. Then, since traffic volumes can
vary across P2P operators within a custom collective (e.g.,
all-to-all in MoE models), we further calculate the rank-
level actual transmission rate by dividing the total traffic
volume of all constituent P2P operators by the rank-level
actual communication time. In § 7.2.5, we observe that per-
P2P metrics exhibit noticeable jitter: even P2P operators on
non-straggling ranks may exhibit low rates since each P2P
operator may encounter varying degrees of congestion.
Using rank-level metrics helps mitigate this noise. Pulse
Analyzer further mitigates such jitter by comparing the
average of this metric over the most recent k (we set to
10) collectives to localize stragglers.

o In cases of communication fail-stop, P2P operators in-
volving the faulty node fail to complete. Accordingly, we
determine the completion status of each P2P operator
by comparing its actual traffic volume with its expected
traffic volume (as determined in § 5.1). Pulse Analyzer
then localizes the faulty node by identifying which node
exhibits such uncompleted operators.

Computation Anomaly Localization. With start and

end timestamps of each communication operator, we can

reconstruct the timeline of computation and communication
during training. For a custom collective composed of a set of

P2P operators, we take the earliest start timestamp and the

latest end timestamp among these operators as the start and

end timestamps, respectively. When computation anomalies
occur, the subsequent communication operator is the first
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to be affected. In cases of computation fail-slow, this effect
appears as a delayed start timestamp, while in computation
fail-stop, it appears as a missing start timestamp. Therefore,
Pulse Analyzer scans operators in chronological order to find
the first one exhibiting the corresponding behavior, similar
to the approach adopted in prior work [13, 57].

In addition to the forward and backward passes, computa-
tion fail-slow can also affect communication. Bottlenecks on
CPU or GPU may prolong the execution of proxy threads or
GPU kernels, thereby increasing the overall duration. Pulse
Analyzer identifies a node as computation fail-slow when
it observes an extended duration while the start timestamp
and actual communication time remain normal.

7 Case Study

In this section, we first introduce the testbed setup. Then,
we present several anomaly localization cases using Pulse.

7.1 Implementation and Testbed Setup

We implement Pulse NIC Agent on the BlueField-3 Su-
perNIC with DOCA 2.9.0 [38], and develop Pulse Host
Agent and Pulse Analyzer on the host. Pulse Host Agent
hooks functions using the LD_PRELOAD mechanism. The
implementation details of Pulse NIC Agent are provided in
Appendix A. For the testbed setup, we rented eight machines
from a cloud provider. Each machine is equipped with two
AMD EPYC 9575F 64-core processors, eight NVIDIA H200
GPUs, and eight BlueField-3 SuperNICs. All SuperNICs are
interconnected via 400 Gbps RoCEv2 links to a switch, with
GPUDirect RDMA enabled. We adopt the NTP protocol [31]
for clock synchronization across servers. Each server uti-
lizes the PCC mailbox [39] to communicate with the DPA,
synchronizing the host and NIC clocks, thereby ensuring all
NICs are aligned on a unified timeline. For LLM training, we
employ the Megatron framework [49].

7.2 Anomaly Localization Cases

To evaluate Pulse’s localization capability on both built-
in and custom collective operators, we inject 12 failure
types listed in Table 3 during the training of GPT-2 and
Mixtral 8x7B [21], ensuring coverage of all anomaly types
in Table 2. Mixtral 8x7B relies on all-to-all for token
dispatch and combination, which represent the most widely
used custom collectives in LLM training. For other types
of custom collectives, we run standalone collective work-
loads and inject failures. The epoch length is set to 32
us. We compare Pulse with state-of-the-art methods (i.e.,
Aegis [13], Holmes [57], GrayHound [54]) that rely on OP-
level monitoring for localization. The results are summarized
in Table 3, with several representative cases discussed below
and the remaining detailed in Appendix D. In production
environments, various failures may occur, some of which are
difficult to reproduce in our testbed (e.g., hardware faults).
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Table 3. Anomaly localization results.

@®: machine-level localization. ©: group-level localization.
O: misjudging computation anomaly as communication anomaly.

Case Failure injection Pulse | SOTAs
. Launch Background
Network congestion RDMA traffic [ (D)
CPU contention Use stress tool © ©)
NIC down Disable one RNIC [ (D)
MOoE expert imbalance None. Inherent compute [ ] [ ]
stragglers
PCle contention Launch loopback RDMA ° o
traffic
GPU throttling Use nvidia-smi tool [ [ ]
GPU execution error Invalid address access [ ] [ ]
CUDA execution error | Allocate excessive memory [ [ ]
CPU throttling Adjust scaling_governor (D) O
PCle downgrade Use setpci tool [ ] ©
NIC-GPU cross .
NUMA binding Manually bind [ J ()}
. Allocate misaligned
Memory alignment memory buffer [ ] ©

7.2.1 Network Congestion (GPT-2). We induce conges-
tion by launching background traffic, reducing the band-
width of a network path by half. We train the GPT-2 70B
model with 8-way TP, 4-way ZeRO-2 DP, and 2-way PP.
Pulse finds that the third iteration is 500 ms slower than
the others and starts anomaly localization. Figures 7 and 8
show the transmission rates of the first GPU at each node in
the third iteration for PP and DP groups, respectively. The
forward and backward computations of the i-th microbatch
are annotated as “Fi” and “Bi,” respectively. Note that Pulse
Analyzer does not need to collect rate data from each node
(see § 6); this is presented here only for better illustration.

Pulse precisely localizes the straggler, while SOTA meth-
ods are limited to group-level localization. Pulse first checks
per-operator monitoring data within the PP group, which are
uniform across GPUs and indicate no computation anomaly.
It then examines the DP group. Using actual communication
time, Pulse precisely identifies the straggler: as shown in
Figure 9, GPU 1 on Node 1 exhibits a longer actual time
than the others. SOTA methods only observe that GPUs
in Group 1 have identical durations, requiring additional
benchmarking [54, 57] to identify the straggler. Since DP
groups are typically large (e.g., 128-way [27]), narrowing
diagnosis from the group level to the node level is essential
for accelerating diagnosis and reducing resource waste.
Validation of the granularity requirement. We set the
epoch length to 64 us to validate the monitor granularity
requirement analysis in § 6. Our analysis indicates that a
40 us granularity is required when a straggler’s bandwidth
is halved. In Figure 9, with a 64 us granularity, the straggler
indeed exhibits the longest actual communication time,
but other nodes in Group 1 appear 150 ms longer than
normal. This discrepancy arises because insufficient monitor
granularity folds some gaps into the actual communication
time, aligning with our analysis.
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Figure 13. DP groups Tx rates in NIC down case.

7.2.2 CPU Contention (GPT-2). We use the tool stress
to saturate all CPU cores on one node. Pulse identifies this
computation bottleneck, while SOTA methods misjudge it
as a communication anomaly. We train the GPT-2 32B with
8-way TP, 2-way ZeRO-2 DP, and 2-way PP. First, durations
of forward and backward passes are regular and uniform
in Figure 10, indicating no anomalies in these phases. Pulse
then checks the DP groups. Figures 11 and 12 show that
Group 1 exhibits longer durations but maintains normal
transmission rates and actual communication times. Existing
SOTA methods can only observe extended durations and
misjudge them as communication anomalies. Since Pulse
observes normal actual communication times across GPUs,
it rules out communication issues and attributes the extended
durations to the computational bottleneck.

7.2.3 NIC Down (GPT-2). We disable one NIC during
training. Pulse accurately localizes the faulty node while
SOTA methods only identify a group of nodes. We train the
GPT-2 70B model with 8-way TP, 4-way ZeRO-2 DP, and 2-
way PP. The localization process follows a similar approach
to prior cases, and we present only the key step here. As
shown in Figure 13, a communication hang occurs in Group
1. By examining the per-node communication volume of
the affected operator, Pulse identifies Node 1, GPU 1 as the
anomalous device, since it transmits the least amount of data.
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contention case

CPU contention case.

SOTA methods only observe that the entire communication
group has hung, failing to achieve machine-level localization.

7.2.4 MoE Expert Imbalance (Mixtral 8<7B). The un-
even routing in MoE models induces inherent computation
stragglers, which are correctly identified by both Pulse and
the SOTA methods. However, it induces transmission gaps on
other ranks, which can be misdiagnosed as communication
anomalies by SOTA methods. We train the Mixtral 8x7B
model with 8-way TP, 4-way DP on attention layers, and 8-
way TP, 4-way EP on expert layers, without injecting failures.
Figure 14 shows the transmission rates of each P2P operator
for two all-to-all operations within one EP group, corre-
sponding to token dispatch and token combination. Pulse
and SOTA methods identify rank 1 as a straggler based on
its latest start timestamp of the second operator, which is
consistent with the token dispatch traffic map in Figure 16.
Furthermore, uneven routing causes varying computation
durations (blue arrows) and thus varying start times of the
second all-to-all kernel, resulting in gaps of varying
lengths. Ranks with larger gaps can be misdiagnosed as
communication anomalies by SOTA methods due to their
longer duration. Pulse explicitly excludes the gaps, thereby
avoiding such false positives (see § 7.2.5).

7.2.5 PCle Contention (Mixtral 8x7B). We induce PCle
contention by launching RDMA loopback traffic on one
RNIC, which halves the normal sending bandwidth. Pulse
identifies this communication straggler, while SOTA meth-
ods misdiagnose other normal ranks. We train the Mixtral
8x7B model with 8-way TP, 4-way DP on attention layers,
and 8-way TP, 4-way EP on expert layers. Figures 15 and 17
show the transmission rates of each P2P operator and each
rank within one EP group, respectively. Although lower-rate
P2P operators appear on rank 3 (red ellipses) and rank 1,
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we evaluate the effectiveness of the operator segmentation

2 (green ellipses) in Figure 15, rank-level rates in Figure 17 and the parallelism strategy identification.

clearly show that only rank 3 is the straggler, highlighting the
need for rank-level transmission metrics. Figure 18 shows the 8.1 Diagnosis Accuracy and Latency
rank-level actual rates and observed rates (computed as data
size divided by duration) for the last 10 recent all-to-all
operations across two EP groups. Using actual rates, Pulse
identifies Node 4 GPU 2 as the straggler. SOTA methods incur
false positives as some ranks (e.g., Node 4 GPU 1) exhibit
lower observed rates due to their larger transmission gaps.

We conduct 57 anomaly localization experiments by injecting
the failures listed in Table 3 under three scenarios: (1)
training a 64-GPU GPT-2 70B model with 8-way TP, 4-way
DP, and 2-way PP; (2) training a 32-GPU Mixtral 8x7B model,
using 8-way TP and 4-way DP on attention layers, and 8-way
TP and 4-way EP on expert layers; and (3) a 4-GPU neighbor-
7.2.6 GPU Throttling (Mixtral 8x7B). We reduce one exchange collective. For performance-degrading failures, we
GPU’s power limit from 700W to 350W using nvidia-smi. vary the failure severity (e.g., PCle bandwidth reduced to
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50%, 60%, 70%, and 80% of the original). Appendix E details
all failure-scenario combinations and severity levels.
Diagnosis accuracy. Pulse consistently outperforms SOTA
OP-level monitoring methods [13, 54, 57] across all anomaly
types, achieving over 90% precision and 100% recall, with
false positives arising only in specific CPU-bottleneck sce-
narios. We define a true positive as localizing faulty nodes
with the correct anomaly type. A false positive occurs when
a normal node is reported as anomalous or a faulty node is
identified with an incorrect anomaly type (e.g., identify CPU
bottlenecks as communication anomalies). Figures 22, 23,
and 24 show the average precision, recall, and false positive
rate across the four anomaly types. SOTA methods based
on OP-level monitoring achieve an over 60% precision for
communication anomalies and only 64% precision and 57%
recall for computation fail-slow, as they cannot exclude
gaps or pinpoint computation bottlenecks that occur during
communication. Pulse achieves nearly 100% precision and
recall, except for a 16% false positive rate under computation
fail-slow (0% under other scenarios). These false positives
mainly arise from CPU-bottleneck failures: when using built-
in collectives (e.g., all-reduce), a CPU bottleneck at a single
node can introduce gaps across the entire group (see § 7.2.2).
Pulse detects such anomalies at the group level while SOTA
methods misdiagnose them as communication anomalies.
Diagnosis latency. Pulse incurs approximately 0.7s higher
latency than SOTA methods due to the flow-operator associa-
tion. Diagnosis latency comprises two main components: (1)
collection time that each host spends collecting monitoring
data of operators; and (2) analysis time that Analyzer takes
to gather data from hosts, store the monitoring data, and
localize the anomaly. Figure 25 shows the average diagnosis
latency across all anomaly types. Pulse incurs approximately
0.7s higher latency than SOTA methods, primarily due to a
longer collection time. Specifically, Pulse Host Agent must
wait for the RNIC to upload measurement data at one-
second intervals and then perform flow-operator association,
whereas SOTA methods can record the overall execution time
immediately after each operator completes.

fail-stop fail-slow fail-stop fail-slow

fail-stop fail-slow fail-stop fail-slow fail-stop fail-slow fail-stop fail-slow

Figure 24. False positive rate. Figure 25. Diagnosis latency.
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8.2 Overhead of Pulse

RDMA traffic. We evaluate RDMA throughput and latency
with measurement enabled and disabled, using ib_send_bw
to generate up to 2000 RDMA flows, and ib_send_lat to
collect 1000 latency samples. Figure 26 and 27 show the NIC
throughput and latency distribution for both settings. Pulse
supports concurrent measurement of 2000 flows per RNIC
without performance degradation and has minimal impact
on latency, with average latencies of 1.52 us and 1.53 us
under the two settings, as its three-layer design places most
measurement tasks off the packet-processing critical path.
LLM training. We evaluate the training performance under
three conditions: without monitoring, with Pulse monitoring,
and with log-based monitoring. We train three models, GPT-
2 32B, GPT-2 70B, and Llama-70B for 100 iterations. For
GPT-2 models, we apply 8-way TP, 2-way PP, and 4-way
DP, while for the Llama model, we apply 2-way CP (Context
Parallelism), 4-way TP, 2-way PP, and 4-way DP. The epoch
length is 32 us. Figure 28 shows that the average iteration
time is almost identical across all three configurations. Pulse
introduces negligible overhead, as it conducts lightweight
measurements on NICs and only intercepts APIs on host
CPUs to collect argument information. We also evaluate the
impact of epoch length on performance. Figure 29 shows the
average iteration time of GPT-2 70B under two parallelism
settings across varying epoch lengths. The results indicate
that epoch length has little impact on training performance.
PClIe overhead. We evaluate the PCle overhead incurred
when Pulse Host Agent periodically pulls measurement data
from Pulse NIC Agent over PCle. We monitor 100 training
iterations of GPT-2 70B and calculate the communication
volume between the two agents. The PCle overhead is
estimated by dividing this volume by the total duration. We
test on two parallelism settings and varying epoch lengths.
Figure 30 shows that the maximum PCle bandwidth usage
is approximately 0.3 MB/s, which is negligible, since flows
in LLM training are sparse compared to other workloads.

8.3 Effectiveness of Pulse Host Agent Design

Operator segmentation algorithm. Figure 31 shows the
operator segmentation results for one DP group, with opera-
tor boundaries marked by red dotted lines. Using communi-
cation volume alone is insufficient, as it only provides a lower
bound and causes error accumulation over time, leading to
increasing deviations from the ground truth. By combining
time intervals with communication volume, our algorithm
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Figure 28. Avg. Iter. time Figure 29. Avg. Iter. time Figure 30. PCle overhead Figure 31. Operator segmentation results.

with different models vs. epoch lengths.

accurately identifies each operator. We manually validate
the segmentation results in all evaluations and confirm that
every communication operator is correctly identified.
Parallelism strategy identification. The classification
accuracy of this algorithm remains 100% across all our cases.
We further evaluate it on a 512-GPU simulation testbed using
SimAI [53], testing various parallelism settings (DP, TP, PP,
EP), where it consistently achieves full accuracy.

9 Discussion

Application to other SmartNIC architectures. Our mea-
surement design can generalize to other SmartNICs that meet
two requirements: @ visibility into packet transmissions
and @ sufficient memory resources. For example, AMD Pen-
sando [4] supports line-rate per-packet processing (®) and is
equipped with on-board DDR (®). Similarly, Pensando’s DDR
incurs high access latency, and frequent accesses can degrade
performance. Our aggregation layer mitigates this and can
be adapted to Pensando in two ways: (1) Maintain small
per-QP counters in in-pipeline SRAM and flush to DDR only
when thresholds are reached. (2) Use verb-level aggregation
by allowing only RDMA WRITE FIRST/LAST packets to
update DDR. This has negligible impact on measurement
accuracy for LLM training, as a typical write size is 1 MB,
corresponding to roughly 20 us over a 400 Gbps network.
Scope of anomaly localization. Pulse can localize anoma-
lous nodes for non-group anomalies. For group anomalies
(e.g., when the entire network degrades), Pulse can determine
whether the source is computation or network-related by
analyzing traffic measurements.

Other application scenarios of RDMA measurement.
RDMA measurement applies to a range of scenarios, includ-
ing distributed model inference [61] monitoring, congestion
control bugs diagnosis [13], and collecting high-precision
traffic data for complex communication patterns (e.g., all-to-
all [59]) to support simulation and performance modeling.
Future work. As scale-up networks play an increasingly
important role, extending Pulse to support intra-node com-
munication monitoring is a natural direction for future work,
potentially enabled by combining eBPF-like GPU kernel
profiling [18] and intra-node link performance counters.

10 Related Work

LLM training monitor. State-of-the-art monitoring sys-
tems for LLM training [11, 13, 22, 30, 44, 54, 57] primarily

776

vs. epoch lengths.

gather monitoring data from software logs and hardware
counters. MegaScale [22] uses CUDA events to track the
durations of critical code segments. Aegis [13] initially relies
on training logs and hardware counters, later evolving to
gather data from CCLs for monitoring. Similarly, Holmes [57]
traces operator information in CCLs and focuses on straggler
identification. GreyHound [54] combines function hooking
with CUDA events to achieve non-intrusive monitoring. Dif-
ferent from these works, Pulse offers fine-grained monitoring
through traffic measurement, enabling accurate anomaly
localization in a non-intrusive way.

High-resolution measurement. State-of-the-art measure-
ment systems typically work at millisecond granularity and
are deployed on hosts or P4 switches [17, 32, 50, 56, 60].
uMon [60] proposes a WaveSketch to conduct memory-
efficient microsecond-level measurements on hosts. Lu-
mina [58] mirrors every packet on switches for in-depth
analysis of NICs. Millisampler [15] measures microbursts
at interface granularity. Different from these works, Pulse
designs a three-layer measurement on mainstream RNICs,
enabling per-QP microsecond-level RDMA measurement.

11 Conclusion

In this paper, we propose Pulse, a traffic-centric LLM training
monitoring system. Pulse conducts microsecond-level RDMA
traffic measurement with no loss of precision and transforms
this low-layer data into measurements of collective com-
munication operators in a non-intrusive way. This enables
fine-grained monitoring of the LLM training process. Our
evaluation demonstrates that Pulse can provide machine-
level anomaly localization in an application-agnostic way
with minimal impact on training performance overhead.
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Figure 32. DP group rate in PCle downgrade case.

A Implementation of Pulse NIC Agent

We implement the Pulse NIC Agent on Nvidia Bluefield-
3, utilizing DOCA 2.9.0 [38]. For the aggregation layer,
we leverage the DOCA PCC library [39] to access on-
NIC events. The library supports various events, including
transmission events, ACK events, NACK events, and CNP
events. For our use case, we only register transmission
events. Each time the NIC transmits 4KB of data for a given
flow, it triggers an event in the measurement layer. The
measurement layer is implemented on the DPA [37], an
embedded processor within the Bluefield-3. DPA utilizes the
C programming model, which simplifies the development
process. The measurement function is embedded within the
event handler. When DPA receives an event, it activates the
handler and executes it on one of the available threads, where
the necessary measurement is performed. The collection
layer is deployed on the host CPU. We use the mailbox
mechanism provided by the PCC library to implement the in-
teraction between the collection layer and the measurement
layer. Specifically, the host CPU periodically polls the DPA
for flow aging and to gather the measurement data. This
communication is ultimately conducted via PCle.

B Expected Communication Volume

All-Reduce. Let s denote the group size, count denote
the size of data elements that each device contributes
and ultimately receives from the reduction. In the ring
algorithm, each node sends to its successor, and the expected
communication volume v is:

v=2xcount*(s—1)/s

In the tree algorithm, each node communicates with its par-
ent and children, and the expected communication volume
is ¢. NCCL also supports constructing two independent trees,
in which case the data is evenly split across the two trees.
All-Gather. Let s denote the group size, sendcount denote
the size of data elements that each rank sends to all other
ranks. In the ring algorithm, each node sends to its successor,
and the expected communication volume v is:

v = sendcount = s x (s — 1) /s = sendcount = (s — 1)

Reduce-Scatter. Let s denote the group size, recocount
denote the size of data elements each rank ultimately receives
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from the reduction. In the ring algorithm, each node sends
to its successor, and the expected communication volume v
is:

v = recocount * s * (s — 1) /s = recocount * (s — 1)

C Performance Impact Analysis of Pulse
Host Agent

The potential performance impact on the training arises
primarily from two sources: function interception and all-

gather operations. The former is lightweight [54], as we
merely extract certain parameter information. For all-gather

operations, the overhead primarily depends on the number
of RDMA flows and the number of groups associated with
each GPU, which generally do not exceed the order of
hundreds [46]. Therefore, even in a cluster with tens of
thousands of GPUs, the bandwidth overhead per GPU
remains on the order of O(MB) (k x 10% x 10° bytes, where k
is a constant). Moreover, these operations use management
NICs for data transfer and occur only once, thereby imposing
minimal impact on training performance.

D Anomaly Localization Case
D.1 PCle Downgrade, PCIe Contention (GPT-2)

We train the GPT-2 70B model with 8-way TP, 4-way ZeRO-2
DP, and 2-way PP. For PCle downgrade, we use setpci to
reduce the PCle link to half of its original bandwidth. For
PCle contention, we generate continuous loopback RDMA
traffic to maintain the PCle bandwidth at approximately half
capacity. As shown in Figure 32, Node 1 GPU 1 exhibits
a lower transmission rate than the others. Pulse localizes
this GPU based on its extended actual communication time,
as shown in Figure 33. SOTA methods can only observe a
prolonged duration in Group 1 and fail to achieve machine-
level localization.

D.2 NIC-GPU Cross NUMA Binding (GPT-2)

We train GPT-2 32B model with 4-way TP and 4-way ZeRO-
2 DP across four nodes, utilizing four of the eight GPUs
available on each node. On Node 1, the four GPUs are
bound to four RNICs that are distributed across different
NUMA nodes. Cross-NUMA data transfer incurs higher
latency and limited bandwidth, resulting in degraded com-
munication performance on Node 1. We observe that this
performance degradation does not manifest as consistently
lower transmission rates, as seen in network congestion or
PCle degradation, but rather as significant fluctuations in
the transmission rate, as shown in Figure 34. While it is
difficult to identify the straggler from the rate curve due to
these fluctuations, Pulse successfully pinpoints the straggler
by utilizing the actual communication time, as shown in
Figure 35.
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Figure 37. PP group Tx rate in GPU throttling case

D.3 CPU Throttling (GPT-2)

We set the CPU’s scaling_governor to powersave mode
to reduce its operating frequency. Similar to the CPU con-
tention case, this primarily impacts the proxy thread; there-
fore, we omit the detailed analysis.

D.4 GPU Throttling (GPT-2)

We use the nvidia-smi to reduce the power limit of a
GPU from 700W to 350W. Both Pulse and SOTA methods
successfully identify the anomalous node. We train the GPT-
2 70B model with 8-way TP, 2-way ZeRO-2 DP, and 4-way
PP. Figure 37 shows the transmission rates for two of the
PP groups (i.e.,, Pipeline 1 and Pipeline 2). Pulse checks the
timestamp of each operation in chronological order and finds
that the third P2P operator on Node 7, GPU 1 is the first to
occur later than those in other groups. This delay can also
be caused by Node 5 GPU 1, since Node 7 GPU 1 must wait
for Node 5 GPU 1 to complete the forward pass of the fourth
microbatch (F4) before it can send the backward result of
the third microbatch (B3) to Node 5 GPU 1. Therefore, Pulse
marks both nodes as anomalous. This case only uses OP-
level data for localization, so existing SOTA methods can
also localize these two devices.

Further analysis of other PP groups on Nodes 1, 3, 5, and 7
shows patterns similar to Figure 37, even though these GPUs

Figure 34. DP group rate in GPU-
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Figure 38. PP group Tx rate in GPU execution error case.

operate normally. This is because GPUs within the same TP
group synchronize during computation. As a result, while
analyzing the monitoring data of PP groups can identify
the straggler machine, localizing the specific straggler GPU
requires analysis at the TP-group level. Since Pulse monitors
only inter-node communication, and TP groups are typically
confined to a single node, Pulse’s localization granularity for
computation anomalies is limited to the machine level.

D.5 GPU Execution Error (GPT-2)

We train GPT-2 70B model with 8-way TP, 4-way ZeRO-2 DP,
and 2-way PP. We induce a GPU execution error by accessing
an invalid address. Figure 38 presents the transmission rate
details for two of the PP groups. Pulse detects that the third
send-forward operator on Node 5, GPU 1 (i.e., Stage 3 of
Pipeline 1) is the first to miss, which can be caused by Node 5
GPU 1 during the computation of F3 or Node 7 GPU 1 during
the computation of F2 and B2. Therefore, Pulse Analyzer
marks both nodes as anomalous. This case utilizes only OP-
level data for localization, so existing SOTA methods can
also localize these two devices.

D.6 CUDA Execution Error (GPT-2)

We induce a CUDA out-of-memory error by allocating
excessive memory on a GPU during training. This case has a
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Figure 39. EP group Tx rate in NIC Down (MoE) case
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Figure 41. P2P Tx rate in neighbor-exchange case

"’2 Rank 0 — All Rank 1 — All .Rank 2 — All Rank 3 — All
2400 2 1 1 1 1 1
J ' | R '
8200 i TRAR e
& o m Ly £
0.0 0.5 0.0 05 0.0 0.5 0.0 0.5

Figure 42. Rank-level Tx rate in neighbor-exchange case

similar behavior to the GPU execution error case. Therefore,
we omit the detailed analysis.

D.7 Memory Alignment

This case originates from our development of an RDMA
traffic generator for LLM training, where we observe that
memory alignment has a significant impact on RDMA
performance. As illustrated in Figure 36, misaligned memory
results in significantly lower throughput compared to aligned
memory. In practice, this degradation will extend the overall
duration of the communication operation, and Pulse can
effectively localize this straggler by utilizing the actual
communication time.

D.8 NIC Down (Mixtral 8x7B)

We disable one NIC during training. Both Pulse and SOTA
methods correctly localize the faulty node. We train the
Mixtral 8x7B model using 8-way TP and 4-way DP for
attention layers, and 8-way TP and 4-way EP for expert
layers. Figure 39 shows the transmission rates of each P2P
operator for two all-to-all operations within one EP
group. Unlike built-in collective primitives, the P2P operators

781

Figure 40. EP group Tx rate in GPU execution error (MoE)

in the custom collective execute independently. As a result,
both Pulse and SOTA methods observe all incomplete P2P
operators involving rank 2 during the second all-to-all,
and correctly identify rank 2 as the faulty node.

D.9 GPU Execution Error (Mixtral 8x7B)

We induce a GPU execution error by accessing an invalid
address. Both Pulse and SOTA methods correctly localize the
faulty node. We train the Mixtral 8x7B model using 8-way
TP and 4-way DP for attention layers, and 8-way TP and
4-way EP for expert layers. Figure 40 shows the transmission
rates of each P2P operator for two all-to-all operations
within one EP group. During the second all-to-all, all P2P
operators involving rank 2 lack a start timestamp (missing a
green dotted line), indicating a computation hang on rank 2.

D.10 PCle Contention (neighbor-exchange)

We induce PCle contention by launching RDMA loopback
traffic on one RNIC, throttling its sending bandwidth to
60% of its original. Both Pulse and SOTA methods can
accurately identify this straggler. We run a 4-GPU neighbor-
exchange collective in a two-dimensional space with one
GPU per node, ensuring that all communication is carried
out over the RDMA network. Each rank sends 1 GB data to
its neighbors. Figure 41 and 42 show the transmission rates
of each P2P operator and each rank, respectively. Since there
is no computation workload, communication kernels start
nearly simultaneously with no gaps. Consequently, both
Pulse and SOTA methods identify rank 1 as the straggler
based on the rank-level transmission rates.

D.11 PCle Downgrade (all-to-one)

We use setpci to throttle the PCle link to 70% of its original
bandwidth. Both Pulse and SOTA methods can accurately
identify this straggler. We run a 4-GPU all-to-one collective
and set rank 0 as the root rank. Each rank sends 1 GB data
to the root. Figure 43 shows the transmission rates of each
P2P operator. Similar to § D.10, as all communication kernels
start nearly simultaneously without gaps, both Pulse and the
SOTA method correctly identify rank 1 as the straggler due
to its lower transmission rates.
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Table 4. The detailed failure-scenario combinations and severity level in § 8.1.

Type Failure injection

Test scenarios

. GPU execution error, invaild address
Comp. fail-stop

access GPT-2, Mixtral 8x7B

CUDA execution error, allocate exces

sive memory GPT-2, Mixtral 8x7B

GPU throttling, with power limit set to 350W, 300W, 250W, 200W

GPT-2, Mixtral 8x7B

Comp. fail-slow

CPU throttling, adjust scaling_governor to powersave

GPT-2, Mixtral 8x7B

CPU contention, using stress to occupy 90%, 100% of cores

GPT-2, Mixtral 8x7B

Comm. fail-stop | NIC down, disable one RNIC

GPT-2, Mixtral 8x7B
neighbor-exchange

PCle downgrade, using setpci to throttle the PCle link
to 50%, 40%, 30%, 20% of its original bandwidth

GPT-2, Mixtral 8x7B
neighbor-exchange

Comm. fail-slow | PCle contention, launching RDMA lo

50%, 60%, 70%, 80% of PCle bandwidth

GPT-2, Mixtral 8x7B
neighbor-exchange

opback traffic to occupy

Network congestion, launching background RDMA traffic to
reduce the bandwidth of one path to 50%, 60%, 70%, 80%

GPT-2, Mixtral 8x7B
neighbor-exchange

NIC-GPU cross NUMA binding
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Figure 43. P2P Tx rate in all-to-one case
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Figure 44. P2P Tx rate in one-to-all case

D.12 Network Congestion (one-to-all)

We induce congestion by injecting background traffic that
halves the bandwidth of a network path. Both Pulse and
SOTA methods can accurately identify the communication
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straggler. We run a 4-GPU one-to-all collective with rank 0
as the root rank. The root sends 1 GB data to the other
ranks. Figure 44 shows the transmission rates of each P2P
operator. Similarly, as all communication kernels start nearly
simultaneously without gaps, both Pulse and the SOTA
method correctly identify rank 1 as the straggler due to
its lower transmission rates.

E Failure-Scenario Combinations and
Severity Level

In § 8.1, we evaluate the diagnosis accuracy of Pulse under
various failure types and test scenarios. Table 4 summarizes
the evaluated failure—scenario combinations and the severity
levels of performance-degrading failures. For neighbor-
exchange, we use one GPU per node to ensure that all
communication is carried out over RDMA.
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