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ABSTRACT

Due to the significant advantages of federated learning (FL) in privacy protection, federated recommendation systems (FedRSs)
have garnered increasing attention by enhancing recommendation performance through local data training. However, most cur-
rent FedRSs adopt a client-server communication architecture, which may lead to communication overload and single points of
failure. Additionally, clients may face challenges due to limited communication resources and malicious attacks. To address the
above challenges, we propose a Blockchain-assisted Federated learning method for Recommendation, called BFedRec, suitable
for recommendation systems with high communication efficiency requirements. Specifically, BFedRec achieves the aggregation
and distribution of recommendation models through a blockchain system, reducing reliance on central servers and alleviating
communication bottlenecks and single points of failure. On this basis, BFedRec applies an innovative FL. method that trains recom-
mendation models directly on low-rank parameters to achieve efficient and secure data aggregation and distribution. Moreover, the
flexibility of this aggregation and distribution strategy allows for scalable applications in other fields, such as blockchain-enabled
software-defined network (SDN) management in on-chain and off-chain communication networks. Experimental results demon-
strate that BFedRec outperforms existing methods on real datasets, significantly improving communication efficiency while
effectively enhancing system security and robustness.

1 | Introduction historical records and user interactions, to understand individual
preferences and suggest relevant items or content [3, 4].

With the swift expansion of e-commerce and digital services,

digitization has become deeply ingrained in people’s daily lives.
Nowadays, individuals spend a significant portion of their time
online, exploring a diverse range of content tailored to their spe-
cific interests. Recommendation is essential for e-commerce [1]
and digital service [2] providers by leveraging user data to offer
personalized recommendations, thereby enhancing the overall
user experience. It analyzes various types of data, including

Centralized recommendation systems typically collect and con-
solidate user interaction data on a unified server. Nonetheless,
this methodology poses a risk of disclosing private informa-
tion that users may prefer to keep confidential. Unauthorized
access to this data can lead to severe security threats and poten-
tial misuse by malicious entities, compromising user privacy.
Accordingly, the centralized gathering of personal data has been
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regulated through policies like the California Consumer Privacy
Act (CCPA) [5].

Given these concerns, federated learning (FL) [6] is increas-
ingly recognized as a viable remedy. A global model is collab-
oratively trained by clients under the framework of federated
learning, while preserving the confidentiality of their private
data. The coordination is overseen by a central server, which
manages the interactions among the clients. During every train-
ing round, updates are sent by clients to the server, where they
are merged to enhance the global model. This process repeats
until the model converges. The development of federated recom-
mendation systems (FedRSs) [7, 8] is a direct extension of the
principles of FL. In typical cross-device scenarios, the training
of FedRSs involves transferring models between multiple edge
devices (e.g., smartphones, laptops) and a central server. FedRSs
have gained increasing attention for improving recommendation
performance while protecting user privacy by training models on
local data.

However, conventional FedRSs assume ideal communication
conditions between servers and clients, which is often not the
reality. Additionally, FedRSs may face security issues, such as ser-
vice vulnerabilities and malicious poisoning attacks from clients.

First, limited client-side communication resources pose a signif-
icant challenge for FedRSs. Clients, often located at the network
edge, face bandwidth constraints and frequent data transmis-
sions, leading to bottlenecks. Moreover, the increasing complex-
ity and parameters of models in modern recommendation sys-
tems make their transmission more difficult [9, 10]. Additionally,
clients participating in FedRSs typically have varying computa-
tional speeds and communication bandwidth capabilities due to
differences in hardware and infrastructure [11]. These dispari-
ties can lead to stragglers, reducing the number of participants
in training and thereby degrading system performance. Minimiz-
ing the size of transmitted information through compression is a
common solution to reduce communication costs.

Despite various technologies aimed at enhancing communica-
tion efficiency, the outcomes are suboptimal. (1) Top-K com-
pression minimizes the size of transmitted parameters by spar-
sification, yet clients incur extra expenses to organize and
recognize updated data. (2) Singular Value Decomposition
(SVD) compression transmits low-rank model updates via sin-
gular value decomposition, but these updates may lose their
low-rank status after server-side aggregation, ultimately fail-
ing to decrease downlink communication costs. These compres-
sion methods involve encoding and decoding, which lead to
considerable delays that may outweigh the per-bit communica-
tion time savings [12]. Additionally, they only optimize uplink
communication costs without significantly improving downlink
communication costs.

Second, security issues are also a common concern in FedRSs.
The traditional FL framework presupposes that both servers
and clients are reliable, which is often not the case in
practical applications. In reality, malicious clients can sub-
mit corrupted updates, resulting in poisoning attacks. Recent
research has demonstrated that FL is highly vulnerable to such
attacks [13], with even a single Byzantine client capable of

severely degrading the performance of the global model [14].
Furthermore, the centralized coordination and aggregation in FL
confer a predominant role to the server, which makes the FedRS
vulnerable to server failures or dishonest behavior.

In response to the challenges posed by malicious clients and
server bottlenecks, significant research has been dedicated to
improving the robustness and decentralization of FL. Various
defense strategies have been proposed, including Multi-krum
[13], Coordination-wise Median (CM) [15], Robust Federated
Averaging (RFA) [16] and Bulyan [17], to safeguard against
attacks from malicious clients.

Blockchain technology presents a viable solution for decentral-
ized aggregation, tackling the issue of single points of failure
in FL. Its features, such as tamper resistance, transparency, and
traceability, make it attractive for securing FL systems. As a result,
several blockchain-based FL frameworks have been developed.
For example, some research suggests fully deploying blockchain
on client devices [18-20]. However, these systems face high com-
munication and storage overheads as a result of the substantial
block sizes that contain both local model updates and global
models in the continuously growing blockchain. The approach
in Reference [21] mitigates this by enabling clients to remove
older blocks in accordance with their local resource constraints,
though this comes at the cost of reduced security and trust. Other
studies explore deploying blockchain on edge nodes, which have
more computational and storage capabilities compared to client
devices [22]. Nevertheless, the system in ChainsFL [22] needs
to distribute the data needed to validate the model, which com-
promises FL’s privacy-preserving objectives, while the method in
Reference [23] is susceptible to single points of failure (SPOF)
due to centralized aggregation by the task publisher. Addition-
ally, the utilization of widely adopted blockchain platforms such
as Ethereum, in conjunction with smart contracts [24, 25], intro-
duces high operational costs, as each blockchain interaction
incurs gas fees. As a result, there is a need for a blockchain-based
FL framework that is more cost-effective, reliable, and secure,
capable of operating on resource-constrained client devices sit-
uated at the vulnerable network edge.

Based on the above discussion, we propose BFedRec, a
blockchain-based federated edge learning approach specifi-
cally developed for recommendation systems that incorporates
low-rank training. Inspired by BEFL [26], we integrate a
blockchain network across edge nodes to reduce reliance on
central servers. By utilizing a committee-based consensus
mechanism with Verifiable Random Functions (VRF), model
aggregation and distribution are performed in a decentralized
manner at the edge nodes. To enhance BFedRec, we employ
a low-rank FL method to improve communication efficiency
and reliability. Specifically, we use low-rank structure training
techniques to compress model parameters and reduce commu-
nication overhead. This technique trains a lightweight low-rank
model while freezing most parameters, thereby reducing both
uplink and downlink communication costs to improve commu-
nication efficiency. Additionally, to mitigate malicious poisoning
attacks from clients, we introduce an anomaly detection mech-
anism. This mechanism captures the inherent correlations
between model updates on the client side using mutual infor-
mation (MI) and selects reliable updates based on their MI
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values. The BFedRec method, with its decentralized, secure, and
privacy-preserving features, demonstrates excellent versatility
and scalability, making it applicable to various scenarios. Its
core mechanism leverages blockchain technology and feder-
ated learning methods to reduce dependence on centralized
servers while enhancing system robustness and efficiency
through secure data aggregation and distribution. The primary
contributions are delineated as follows:

« We present an innovative blockchain-based FRS that facili-
tates decentralized aggregation of recommendation models
by utilizing a blockchain network deployed on edge nodes,
thereby obviating the necessity for a central server in the pro-
cesses of global model aggregation and distribution, improv-
ing system stability and security.

« We introduce a technique that focuses on optimizing
low-rank structural parameters. This approach reduces com-
munication costs in both uplink and downlink channels,
contributing to efficient and scalable federated learning in
recommendation systems.

« To enhance the reliability, we introduce a fake model detec-
tion mechanism that ensures only valid model updates are
accepted by the blockchain network, thereby preventing
malicious poisoning attacks from clients.

The subsequent sections of this paper are structured as fol-
lows: Section 3 offers an overview of the background and fun-
damental concepts relevant to this study. Section 4 presents
the overview and workflow of the proposed BFedRec method.
Section 5 describes the consensus mechanism and incentive
mechanism. Section 6 introduces the low-rank training and fake
model detection mechanisms. Section 7 describes the experimen-
tal configuration and the findings. Section 8 provides a summary
of this paper.

2 | Related Work

This section reviews the related work on FedRSs and blockchain-
based FL, with a focus on blockchain-assisted FedRSs.

2.1 | Federated Recommendation Systems

FedRSs have gained considerable attention as a major research
focus in machine learning and recommendation systems. Early
FL approaches, such as FCF [7] and FedRec [8], were devel-
oped for implicit and explicit feedback, respectively, using matrix
factorization techniques. FedMF [27] integrates matrix factor-
ization (MF) in the FL framework and employs homomorphic
encryption (HE) to secure gradients uploaded to the server.
MetaMF [28] introduces a distributed MF approach that lever-
ages meta-learning to create models for predicting ratings and
generating private item embeddings. HPFL [29] introduces a
hierarchical personalized FL framework aimed at tackling het-
erogeneity, thereby enhancing recommendation performance.
FedPerGNN [30] develops a method for maintaining a graph neu-
ral network (GNN) model for each user, capturing more intricate
user-item relationships.

In the past few years, considerable progress has been achieved
in FedRSs across various aspects. For instance, Ye et al. [31] and
He et al. [32] proposed clustering-based FL frameworks to bet-
ter group clients and tailor recommendations. Zhang et al. [33]
addressed the cold start issue by decoupling item attributes from
interaction data, allowing better recommendations for new items
and users. Nguyen et al. [34] optimized both communication
costs and security by incorporating low-rank training, while Qu
et al. [35] introduced personalized privacy protection to enhance
user control and security in federated systems. Additionally, Yan
et al. [36] developed a privacy-protected recommendation frame-
work utilizing a federated heterogeneous graph neural network,
which improves both security and recommendation accuracy
through a graph-based approach.

At the same time, communication efficiency is crucial in FL.
Some studies focus on minimizing the size of the item latent
matrix using meta-learning approaches [28]. LightFR [37] intro-
duces a framework within a federated setting, aiming to cut down
on communication costs while enabling faster online inference
and lower memory usage. Khan et al. [38] designed an algorithm
to tackle the challenges associated with payload in item data.

The transmission of updates to the server without adequate pri-
vacy protection measures exposes FL systems to security risks.
Chai et al. [27] showed that in MF models using Federated Aver-
aging (FedAvg) [6], adversaries could deduce users’ rating infor-
mation by accessing their gradients over two consecutive steps.
One potential solution to address this challenge is the implemen-
tation of HE to protect parameters before they are transmitted
to the central server [27, 39]. This approach ensures user rat-
ing privacy while maintaining the accuracy of recommendations.
Nevertheless, it imposes considerable computational demands,
involving encryption and decryption operations on the clients,
along with aggregation on the central server. Liang et al. [40] pro-
pose enhancing FedRS performance through denoising clients,
while Liu et al. [41] explore secure recommendation systems in
cross-domain contexts. Recent research [42-44] highlights that
FedRSs remain susceptible to poisoning attacks from malicious
clients.

2.2 | Blockchain-Based Federated Learning

To tackle the problem of unreliable servers, blockchain-based FL
has been identified as a promising approach. Blockchain’s decen-
tralized, peer-to-peer architecture facilitates the aggregation of
global models, offering a solution to SPOF in conventional FL
systems. Several studies [18, 19, 21, 22, 24] have shifted the aggre-
gation process from central servers to blockchain nodes. Mean-
while, Qu et al. [45] have removed the aggregator while enabling
clients to perform the aggregation of model updates themselves.

Most blockchain-based FL methods integrate model verification
to make the global model robust. The verification techniques
vary based on the assumptions about blockchain nodes. In cer-
tain frameworks, it is assumed that clients not only participate
in the FL process but also join the blockchain network, using
their training data for validation purposes [19, 21, 46]. This makes
the verification accuracy of the local model helpful for the aggre-
gation stage. Li et al. [21] proposed a method involving K-fold
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cross-validation, where a group of K participants assesses model
updates using their own datasets to determine which updates
should be included in the global aggregation process. Similarly,
Lu et al. [46] developed a technique to select updates that meet
certain accuracy criteria, which are then used to refine the global
model. In blockchain-based FL systems, even when nodes cannot
access training data, accuracy-driven validation continues to be
applied. For instance, Mugunthan et al. [25] used smart contracts
and a cross-validation process, where clients test each other’s
model updates on their local datasets and return accuracy values
to calculate contribution scores, which are then used for weighted
aggregation.

Although client-based model evaluation can reduce the risk
of malicious updates, it significantly increases communication
overhead and is dependent on the clients’ active participation. As
a result, recent blockchain-based FL frameworks have incorpo-
rated the latest developments in robust FL to mitigate the impact
of malicious clients. SPDL [20], Biscotti [ 18], and Omnilytics [24]
utilize the Multi-krum algorithm as a verification mechanism,
allowing model updates close in Euclidean distance to pass. Bis-
cotti introduces noisers, verifiers, and aggregators, where noisers
add Differential Privacy (DP) Gaussian noise to updates, veri-
fiers apply Multi-krum for validation, and aggregators securely
aggregate the verified updates. In a similar approach, SPDL incor-
porates DP Gaussian noise into the local updates and utilizes
Multi-krum during the aggregation phase, offering theoretical
convergence guarantees for private and secure FL. Omnilytics
incentivizes honest clients and penalizes malicious ones through
smart contracts.

While well-established platforms like Ethereum support the
secure execution of FL tasks via smart contracts, they come with
high gas fees for each blockchain interaction. Edge nodes offer
significant promise due to their computational, communicative,
and storage capabilities. However, blockchain-based FL solu-
tions targeting edge environments still struggle with addressing
security concerns from malicious clients, unreliable servers, and
the high communication demands placed on clients, which are
resource-constrained.

2.3 | Blockchain-Assisted Federated
Recommendation Systems

Blockchain-based federated recommendation systems have
gained attention for their ability to address privacy and security
concerns in personalized recommendation tasks. By integrating
blockchain with FL, these systems allow collaborative model
training while ensuring that sensitive data remains decentralized
and secure. Blockchain technology plays a key role by providing
transparency and integrity in the recommendation process,
where model updates are securely recorded and tampering is
prevented. This decentralized approach ensures that partici-
pants, including users and service providers, can trust the system
without the need to share sensitive data directly, making it partic-
ularly suitable for applications in privacy-sensitive domains such
as healthcare, financial services, and consumer electronics [47].

Several recent works have proposed blockchain-based feder-
ated recommendation systems, each focusing on improving

communication efficiency, privacy, and security. Ali et al. [48]
proposed a blockchain-empowered asynchronous FL method
which leverages blockchain to ensure tamper-proof aggrega-
tion and decentralizes the model training process. While this
approach reduces risks associated with single-point failures, it
still faces communication bottlenecks and scalability issues due
to frequent model synchronization. Similarly, FLRM [49] incor-
porates blockchain to guarantee data security and transparency
in financial institutions, but struggles with high communica-
tion overhead, especially in large-scale systems. Moreover, frame-
works such as Secure and Privacy-Preserving Decentralized FL
combine blockchain with homomorphic encryption to protect
data privacy during model training [50]. Although these meth-
ods enhance privacy, the computational complexity introduced
by encryption leads to higher latency, which can hinder perfor-
mance in real-time applications.

In contrast to these existing methods, BFedRec introduces sig-
nificant improvements in communication efficiency, scalabil-
ity, and security. By utilizing low-rank training and decentral-
ized aggregation, BFedRec drastically reduces communication
overhead, which makes it more efficient and scalable compared
to other blockchain-based federated recommendation systems.
While other approaches rely heavily on blockchain for model
updates and synchronization, BFedRec minimizes the frequency
of communication, resulting in lower latency and better overall
performance. Additionally, BFedRec enhances security by decen-
tralizing the aggregation process, effectively mitigating risks such
as model poisoning and tampering without the need for compu-
tationally expensive encryption techniques. This makes BFedRec
particularly well-suited for large-scale, real-time recommenda-
tion systems, where both efficiency and security are critical.

3 | Preliminaries

The foundational concepts relevant to the proposed method are
introduced in this section, including blockchain and FL for rec-
ommendation systems.

3.1 | Blockchain

Blockchain represents a distinctive type of distributed ledger
system that ensures the integrity and permanence of data or
transactions. It functions on a decentralized network, integrat-
ing core principles like transparency, cryptography, consensus
mechanisms, immutability, and enhanced security. Blockchain
leverages cryptography to secure data, verify transactions, and
protect stored information using hash functions, digital signa-
tures, and encryption. All transactions on the blockchain can be
accessed by all participants and are transparent, and once added,
they are almost impossible to modify, ensuring data integrity and
traceability. Consensus mechanisms enable distributed nodes to
reach an agreement on the validity and sequence of transactions.
Smart contracts are self-executing protocols encoded into the
blockchain, which can automatically execute transactions and
enforce terms without intermediaries. Blockchain facilitates trust
by eliminating centralized institutions, and its decentralized and
cryptographically secure design makes it resistant to tampering
by malicious actors.
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Our method employed the InterPlanetary File System (IPFS) to
store data and the Verifiable Random Function (VRF) to verify
committee selection. The foundational concepts in our proposed
method are as follows:

« IPFS: IPFS is a peer-to-peer distributed file system that
can provide permanent decentralized data storage. Data
is stored in IPFS nodes and retrieved using a unique
hash index derived from the data, further secured by the
tamper-resistant features of blockchain technology.

« VRF: VRF is a public key pseudo-random function that can
prove its random output given the input. VRF provides a
non-interactive method for blockchain nodes, enabling them
to independently determine whether they are selected as
committee members.

3.2 | Federated Learning for Recommendation
Systems

In an item-based FedRS, N items and M users are set commonly,
where each user « has an interaction set O, = {(i,r,)}. r,; rep-
resents a rating or interaction value. Users aim to collaboratively
build a recommendation system while preserving privacy. This
scenario is well-suited for horizontal FL, where each user actively
participates.

The system aims to generate a top K list, listing items related
to user preferences that have not yet been interacted with.
This problem can be mathematically defined as finding a global
model represented by parameters 6 to minimize the global loss
function L(-).

M
LO) 1= ) w,L,(0) 1)
u=1

Here, w, is the relative weight, 6 is the global parameter, and
L,(+) is the loss function on «’s device. To achieve our objective,
we utilize a federated matrix factorization (FedMF) [7] model as
the core model, with the local loss function for user u defined as
follows:

LpeQi= X C(re @)+ SInlE+ 2101 @

(i,r,)EO,

In this model, the local parameters of user u consist of the user
embedding vector p, and the item embedding matrix Q. The loss
function #(-) quantifies the difference between actual and pre-
dicted values. Typically, we use MSE as the loss function, but
other loss functions like cross-entropy loss can also be used. The
parameter A is the regularization term to prevent overfitting.

FedAvg [6] is a typical FL algorithm where local model updates
are averaged, enabling privacy-preserving training without cen-
tralized data. At each round, the server distributes the current
item embedding matrix Q) to a group of users S(¢), and then
each user performs local SGD updates on their datasets. The local
update rule for user u is as follows:

» User embedding vector p,:

pU*) = pY(1 = 1)+ QT (- i) 3)

TABLE1 | Notations.

Symbol Description

M Number of users

N Number of items

o, Interaction set of user u

Fui Rating of user u on item i

0 Global model parameter

w, Weight of user u

L() Global loss function

L) Local loss function of user u

Dy User embedding vector of user u

o Item embedding matrix

() Loss function

A Regularization term

S®) Group of users at round ¢

n Learning rate

AQW Local item embedding matrix update of user
u atround ¢

AW low-rank approximation of AQ"

BY projection matrix of

K Committee size

(SK, PK) VREF key pair

(sk, pk) Signature commitment key pair

s Stake of node i

S Total stake

Glprs IPFS address of the global model at round ¢

« Item embedding matrix Q:
0" = 0" ~n(30" - (m(r,~£))p") @

Next, the user will upload the local item embedding matrix
update AQ" = QU+1) — O, and the server will aggregate these
received updates and update the global model:

t
ZueS(t) quth)

ueS(r) w,

o) = o + (5)

This process is repeated until the algorithm converges. The main
notations are summarized in Table 1.

4 | A Secure and Communication-Efficient
Federated Recommendation Method With
Blockchain

In this section, the framework of our proposal is introduced,
and the specific tasks of different participants are explained,
including the initialization work of the central server, the local
low-rank training method for the user client, and the secure
aggregation and consensus of models using the blockchain
network.
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41 | Overview

The framework of BFedRec is represented in Figure 1. BFedRec
involves several key participants: User clients, a central server,
and a group of edge nodes deploying blockchain technology. The
goal is to achieve communication-efficient and secure federated
recommendation. The roles of these participants are described as
follows:

o Central Server: In traditional cross-device FedRSs, the cen-
tral server initializes the global model and coordinates client
training. However, this centralized approach can lead to
high communication loads on the server and introduce sin-
gle points of failure, reducing system reliability. To address
these issues, BFedRec uses blockchain technology to offload
the server’s workload and enhance system security. Conse-
quently, the central server initializes the recommendation
model at the start of the FL task and publishes it to the
blockchain network.

 Blockchain Nodes: To mitigate the high load and vulnera-
bility associated with centralized aggregation of the global
model, we consider distributing the server’s workload across
multiple entities to achieve a more secure decentralized
model aggregation. We choose edge nodes for this purpose
due to their robust computational, storage, and communi-
cation capabilities. These edge nodes, also referred to as
blockchain nodes, run and maintain the blockchain system,
aggregating and verifying recommendation models. Each
edge node supports a global model and aggregates model

updates from the client while detecting false model gradi-
ents. The security and reliability of this process are protected
by the blockchain network.

« Clients: Users interact with the blockchain through their
clients, which collect local user data to train recommen-
dation models. Before iterative training, clients retrieve the
original model from the blockchain network to initialize
their local models. During each round of FL, clients down-
load the latest global update from the blockchain network,
use local data for training. Then the trained updates are
uploaded to the blockchain. The training process employs
low-rank structures to decompose the recommendation
model update, reducing communication load.

To choose blockchain nodes, we think that a trusted entity man-
ages a permissioned blockchain network through certified edge
devices like base stations. Once nodes are registered, they are
assigned a VRF key pair (SK, PK) for committee selection, a key
pair for signature commitment (sk, pk), and an initial stake.

The blockchain structure among edge nodes consists of a
sequence of blocks linked by hash pointers. Each block comprises
a header containing the index, the hash of the preceding block,
and a timestamp, as well as a body containing transactions. The
first block, known as the genesis block, contains essential system
information. The FL tasks shared by the task publisher include
the IPFS link to the initial model G(} prs and relevant FL hyperpa-
rameters. Each update to the model, signed by a client, becomes a
transaction. The model updates intended for global aggregation,

———————————— - — e — ——— —— —— — -
R ————————— 1 P e 1
| /Step4. Model Verification™. | |{ Stepl. Model Initialization * |
1 . 0 I
I CAmieios ¥ I Fetch Initial ¥
: D comicise 1 : @ Model I
Node il il
' D—D«D«é} 3 8 QW i
| 1 | |
: : Add New Block : | : s o b |
: il i Step2. Client Training
1 () Committe | Download Model P 8 :
1 Node 0 Update R lB(t_Q = AS) |
| e 0 o =
(I I I
! * il I l Decompress i)
! Verified 1 ! I
I DT Block il i Local ' & — &
I il I: Model = 1
! Verification A I Q(t) 1
: ................................................ =" 1 Upload Model : u l Compress |
Candidate I Update - (t,7) 1
J— T ..... Block I i - A !
I { Step3. Model Aggregation"‘g - 1 d :
I 0 1 I
I ((‘ ’)) Aggregator 0 I . |
I A Node { ! |
L e e 1 A I
s 4 R Chent M |
: Edge Nodes _: IL Clients |

FIGURE1 | The framework of BFedRec.
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along with the IPFS link to the aggregated model, are included
in the body of a candidate block. Upon confirmation, the local
model updates contained in the candidate block are discarded
to optimize storage, as they will not be useful for future rounds.
Instead, the signatures of committee members who approved the
block, the block header, and the model IPFS address are recorded.

4.2 | Workflow

The workflow of BFedRec is represented in Algorithm 1. The
central server initializes the FL task by publishing the initial
model to the blockchain. Clients retrieve the initial model IPFS
address from the nearest active blockchain node and download
the initial model from IPFS. During iterative training rounds,
clients download the latest update from the blockchain network
and train local models using private data. Then the compressed
local update and signature are uploaded as a transaction to the
nearest blockchain node, where a new verified block will be
formed and added by aggregating and verifying the uploaded
updates.

« Step 1: Model Initialization. The FL tasks and the initial rec-
ommendation model, stored on IPFS, are first made available
on the blockchain by the central server. Clients retrieve the
IPFS address of the initial model by querying the nearest
active blockchain node and downloading the model using
this address. This blockchain node also serves as the cor-
responding node for clients to upload and download mod-
els later. This approach alleviates the high communication
overhead and potential single points of failure associated
with centralized servers in FL, shifting model aggregation to
decentralized blockchain nodes. After this initial phase, the
central server becomes redundant and is no longer required
for subsequent FL processes.

o Step 2: Client Training. In each training iteration, clients
obtain the IPFS link to the most recent global model by

ALGORITHM1 | BFedRec Workflow.

1 Server publishes IPFS address of the initial model G
the blockchain;

2 Each client retrieves GY . ¢
node;

sfort=0,1,2,...,T do

4 | for each client in parallel do

0
IPFS to

from the nearest blockchain

5 Retrieves the latest global model from the blockchain;

6 Updates the model locally using private data
according to Algorithm 3;

7 Sends the update to the nearest blockchain node;

8 | Blockchain nodes aggregate model updates and generate
a candidate block;

9 | Blockchain nodes broadcast the candidate block to the
committee;

10 | Committee verifies the candidate block according to
Algorithm 2;

11 | Nodes add the verified block to their local chain.

querying the closest blockchain node. Clients use their pri-
vate data for local model training. A low-rank structure
is adopted to decompose the item embedding matrix for
model compression. After local training, clients send the
compressed model update and signature as a transaction to
the nearest blockchain node.

« Step 3: Model Aggregation. During the model update col-
lection phase, each blockchain node gathers model update
transactions from clients. These nodes verify the authentic-
ity of the signatures and model updates before propagating
the transactions across the blockchain network and adding
them to the blockchain. The latest block typically includes
multiple model updates and client signatures. When a
node collects a sufficient number of transactions, it com-
petes to calculate the new global model update, records its
IPFS address, and forms a candidate block. These candi-
date blocks are subsequently transmitted to the commit-
tee. The committee validates the global model through vot-
ing and propagates the verified block to the blockchain
network.

 Step 4: Model Verification. In the model verification phase,
committee nodes validate the update correctness from the
global model via a voting process. If a candidate block
secures over two-thirds of the committee’s approval votes, it
is considered validated and is transmitted to the whole net-
work. The validated block replaces the original local model
updates and includes the signatures of the committee nodes.
Upon receiving the validated block, all other blockchain
nodes verify the committee signatures and add the block to
their local chains. Any other candidate blocks for that round
are invalidated and removed. If consensus is not reached
within a specified time, the committee discards the candi-
date block and awaits the next one. If a candidate block
remains unconfirmed after multiple voting rounds, the pro-
cess will be restarted by a new committee.

5 | Stake-Based Consensus Mechanism

In this section, the stake-based consensus mechanism is intro-
duced to elect committee members for model aggregation. We
discuss the committee election protocol and the hyperparameters
a and K used in the consensus mechanism. We also introduce
incentives for committee members and the reward distribution
mechanism.

51 | Committee Election

In our stake-based consensus mechanism, the blockchain net-
work uses VRF to set up a committee constructed by random sub-
sets in a non-interactive manner. Each node generates a unique
random hash using its secret key SK; and a public seed, normal-
izes it to obtain r, and checks if it is the candidate committee
member. The election protocol selects nodes based on their stake
proportion. If the generated r satisfies Si < %, Node i is selected
as a potential committee member and transmits qualifying data
(hash and proof) to the network, where « is a hyperparameter,
K is the committee size, s, is the node stake, and .S is the total
network stake. The value r produced by the VRF is a distinct
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random number uniformly distributed within the interval [0, 1].
The probability can be calculated as follows:

r aK aKs; aKs;
=Prl —<— ) =P < = 6
P r<si S > I‘(" S > N ©

As shown above, nodes with a larger stake have a greater chance
of being chosen for the committee. This effectively mitigates
Sybil attacks, where a malicious entity presents multiple iden-
tities to control a large portion of the system. When the com-
mittee reaches the correct size, the committee formation phase
ends, and the first K nodes become committee members. Any
node can obtain committee details and authenticate the commit-
tee members’ identities by using the VRF public key, the most
recent blockchain block, and their respective stakes.

The hyperparameter « controls the expected number of nodes
that may be selected as candidate committee members. Since
each node follows a Bernoulli distribution to become a candidate
committee member, we denote the trial for node i as X;, where
X, = 1 with probability p; indicates a successful trial, and X; = 0
with probability 1 — p; indicates a failed trial. The sum of success-
ful trials X = Y}"_ X, has an expected value calculated as follows:

EX)= Y p =aK ™)

i=1

By leveraging the Chernoff bound for a series of independent
Bernoulli trials, we derive

Pr(X < (1 — 8)aK) < e oK% /2 (8)

forany 0 < 6 < 1. Setting § = ”T_l, where « is in the range (1, %],
we get

Pr(X < K) < e Kl@-17/2¢ ©

To ensure a sufficient number of candidate committee members,
the likelihood of having fewer than K + 1 candidate members
should be minimized.

5.2 | Consensus Rules

The consensus protocol is a key element in ensuring the security
of blockchain technology. In the model verification phase, we use
the following five consensus rules:

 I,: When new candidate blocks are submitted, the members
of the committee first verify that sufficient pending transac-
tions have been gathered and ensure that the signature on
the IPFS address originates from the aggregator.

« I,: Once these conditions are met, the committee members
use the secure aggregation protocol to calculate the global
model, which they then compare against the IPFS value. If
the results align with the aggregator’s output, they approve
the block, signing both the header and the IPFS address.

« I,:If more than two-thirds of the committee members agree,
the candidate block is considered valid, and the transactions
within it are replaced by the signatures of the supporting
members.

« I,: Voting on each candidate block must be completed
within a predefined time limit. If the block fails to
receive enough votes within the allotted time, it is dis-
carded, and the committee proceeds to the next candidate
block.

« I;: Each committee has a set maximum number of vot-
ing rounds. If no candidate block is confirmed within these
rounds, a fresh committee will be formed to evaluate the next
batch of candidate blocks.

Rule I, relies on a two-thirds consensus threshold, which is
rooted in the principle of Byzantine Fault Tolerance (BFT). In
decentralized systems such as blockchain, certain nodes may
experience failures or engage in malicious actions, causing incon-
sistencies. BFT algorithms can tolerate up to one-third of node
failures, meaning a two-thirds threshold ensures that the system
can still reach consensus even if a third of committee members
are unresponsive or compromised.

Once a block is approved, the rewards associated with the stake
are distributed among the committee members and the entity
responsible for generating the block, ensuring that BFedRec does
not include outdated updates in the model. The model verifica-
tion method is summarized in Algorithm 2.

ALGORITHM 2 | Model Verification.

Input: The last block seed, stake of each node s;, total stake
S, committee size K, hyperparameter a, the
candidate block ¢ Block, the maximum voting time
M axV ote Duration, the maximum vote round
MaxStep.

Output: The verified block vBlock;

1 Committee Constitution:

2 for each node i do

3 | hash, proof = VRF(SK;, public seed);

4 | if h‘;—m < % then

5 néde i becomes a candidate committee member;
L Send the (hash, proof) to the network;

7 Committee Voting:

s while True do

9 | Initialize the current voting round step = 1;
10 | while step < MaxStep do

1 if voting time < M axV ote Duration then

12 Committee nodes vote for ¢ Block;

13 if agreements > 2/3 then

14 The ¢ Block is verified successfully, and form
vBlock;

15 Distribute rewards to committee members and
block generator;

16 return;

17 else

18 The c¢Block is verified unsuccessfully, and it is
discarded;

19 step++ and wait for a new candidate block;

20 | Committee reconstruction;
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5.3 | Incentive Mechanism

To further enhance the system’s security and fairness, we employ
a reward and penalty-based incentive mechanism designed to
ensure all participants adhere strictly to the consensus proto-
col while effectively mitigating potential malicious behavior. In
our approach, the reward mechanism not only incentivizes block
generators but also covers the verification and voting processes of
committee members. Committee members receive rewards pro-
portional to their stakes in the committee, encouraging active
participation. This economic incentive not only increases node
participation but also reduces the motivation for malicious behav-
ior. To further enhance security and prevent potential attacks, we
introduce a strict penalty mechanism. If a node is detected vio-
lating the protocol during the consensus process (e.g., engaging
in malicious behavior or refusing to vote), its staked assets will
be partially or fully forfeited. The forfeited assets can be used to
reward other honest nodes, creating a positive incentive to follow
the rules.

Since both the reward and penalty mechanisms are tied to the
nodes’ stakes, the system exhibits natural resistance to Sybil
attacks. Even if an attacker attempts to participate in the consen-
sus by forging multiple fake nodes, their total stake proportion
remains unchanged, thus not significantly increasing the proba-
bility of being selected as a committee member.

6 | Low-Rank Federated Learning

In this section, a low-rank federated learning strategy is intro-
duced to reduce communication costs and enhance system effi-
ciency. Then, we present the secure aggregation protocol used in
the blockchain network to maintain the security and integrity of
the FL process.

6.1 | Communication-Efficient Training

In FedRSs, communication costs are largely driven by the updates
to the item embedding matrix. Given the limited computational
and communication resources of user clients, an efficient com-
pression algorithm is critical for reducing data uploads and min-
imizing communication overhead.

As shown in Equation (4), the update of the item embedding
matrix consists of a regularization term and a rank-1 matrix.
Inspired by the work in Reference [34], we take advantage of
the small regularization parameter A by restricting the updates
to a low-rank structure, thereby reducing communication costs.
Specifically, the local model update AQL’) is parameterized as:

AQY = B AY (10)

where B € R and A" € R™N. Since r < N, d, this param-
eterization reduces the communication load by a factor of
< X’\:‘:xd. This parameterization can be understood as pro-
jecting the high-dimensional parameter matrix AQY into
a low-dimensional subspace. BIS') represents the projection
matrix, and A represents the low-rank parameter matrix after

projection.

To further minimize downlink communication costs, only A is
transmitted between the client and the blockchain system. The
blockchain aggregates the updates while maintaining low-rank
downlink transmission. At the start of each local training round,
the client updates its B, which remains fixed during the training
process. The aggregation result can be captured as follows:

AQY = B(’><2Afj>> (11)

ues

In the initial round of training, clients download the Q© to
initialize their local models. After receiving this global model,
clients begin the local training process. In each subsequent
round, the server aggregates the local updates {Aff_l’r“)} submit-
ted by all clients to update A®, which is then transmitted back to
the clients. Upon receiving A, clients use it to update their local
models Q;’). This update involves combining the global update
A" with the local model Q% followed by extracting the updated
B,(f ), which remains fixed in the subsequent local training rounds.

At the beginning of each local training round, clients reset

A0 =0 and proceed with local training to optimize the model
parameters §%0 = {A¢O p(:9} During this process, clients per-
form multiple updates based on their local data and model
parameters, continuously optimizing the local model. The local
model parameters {A,(;’T")} are uploaded to the server once train-
ing is completed. After collecting all the local updates, the server
aggregates them, triggering a new round of global model updates.

The process allows the system to continuously optimize both

global and local models while keeping communication costs low.
Algorithm 3 outlines the low-rank training process in detail.

ALGORITHM 3 | Low-Rank Federated Learning.

Input: Initial item embedding matrix O or latest model
update A®; current round #; rank r; learning rate of
client #;

Output: The local model updates {A(lt’r“), e A(I:;“) )

1 Sample a client subset S©;
2 for each clientu € S in parallel do
3 | if t = 0 then

4 Download Q©;
5 Initialize Q' = Q©;
6 | else
Download A®;
8 Merge Q¥ = QU= 4 BU=D AW

9 | Update B from Q;

10 | Initialize 0*¥ = 0 and A"? = 0;

n | Set trainable parameters 60 = {A¢0), p(-0)};
12 | fork=0,...,7,—1do

13 Perform local update §0<*1) = GSD (6%, v,
(@) )
1 p;t+l) — p'(l’ﬂu);

15 | Upload A,(f’r“) to the nearest blockchain node;
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6.2 | Secure Aggregation

The way models are trained in FL can make them vulnerable to
attacks from malicious clients who send corrupted model updates
to disrupt the training process. While low-rank approximation
techniques help reduce communication costs, they introduce
biases in the model updates, further complicating the identifica-
tion of malicious contributions. This makes maintaining security
without sacrificing performance challenging.

As noted by prior research [51], mutual information (MI)
between honest clients increases over time, unlike Euclidean dis-
tance measures. Leveraging this, a robust aggregation method is
proposed to distinguish between honest and malicious clients.
MI quantifies the shared information between two random vari-
ables and serves as a powerful tool for detecting dependencies
in model outputs that might not be apparent using traditional
metrics.

In our model, each client’s local stochastic gradient descent
(SGD) output is treated as a random vector. Assuming the out-
puts F; and F; from clients i and j follow Gaussian distribu-
tions with variances o2 and af, the MI between them, M I, ;, is
calculated as:

MI, = —% log(1 — pfj) (12)

LJ

where p;; is the Pearson correlation coefficient between F; and
F, computed as:

_ El(F, - EIFDIEI(F; - E[F;])]

Pij = 13)

o20?

i
A high p;; value implies a strong correlation, indicating honest
contributions, while a low correlation suggests potential mali-
cious updates.

To quantify the similarity between updates, we compute MI
scores for all client pairs and average them. Model updates
that deviate significantly—either too low (indicating malicious
intent) or too high (leading to redundancy)—are flagged. We uti-
lize the median absolute deviation (MAD) instead of the standard
deviation (SD) to more reliably measure the distance of each MI
score from the central value. The MAD is normalized as:

i, = Ml
madn —
0.6745

14
where the MAD value for the normal distribution is 0.6745.
Model updates within two standard deviations of the median
are selected for aggregation, ensuring robustness against out-
liers. The global model is then transmitted using Nesterov’s
momentum.

TABLE 2 | Statics of the datasets.

After the aggregation process, the momentum m, , and global
model Wfd are stored on the IPFS. Then, the candidate block
that includes the IPFS address is generated by the aggregator and

submitted to the committee.

7 | Experiments and Results

In this section, extensive experiments are conducted to evaluate
the performance of our proposed method. The experiments seek
to answer the following research questions:

« RQI: How does our proposed method perform in FL, with
a focus on recommendation accuracy and the efficiency
of the training process in communication-constrained
environments?

* RQ2: What is the performance of our method in terms
of blockchain characteristics, specifically its latency in
model aggregation and scalability under varying network
conditions?

« RQ3: How does our method ensure robust security against
various attacks, including poisoning and Byzantine attacks,
while maintaining system integrity in FL?

7.1 | Experimental Setup

7.1.1 | Datasets

We evaluated our method on four publicly available datasets:
MovieLens-1M [52], and LastFM-2K [53]. Table 2 summarizes
the statistics of these datasets. Following common practices in
recommendation systems, we first retained users with a mini-
mum of 20 interactions and then transformed the explicit ratings
into implicit feedback signals.

In FL settings, different users always interact with different items,
leading to data quantity heterogeneity. To measure this hetero-
geneity, we show the maximum, minimum, average, standard
deviation, and variance of local observations for each client in
Table 3. The difference between the minimum and maximum
number of local observations indicates a highly uneven distri-
bution of data among clients. Specifically, the LastFM-2K and
MovieLens-1M datasets exhibit significant data heterogeneity.
The large standard deviation and variance in both datasets sug-
gest substantial differences in data quantity among clients. Some
clients have few interactions, while others have a large amount
of interaction data. This disparity means that during FL, some
clients may not provide enough data to support effective training,
while clients with larger data volumes may dominate the training
process. Due to this high heterogeneity in data distribution, FL
may face challenges such as reduced training efficiency, uneven

Dataset #Users #Items #Interactions #Sparsity (%)
MovieLens-1M [52] 6,040 3,706 1,000,209 95.53
LastFM-2K [53] 1,600 12,454 185,650 99.07
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TABLE 3 | Data quantity heterogeneity.

Dataset #Min #Max #Avg. #St. dev. Var.
MovieLens-1M [52] 20 2,314 165.6 192.73 37,145
LastFM-2K [53] 5 2,609 116.03 240.07 57,635

model performance, and varying local device training times com-
pared to traditional centralized learning. Consequently, data het-
erogeneity can adversely affect the training efficiency and final
model performance of FedRSs, especially in the presence of data
imbalance.

7.1.2 | Baselines

For the base model, we adopted NCF [54], an advanced deep
neural network-based collaborative filtering model for modeling
the features of items and users. We then compared several FL
methods that primarily address general settings in inconsistent
scenarios. In our experiments, these methods were applied to
NCF-based recommendation tasks. We compared BFedRec with
two baselines (i.e., centralized baseline and independent base-
line) and six state-of-the-art baselines, namely FedSGD, FedAvg
[6], FedProx [11], MOON [55], SCAFFOLD [56], and FedDyn
[57]. The independent setting means training each client sepa-
rately using local datasets. The centralized setting means sacri-
ficing data privacy and training the global model using the entire
dataset.

FedSGD [6] is a stochastic gradient descent-based FL
approach, where clients update their models with a single
gradient descent step each round.

FedAvg [6] averages local model updates and enables clients
to perform multiple training steps before sending updates to
the server for improved convergence and efficiency.

FedProx [11] introduces a proximal term in the training
process on each client, which constrains the local opti-
mization process to prevent excessive drift from the global
model.

MOON [55] is a contrastive learning based FL method,
enhancing the generalization ability of the model through
contrastive loss.

SCAFFOLD [56] accelerates the convergence of federated
learning by correcting the bias in local updates.

FedDyn [57] improve FL performance by dynamically adjust-
ing the influence weights of the local model and the global
model.

We also compared BFedRec with several federated recommen-
dation methods that are more suitable for recommendation
tasks:

FedNCF [58]: This approach adapts Neural Collaborative Filter-
ing (NCF) to the federated setting. Each client updates its user
embedding locally, while item embeddings and the scoring func-
tion are shared with the server for global aggregation.

Federated Reconstruction (FedRecon) [59]: A recent person-
alized federated learning framework evaluated here in the
context of matrix factorization. Unlike traditional methods,
FedRecon reinitializes user embeddings in each round, retrain-
ing them from scratch rather than inheriting from previous
rounds.

Meta Matrix Factorization (MetaMF) [28]: A distributed matrix
factorization method that leverages a meta-network to produce
both the rating prediction module and private item embed-
dings, enabling more flexible and adaptive recommendation
modeling.

In addition to verifying different FL methods, two compres-
sion methods were also selected for comparison, including
BFedRec-TopK and BFedRec-SVD, which utilize Top-K and Sin-
gular Value Decomposition (SVD) compression, respectively.
BFedRec-TopK utilizes sparsification to minimize transmission
size by representing updates as sparse matrices. BFedRec-SVD
leverages SVD to provide compressed updates with low-rank
characteristics. For the blockchain, the Biscotti [18] is selected as
the benchmark for the same goal of leveraging blockchain tech-
nology to defend against malicious clients.

7.1.3 | Evaluation Metrics

For the four experimental datasets, we apply the standard
leave-one-out evaluation method to construct the test set [1].
Specifically, for each user, we use all of their interactions for train-
ing, while reserving their most recent interaction for testing. Dur-
ing the testing phase, we randomly select 99 items that the user
has not interacted with and rank the test item among these sam-
pled items.

We utilize users’ entire interaction history for training, leaving
only the most recent one for testing. In the testing phase, 99 items
that the user hasn’t engaged with are randomly selected, and the
test item is ranked among these choices.

To assess the effectiveness and performance of our model, two
metrics are employed, including Normalized Discounted Cumu-
lative Gain (NDCG) and Hit Rate (HR). These metrics are typ-
ically limited to a specific rank (such as the top k items) to
focus on the relevance of the most highly ranked results. HR
checks whether the test item appears in the top k ranking,
while NDCG evaluates ranking quality by taking both the posi-
tion of the test item and the accuracy of the ranking into
account. These metrics help determine whether the model ranks
preferred items higher, providing an indication of its rank-
ing effectiveness. In our experiments, we set k to 10 for the
recommendation list.
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7.1.4 | Implementation Details

In the experiments, the embedding sizes for both users and items
are set to 64. A basic SGD optimizer is employed to train local
models. M clients are randomly chosen without replacement
during each round, both within and across rounds.

7.2 | Performance Analysis in FL for
Recommendation Accuracy and Training
Efficiency (RQ1)

7.21 | Recommendation Performance

To evaluate the recommendation performance in
communication-constrained conditions, we first compared
BFedRec with eight baseline methods and BFedRec variants
using Top-K compression and SVD under the same communi-
cation budget. For the MovieLens-1M and LastFM-2K datasets,
we set the user and item embedding dimensions of the base
model to 8, while fixing BFedRec’s embedding size at 64 and
rank at 4. This setup ensures that all methods have roughly equal
transmission sizes across the two datasets, enabling a fair com-
parison. Similarly, for LastFM-2K, we used the same embedding
dimensions and rank settings.

Table 4 shows the HR and NDCG metrics under the same trans-
mission scale. With equal communication budgets: (1) The cen-
tralized setting achieves the highest accuracy, while the indepen-
dent setting has the lowest, representing the upper and lower
bounds of accuracy, respectively. (2) BFedRec consistently out-
performs all FL baseline methods and federated recommenda-
tion methods across both datasets. Specifically, BFedRec achieves
the highest HR and NDCG scores among all FL methods, with
HR = 0.61 and NDCG = 0.38 on MovieLens-1M, and HR = 0.74
and NDCG = 0.55 on LastFM-2K, demonstrating its superior

recommendation accuracy and ranking quality. (3) Different
compression methods significantly impact BFedRec’s accuracy.
The compression method used in BFedRec outperforms the other
two compression competitors.

These experimental results indicate that BFedRec can achieve
competitive performance while significantly reducing communi-
cation costs compared to common FL methods and compression
methods.

7.2.2 | Training Time

‘We conducted further experiments using two compression meth-
ods with compression rates comparable to BFedRec. For instance,
in datasets LastFM-2K and MovieLens-1M, we fixed the user and
item embeddings of the base model to 64. We then adjusted the
compression rates for BFedRec and its variants using SVD and
Top-K compression, ranging from {1/2,1/4,1/8,1/16, 1/32,1/64}.
For fairness, the same compression rates are set for both upload-
ing and downloading information. Table 5 lists our records of
communication and computation times. (1) As the embedding
size increases, both communication and computation times sig-
nificantly increase. (2) In terms of communication, our method
outperforms other compression methods, especially SVD com-
pression. This is because our method reduces the uplink and
downlink communication costs, leading to a more efficient train-
ing process. (3) In terms of computation, our method outperforms
TopK compression, but is slightly inferior to SVD compression.
This is because our method requires additional computation to
update the low-rank structure.

In conclusion, BFedRec achieves a better balance between com-
munication and computation costs, outperforming other BFe-
dRec variants using SVD and Top-K compression. This is because
BFedRec reduces the uplink and downlink communication costs,
leading to a more efficient training process.

7.3 | Blockchain Performance Analysis for
Latency and Scalability (RQ2)

7.3.1 | Latency

To evaluate the latency performance of our method in the
blockchain network, we simulated BFedRec with varying num-
bers of blockchain nodes and different committee sizes. We
recorded the time consumption in the four phases. As shown in
Table 6, BFedRec is deployed on 200 and 100 nodes with differ-
ent committee sizes, forming three parameter settings {(100,15),
(100,30), (200,15)}. The values represent the average times for
training 50 rounds. (1) Of all the phases, the voting phase requires
the most time, and its duration increases twofold as the commit-
tee size expands due to the need for a greater number of “yes”
votes to verify candidate blocks. (2) The times for both commit-
tee formation and the distribution of validated blocks are almost
identical and relatively brief. (3) The time for committee forma-
tion increases with the committee size, doubling as the number of
members rises, while the block propagation time doubles when
the number of nodes in the blockchain grows.

TABLE4 | Recommendation performance of different FL methods.
MovieLens-1M LastFM-2K

Methods HR NDCG HR NDCG
Centralized 0.63 0.35 0.84 0.66
Independent 0.44 0.24 0.59 0.39
FedSGD 0.51 0.29 0.66 0.46
FedAvg 0.54 0.31 0.67 0.48
FedProx 0.55 0.31 0.68 0.48
MOON 0.57 0.33 0.71 0.50
SCAFFOLD 0.57 0.34 0.70 0.51
FedDyn 0.58 0.35 0.71 0.52
FedNCF 0.45 0.25 0.65 0.40
FedRecon 0.50 0.27 0.68 0.44
MetaMF 0.43 0.20 0.63 0.41
BFedRec-TopK 0.52 0.32 0.68 0.51
BFedRec-SVD 0.61 0.37 0.72 0.54
BFedRec 0.61 0.38 0.74 0.55
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TABLE5 | Training time of different compression methods.
MovieLens-1M LastFM-2K
Methods Comm. Comp. Total Comm. Comp. Total
Base 60.5 240.5 301.0 45.1 135.2 180.3
TopK@1/2 45.4 211.0 256.4 33.2 125.8 159.0
TopK@1/4 40.3 201.3 241.6 30.1 121.0 151.1
TopK@1/8 25.3 191.3 216.6 18.1 110.8 128.9
TopK@1/16 22.1 170.5 192.6 16.0 90.2 106.2
TopK@1/32 20.1 160.4 180.5 14.8 80.1 94.9
TopK@1/64 16.0 150.3 166.3 12.3 70.1 82.4
SVDh@1/2 72.0 175.5 247.5 58.1 92.2 150.3
SVD@1/4 62.4 172.5 234.9 51.1 91.2 142.3
SVD@1/8 55.4 171.0 226.4 55.2 90.7 145.9
SVD@1/16 56.3 168.5 224.8 51.5 89.2 140.7
SVD@1/32 52.2 166.5 218.7 49.0 88.2 137.2
SVD@1/64 48.2 164.5 212.7 48.7 87.2 135.9
BFedRec@1/2 44.3 185.8 230.1 20.1 95.3 115.4
BFedRec@1/4 39.2 183.7 222.9 19.1 93.9 113.0
BFedRec@1/8 25.3 181.1 206.4 18.1 92.7 110.8
BFedRec@1/16 21.4 175.6 197.0 17.1 91.1 108.2
BFedRec@1/32 19.0 169.6 188.6 16.1 90.1 106.2
BFedRec@1/64 15.3 165.5 180.8 15.1 88.4 103.5
TABLE 6 | Time of different phases in blockchain network.
MovieLens-1M LastFM-2K

Phases (100,15) (100,30) (200,15) (100,15) (100,30) (200,15)
Committee Constitution 0.1 0.2 0.1 0.1 0.2 0.1
Candidate Block Generation 6.0 5.9 6.0 5.7 5.6 5.9
Voting 91.4 149.3 95.9 85.5 133.8 87.9
Verified Block Propagation 0.3 0.6 0.6 0.3 0.6 0.6
Total Time 97.8 156.0 102.6 91.0 140.2 94.5

7.3.2 | Scalability

To evaluate the scalability of BFedRec, we conducted experiments
by adjusting the committee size while maintaining a constant 100
blockchain nodes. In a separate setup, we changed the number
of blockchain nodes while fixing the committee size at 15. The
MovieLens-1M and LastFM-2K tasks were executed again under
these varying configurations.

As illustrated in Figure 2, we observed two key trends: (1) The
total time required to verify each block increases with the size of
the committee, primarily due to the extended voting phase. While
larger committee sizes ensure the availability of sufficient candi-
date members during the formation phase and improve the cred-
ibility of blocks through broader consensus, the increased com-
munication overhead required to reach agreement on candidate
blocks introduces significant delays. This trade-off highlights the
balance between achieving robust consensus and maintaining

efficiency in block verification. (2) Conversely, as the number of
blockchain nodes grows, the time needed for finalizing and dis-
tributing blocks exhibits only a minimal increase. This efficiency
is achieved by storing only the IPFS addresses of model data in
the blockchain, rather than the full global or local model updates.
Additionally, outdated model updates are pruned, reducing block
size and facilitating faster transmission across the network. These
optimizations significantly mitigate the potential performance
degradation associated with larger node populations.

7.4 | Security Analysis for Resilience to Attacks
and System Robustness (RQ3)
741 | Resistance to Poisoning Attacks

To test BFedRec’s resistance to both data and model poisoning, we
carried out experiments targeting two major attack vectors. Data
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poisoning takes place when adversarial clients inject corrupted
or misleading entries during the dataset construction process. In
federated learning, one frequent method of this is the Label Flip-
ping (LF) attack [14], where attackers intentionally assign incor-
rect labels to certain data points. In contrast, model poisoning
involves adversaries intentionally modifying their model updates
to distort the overall learning process. A widely observed strategy
is the Bit-Flipping (BF) attack [60], sometimes referred to as sign
inversion, where manipulated gradients with reversed directions
are submitted to the aggregation server.

We tested BF attacks across datasets MovieLens-1M and
Lastfm-2K, and 20% of clients are set malicious. As illustrated
in Figure 3, we can conclude: (1) BFedRec demonstrated a sub-
stantial improvement in performance under BF attacks com-
pared to the standard FedAvg method. This result is evident
because FedAvg does not employ any defense mechanisms. (2)
BFedRec and Biscotti showed similar performance under BF
attack scenarios, as both methods leverage blockchain technol-
ogy to defend against malicious clients and enhance the secu-
rity of model aggregation. However, BFedRec exhibited greater
resilience across all datasets. Its HR and NDCG scores remained
significantly higher, reflecting its ability to maintain superior rec-
ommendation quality and ranking accuracy even when a portion
of the clients are compromised.

7.4.2 | Robustness Against Byzantine Nodes

The security of BFedRec is built upon a committee-based consen-
sus protocol, designed to ensure robust and secure model aggre-
gation. However, it is nearly impossible to fully validate its secu-
rity by testing every possible attack vector. In a decentralized
system like BFedRec, malicious blockchain nodes can attempt to
disrupt the system in various ways, such as manipulating com-
mittee formation, tampering with candidate block generation, or
skewing the voting process. These malicious nodes may cast dis-
senting votes against legitimate candidate blocks while approving
incorrect ones, in an effort to corrupt the consensus mechanism.

A particularly insidious form of attack occurs during candidate
block generation, where adversarial nodes launch Gaussian-style

attacks by injecting arbitrary values into the global model param-
eters, rather than following the secure aggregation protocol.
This attack attempts to poison the model by introducing ran-
dom noise into the global model, disrupting the learning pro-
cess and degrading system performance. To assess BFedRec’s
resilience to such adversarial behavior, we conducted an exper-
iment where one-third of the blockchain nodes were deliber-
ately made malicious. These malicious nodes colluded with one
another in an attempt to mislead the learning process by vot-
ing against correct candidate blocks and injecting faulty model
updates.

The results, illustrated in Figure 4, demonstrate that BFedRec
maintained its performance despite the presence of these Byzan-
tine nodes. Although the malicious nodes actively attempted to
manipulate the system, BFedRec’s consensus mechanism and
secure aggregation protocol successfully mitigated their impact.
The recommendation performance, as measured by metrics like
Hit Rate (HR) and NDCG, showed only a minimal decline, prov-
ing the robustness of BFedRec in the face of such coordinated
attacks.

In summary, the blockchain-assisted method of BFedRec pro-
vides stronger defenses against poisoning attacks and Byzan-
tine attacks, offering significant advantages in terms of secu-
rity and performance in federated recommendation systems
(FedRSs).

8 | Conclusion

In this paper, we propose BFedRec, a blockchain-assisted feder-
ated edge learning method designed for recommendation sys-
tems. BFedRec leverages blockchain technology deployed on
edge nodes to decentralize the aggregation and distribution of
recommendation models, reducing reliance on central servers. To
further optimize the process, a low-rank FL method is employed,
significantly reducing communication costs and enhancing the
security of aggregation and distribution in BFedRec. Experi-
mental results demonstrate that BFedRec enhances communica-
tion efficiency and security while maintaining recommendation
performance.
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The BFedRec framework is characterized by decentralization,
security, and privacy protection, and it possesses excellent gener-
ality and extensibility, which allows it to be applied to a multitude
of different scenarios. In an ongoing research project concerning
trustworthy interactions between blockchain and off-chain enti-
ties, we will apply and extend the strategy of data aggregation and
distribution based on blockchain, enabling the aggregation and
distribution of data for distributed SDN controllers, which aids in
enhancing the management efficiency and security of on-chain
and off-chain communication networks.
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