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With the widespread application of speaker identification (SI) systems in security-related tasks, the robustness
of SI systems against adversarial examples has garnered increasing attention. Existing works have demonstrated
the vulnerability of SI systems to transfer-based black-box attacks, wherein attackers generate adversarial
examples with a surrogate model and then transfer them to attack the target system. However, the attack
success rate (ASR) of transfer-based black-box attacks is limited by the transferability of adversarial examples.
As far as we know, few works have investigated enhancing the transferability of adversarial examples for
speech utterances to attack SI systems. Furthermore, existing works only utilize a single utterance in the
attack process, but in practical situations, an attacker can usually collect multiple utterances of a speaker.
In this paper, we propose a novel transfer-based black-box attack method, called speaker-specific utterance
ensemble based transfer attack (SUETA), to attack SI systems. To the best of our knowledge, SUETA is the first
transfer-based black-box attack method that utilizes multiple utterances instead of a single one. Furthermore,
we also propose an improved variant of SUETA, called SUETA+, by sharing gradients of utterances at the
speaker-embedding level. Empirical results show that both SUETA and SUETA+ improve the ASR compared
to the baselines under the classical cross-model situation. SUETA+ further shows additional improvement
over SUETA, especially in the case of the untargeted attack. SUETA+ also outperforms the baselines in cross-
dataset and cross-preprocessor situations, although the ASR for all transfer-based attacks decreases compared
to that in the cross-model situation. Moreover, SUETA+ can significantly improve the ASR against commercial
APIs (iFlytek and TalentedSoft) and the voice assistant (Tmall Genie) for the untargeted attack compared to
the baselines.

1. Introduction The adversarial robustness of an SI system is typically assessed by
subjecting the system to attacks. Early works have found that the white-
box adversarial attacks proposed in the image domain (Goodfellow

et al., 2015; Kurakin et al., 2017; Madry et al., 2018; Carlini and

Speaker identification (SI) systems (Jahangir et al., 2021) are widely
used to recognize the identity information of a speaker from input

speech utterances. It is one of the most popular speaker recognition
technologies and has been adopted in many real-world applications,
including biometric authentication,'? online payment and smartphone
personalized service (Hammi et al., 2022). Due to the promising per-
formance of deep neural network (DNN), an increasing number of
existing SI systems (Snyder et al., 2018; Yu and Li, 2020; Desplan-
ques et al.,, 2020) utilize the DNN-based models. However, existing
works (Goodfellow et al., 2015; Szegedy et al., 2014) have shown that
DNNs are vulnerable to adversarial examples, raising concerns about
the safety and security of SI systems (Li et al., 2023) and highlighting
the significance of research on adversarial robustness.

* Corresponding author.

Wagner, 2017) can also be effectively adapted for speech data to
attack speech recognition systems (Ko et al., 2023), speaker verification
systems (Kreuk et al., 2018; Li et al., 2020c; Zhang et al., 2021; Villalba
et al., 2020), as well as SI systems (Gong and Poellabauer, 2017; Xie
et al., 2021). Later works propose to utilize the unique acoustic charac-
teristics of speech data to attack the SI systems. An auxiliary acoustic
model is constructed by Li et al. (2020b) to output the adversarial per-
turbation directly. A frequency masking strategy is proposed by Wang
et al. (2020) to generate imperceptible perturbations based on acoustic
features. Shamsabadi et al. (2021) propose a steganography-inspired
attack method that operates in the discrete cosine transform (DCT)
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domain. However, although these white-box adversarial attacks (Gong
and Poellabauer, 2017; Xie et al., 2021; Li et al., 2020b; Wang et al.,
2020; Shamsabadi et al.,, 2021) are effective, their reliance on full
knowledge about the target SI system renders them impractical in many
real-world applications. In contrast, black-box adversarial attacks offer
greater practicality.

Black-box adversarial attacks can be divided into query-based at-
tacks and transfer-based attacks, depending on whether the attacker
interacts with the target system. In query-based attacks, the attacker
continuously queries the target system and modifies the attack strategy
according to the feedback. Based on the requirement for different
types of feedback, the query-based attacks can be further divided
into score-based attacks (Chen et al.,, 2017; Brendel et al., 2018)
and decision-based attacks (Andriushchenko et al., 2020; Chen et al.,
2020). Fakebob (Chen et al., 2021) and SMACK (Yu et al., 2023) are
two representative score-based attacks on SI systems, which utilize
the feedback of similarity scores. However, conducting the scored-
based attack is unavailable in some practical cases, e.g., the similarity
scores are inaccessible when attacking the commercial system Microsoft
Azure. Deng et al. (2022) proposed a decision-based attack on the SI
system, relying solely on the feedback of decision results. However,
this approach requires thousands of queries that could be detected
by abnormal query detection methods (Li et al., 2020a). In contrast,
transfer-based attacks do not require feedback from the target system.
Attackers generate adversarial examples with a surrogate model and
then transfer them to attack the target system. However, due to the
lack of interaction, the performance of transfer-based attacks is usually
more limited than query-based attacks.

The transferability of the adversarial examples is the most impor-
tant factor that affects the performance of transfer-based attacks. In
the image domain, several methods have been proposed to enhance
the transferability. Dong et al. (2018) have found that utilizing the
momentum method in the optimization process enhances the transfer-
ability of the adversarial examples. He et al. (2023) later propose a
feature-momentum method to enhance transferability. Model ensemble
methods (Liu et al., 2017; Long et al., 2022b; Huang et al., 2023) can
enhance the transferability by alleviating the adversarial examples from
overfitting to a single local surrogate model. Data augmentation meth-
ods (Xie et al., 2019; Zou et al., 2020; Dong et al., 2019), which increase
input diversity by using image transformations, can also enhance trans-
ferability. However, these methods are speaker-unrelated for speech
data. As far as we know, few works have investigated enhancing the
transferability of adversarial examples for speech utterances to attack
SI systems. Furthermore, existing works only utilize a single utterance
in the attack process, but in practical situations, an attacker can usually
collect multiple utterances of a speaker.

In this paper, we propose a novel transfer-based black-box at-
tack method, called speaker-specific utterance ensemble based transfer
attack (SUETA), to attack SI systems. The main contributions are listed
as follows:

+ To the best of our knowledge, SUETA is the first transfer-based
black-box attack method that utilizes multiple utterances instead
of a single one.

In SUETA, a speaker-specific utterance ensemble loss function
is proposed, which enhances the transferability of adversarial
examples compared with speaker-unrelated baselines.

An improved variant of SUETA, called SUETA+, is further pro-
posed by sharing gradients of utterances at the speaker-
embedding level. To aggregate the gradients of utterances with
different lengths, a technique called chain-rule-based gradient
sharing (CRGS) is proposed in SUETA+.

Empirical results show that both SUETA and SUETA+ effectively
improve the attack success rate (ASR) compared to the projected
gradient descent (PGD) attacks under the classical cross-model
situation. SUETA+ further shows additional improvement over
SUETA, especially in the case of the untargeted attack.
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Fig. 1. A general architecture of SI systems.

» SUETA+ also outperforms the baselines in cross-dataset and cross-
preprocessor situations, although the ASR for all transfer-based
attacks decreases compared to that in the cross-model situation.

» Moreover, SUETA+ can significantly improve the ASR against
commercial APIs (iFlytek and TalentedSoft) and the voice assis-
tant (Tmall Genie) for the untargeted attack compared to the
baselines.

2. Preliminaries
2.1. Speaker identification system

The SI system is used to identify the speaker of an utterance from
a group of enrolled speakers. Fig. 1 shows the general architecture
of an SI system, which consists of three phases: training, enrollment,
and recognition. In the training phase, an SI model, also known as
the background model, is trained by performing a classification task
using utterances from the training dataset. This process enables the SI
model to extract identity information from each utterance and convert
the utterance into a speaker embedding. In the enrollment phase, the
SI system aggregates several speaker embeddings for each enrolled
speaker to construct distinct enrollment embeddings. In the recogni-
tion phase, the SI system first extracts the speaker embedding of an
input utterance and then measures the similarity between the speaker
embedding and the enroll embeddings. Subsequently, the SI system
outputs the identification result according to the similarity scores. The
implementation of SI systems can vary significantly according to the
configuration of three key modules: feature extraction preprocessor, SI
model, and scoring module, as described below.

Feature extraction preprocessor. The feature extraction prepro-
cessor transforms the waveform utterances into acoustic features. Var-
ious algorithms have been proposed to extract different types of fea-
tures, including the mel-spectrogram, mel-frequency cepstral coeffi-
cients (MFCC) (Muda et al, 2010), spectral subband
centroid (SSC) (Thian et al, 2004), perceptual linear
predictive (PLP) (Hermansky, 1990), and the log mel-scale filter-
bank (Fbank) (Hinton et al., 2012). Among these features, the Fbank
feature has become popular when combined with the DNN-based SI
model (Pardede et al., 2019). In practical implementation, additional
signal processing operations, like data normalization, can be incorpo-
rated into the preprocessor. The widely-used open-source toolkit, Kaldi,
also includes frequency cutoff, signal preemphasis, remove_dc_offset,
edge snipping, and vocal tract length normalization while extracting
Fbank features.

SI model. DNN-based SI model has been widely employed in
the existing SI system. State-of-the-art (SOTA) SI models include X-
Vector (Snyder et al., 2018), D-TDNN (Yu and Li, 2020), and ECAPA-
TDNN (Desplanques et al., 2020), which mainly varies in model ar-
chitecture. The X-vector model utilizes a time-delayed neural net-
work (TDNN) with statistics pooling layers to extract speaker em-
bedding. D-TDNN integrates information across different layers of the
model by dense connections. ECAPA-TDNN further combines channel
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features across different layers of the model and applies channel atten-
tion in both frame and statistics pooling layers, which helps extract the
identity information into the speaker embedding.

Scoring module. Probabilistic linear discriminant
analysis (PLDA) (Prince and Elder, 2007) and cosine similarity are the
two widely used scoring methods. While PLDA is effective, it requires
additional training. In contrast, cosine similarity offers effectiveness
without additional training.

2.2. Identification task

The identification task of the SI system can be divided into two sub-
tasks: close-set identification (CSI) and open-set identification (OSI).
CSI identifies the speaker from a group of enrolled speakers without re-
jection. OSI deals with situations where an input utterance may belong
to an unknown speaker that is not enrolled. The SI system incorporates
a similarity threshold to reject an input whose similarity score falls
below this threshold. This paper focuses on the CSI task. To formally
define the problem, we denote an input utterance as u, and the enrolled
speaker group as G. The speakers in the enrolled group are numbered
by 1,2, ..., K. In the recognition phase, the SI system first extracts the
speaker embedding z = E(u) using the SI model, then computes a
similarity vector between z and the enrollment embeddings, denoted as
S(z) = [[S()]y, ..., [S(2)]k]. In the CSI task, the SI system identifies the
speaker of u according to the highest similarity score, which is defined
as follows:

D(u) = arg max[S(Ew))];.
ieG

2.3. Adbversarial example

The definition of adversarial example (Goodfellow et al., 2015)
is initially introduced in the image classification task. More specifi-
cally, an adversarial example is defined as an input that an attacker
maliciously perturbs to cause misclassifications. The adversarial per-
turbation, which is usually limited by a perturbation budget ¢ under a
certain distance metric ||-||, must be imperceptible to a human observer.
Similarly, the adversarial examples for the SI systems can be defined as:

{(u+8,k)|D() = k, D(u + 8) # k. ||8]| <€},

where 6 is the adversarial perturbation added to an input utterance u
of speaker k.

Classical white-box attack methods. Existing works have pro-
posed various white-box attack methods to generate adversarial exam-
ples on image tasks. Most of the classical white-box attack methods
can be directly adapted to attack the SI systems. Fast gradient sign
method (FGSM) (Goodfellow et al., 2015) performs a one-step move-
ment from the original input along the gradient direction that maxi-
mizes the classification loss £ (e.g., the cross-entropy loss function).
Projected gradient descent (PGD) (Madry et al., 2018) is an iterative
version of FGSM, exhibiting enhanced effectiveness compared to FGSM.
In the attack process, PGD iteratively accumulates the perturbation &
and projects the perturbation onto the e-ball in each step. To attack the
SI system, the attack step of PGD can be defined as:

5= (5t_1 + 11+ $ign(V, LD, k)l ey, ) , )
B(0.¢)
where 7 is the fixed step size, [] is the projection operator that maps the
perturbation onto the e-ball centered at the origin vector 0. PGD attack
provides a standard pipeline to conduct adversarial attacks in the iter-
ative optimization. By choosing different loss functions or optimization
methods, researchers have developed different attack methods (Croce
and Hein; Long et al., 2022a). Carlini and Wagner attack (C&W) (Carlini
and Wagner, 2017) generates an adversarial example by searching for
the minimal perturbation that changes the prediction of the classifier.
In the paper of C&W attack, several choices of loss functions are
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proposed for the targeted attack, among which the most effective loss
function is:

L(F(x),y) = —max{n’?;yX([H(X)]i) - [H®)], +¢c, 0}, @

where H is the pre-softmax layer of an image classifier F, x is an input
image, y is a target label, and c is the margin parameter (also called the
confidence parameter). Madry et al. (2018) point out that using the loss
function in Eq. (2), C&W attack can also be implemented effectively in
the form of iterative optimization.

Existing work (Chen et al., 2021) has adapted the C&W loss function
to attack the SI system. For the untargeted attack, the loss function is
defined as follows:

LOW-UT () —

- max([SCE@)); - max((SE@)],) +c. O} )

where k is the label of the speaker for utterance u. For the targeted
attack, the loss function is defined as follows:

LY, y) =

— max{max([SCE@)],) ~ [SEW), + . 0} “)
where y is the label of a target speaker.

Black-box transfer-based attack methods. In black-box transfer-
based attacks, adversarial examples are usually generated by conduct-
ing iterative optimization-based attacks on a local surrogate model. The
optimization process greedily moves the adversarial example toward
the gradient direction in each step. Consequently, the adversarial ex-
ample may drop into poor local maxima and overfit the local surrogate
model, leading to poor transferability. Existing attacks from the image
domain have tried several methods to enhance transferability. For
example, the momentum method (Polyak, 1964), proposed to prevent
an optimization process from getting trapped in local maxima, can
be adopted in the PGD attack (Dong et al., 2018) to enhance the
transferability of the adversarial example. He et al. (2023) later propose
a feature-momentum method to enhance transferability. The model
ensemble method, which leverages multiple local surrogate models (Liu
et al,, 2017; Zhang et al., 2020) or uses one model to emulate an
ensemble of models (Long et al.,, 2022b; Huang et al.,, 2023), can
alleviate the adversarial examples from overfitting to a single local
surrogate model and enhance the transferability. Furthermore, attacks
that craft a unified adversarial perturbation on multiple transformation-
augmented images (Xie et al., 2019; Zou et al., 2020; Dong et al., 2019)
also enhance the transferability. Among these transferability-enhancing
methods, the optimization-based and model ensemble methods can
be directly adapted to speech data. However, the data augmentation
transformations employed for images, such as rotation and translation,
cannot be directly adapted to speech data. Furthermore, existing works
only utilize a single utterance in the attack process, but in practical
situations, an attacker can usually collect multiple utterances of a
speaker.

3. Threat model

The threat model specifies the security conditions and defines the
situation considered by the attacker when designing the attack method.
To define our attack formally, we describe the threat model according
to the standards provided by Carlini et al. (2019).

3.1. Adversary goals

An attacker aims to craft a perturbation 6 for an utterance u from
speaker k, such that the SI system makes a wrong decision on the per-
turbed utterance u + 6. Depending on different specific goals, there are
two types of attacks: untargeted and targeted. In the case of untargeted
attack, the perturbed utterance should be identified as any other wrong
speaker. In the case of targeted attack, the perturbed utterance should
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Fig. 2. A general architecture of the transfer-based attack.

be identified as a specified target speaker y. The goals of these attacks
are defined as:

D(u+ 6) # k (Untargeted),
Du+6)=y (Targeted).

3.2. Adversary knowledge

In the common settings of transfer-based attacks, the attacker lacks
knowledge about the target model and cannot receive feedback from
the target model. They can only train surrogate models locally. Dif-
ferences in implementation details between the surrogate and target
models can greatly influence the effectiveness of the transfer-based
attack. Existing attacks (Dong et al., 2018, 2019; Zou et al., 2020;
Long et al., 2022b) primarily focus on the cross-model attack for image
tasks, where only the model architecture differs between the surrogate
and target models. However, in addition to the model architecture,
the implementation details of an SI system also include the training
dataset and feature extraction preprocessor. Furthermore, the attacker
may either obtain the exact utterances enrolled in the target SI system
or merely collect substitute enrolled utterances. In this paper, we first
study the classical cross-model attack and then study the situations
beyond the cross-model attack.

3.3. Adversarial capabilities

To conduct meaningful attacks, the attacker needs to limit the
perturbation budget. Otherwise, the perturbed utterances will be easily
distinguished, which is outside the scope of adversarial examples. In
order to measure the transferability reasonably, we conduct attacks
under the typical L., constraint.’

4. Methodology

Fig. 2 illustrates the standard pipeline of the transfer-based attack,
in which an attacker first conducts attacks on the local surrogate model
and then transfers the adversarial examples to the target model. The
attack method on the local surrogate model will greatly affect the
transferability.

Inspired by data augmentation and model ensemble methods, in this
section, we propose a novel transfer-based black-box attack method
called speaker-specific utterance ensemble based transfer
attack (SUETA). SUETA crafts adversarial perturbation on an ensemble
batch of utterances by utilizing the unique characteristic of speech data
that utterances from a specific speaker may vary in content and length
but share a consistent voiceprint. Furthermore, we also propose an
improved variant of SUETA, called SUETA+, by sharing gradients of
utterances at the speaker-embedding level.

3 As demonstrated in the conference version of this paper (Zuo et al.,
2022), the performance of attack under the L, constraint is consistent with
that of the attack under the L constraint. In this journal version, we omit
the experiments of the L, constraint and leave more space for studying the
transfer-based attacks with varying levels of adversary knowledge.
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In the following content of this section, we first introduce the three
key components of SUETA: speaker-specific utterance ensemble loss
function, momentum-based iterative optimization, and buffer-based
timely update strategy. Then, we introduce the two key components
of SUTEA+: chain-rule-based gradient sharing and buffer-based timely
update strategy for SUETA+.

4.1. Speaker-specific utterance ensemble loss function

To craft adversarial perturbation on an utterance from speaker k,
SUETA collects N, utterances to form an ensemble batch, denoted as
Uk = {u*!, ..., ukNk}. For each utterance u*’, we aggregate the similarity
scores of U* into an ensemble similarity vector by:

S, U" = a.S(E@W!)
LY sEw). ®

N, -1 .
k uki UK, ji

+ (-0

where «a is a hyper-parameter. Based on the ensemble similarity vector,
we introduce a novel loss function called speaker-specific utterance en-
semble loss function (£3VE). The untargeted version of £SUF is defined
as:

ESUE-UT(uki’ Uk)

= - max{[S@", U}, = max(( @, U9)])) + . 0) ©
J

where ¢ is the margin hyper-parameter. The untargeted version of

£SUE can be regarded as an utterance-ensemble extension of £CW-UT

in Eq. (3). But for the targeted attack, we do not directly adopt an

utterance-ensemble extension of £SWT in Eq. (4) that can be defined

as:

LECWT (k)
=- max{rr_l;&ax([S'(uki,Uk)]j) - [S@", UM, +¢, 0}. @
JFY
Instead, we propose the targeted version of £5UF as:
LSUET (ki 5k )
(8)

= —max{[S@", U], — [S@", UM, + ¢, 0}.

In LECWT the maximum operation, max;, ([S@*,U")])), introduces
dependence on all the output similarity scores of the local surrogate
model, increasing the risk of overfitting. Therefore, in £5UET, we di-
rectly compute [S(u*, U¥)], as an alternative. Formally speaking, £SUF
can be defined as:

[SUE _ {£SUE'UT (Untargeted),

(©)]
£SUET  (Targeted).

In addition to the utilization of U¥, another key component in the
£SUE is the margin factor ¢, which is also known as the confidence
parameter. It has been investigated in the existing work (Chen et al.,
2021) that increasing the margin factor in £W-UT and £WT can
enhance the transferability of adversarial examples when attacking the
ivector-PLDA models (Dehak et al., 2011). Therefore, we fix a non-
zero value of the margin factor in £5VE to construct a margin-based
loss function when attacking the DNN-based models. The margin-based
loss function encourages the adversarial example to stay away from the
decision boundary by a substantial distance, preventing the adversarial
example from overfitting to the local surrogate model.

4.2. Momentum-based iterative optimization

SUETA performs attacks on the ensemble batch U* with PGD-
based iterative optimization. Since the lengths of the utterances in U*
are different, combining them into a batch tensor is not feasible for
implementation. Therefore, the optimization process is divided into two
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Algorithm 1 SUETA

Input:
Local surrogate model S, utterance batch U* of speaker k;
perturbation budget e, number of iterations 7, step size #,
momentum factor f, ensemble factor a.

Output:
Adversarial perturbation vectors {8, ... ,61TV k3,

1: Initialize S by Eq. (12), (8}.....8,*} = {0.....0}, {g).....g)*} =
{0,...,0};

2: fort=1to T do

3: fori=1to N, do
4 Compute 5% by Eq. (13);
5: if Untargeted attack then
6: LSUE max(ii" - max#k{ij.“'} +ec, 0);
7 end if
8 if Targeted attack then
9: LSUE  _ max(S’zi - S;‘][ +c, 0);
10: end if
11: g—p-g_ + v, LSUE;
12: 8, « B(]}g)(é;71 + 1 - sign(g)));
13 Sk, < S(E@" + &));
14:  end for
15: end for

16: return {6;,...,6?“};

layers of loops: the outer loop iterates over total attack steps, and the
inner loop iterates over utterances in the ensemble batch. Instead of
directly performing the PGD step in Eq. (1), we incorporate momentum
into the optimization process following the work of Dong et al. (2018).
For the untargeted attack, SUETA crafts perturbation &/ for the ith
utterance u¥’ at the rth attack step as:

i i E-UT k
& =08+ Vul @ U iy s

8 =[] @, +n-sign(g.
B(0.,¢)

(10)

where g is the momentum vector. For the targeted attack, the attack
step is similar:

g; = ﬂ . g;_l =+ V"ESUE-T(H, Uka Y)|u=,,kf+5;'71 5

8= [] @, +n-signgh. an
B(0,¢)

4.3. Buffer-based timely update strategy

SUETA adopts a timely update strategy in the attack process. More
specifically, in each iteration of the inner loop, i.e., crafting the pertur-
bation &/ in Eq. (10) or Eq. (11), we calculate the £5E on the newly
perturbed utterances instead of on the original batch U*. However,
the process of recalculating £5UF in each iteration requires additional
computations, which involve feedforwarding the entire ensemble batch
to the SI model. To reduce the computational cost, SUETA employs a
memory buffer matrix §* € RK*Nt to store the similarity vectors for
each utterance. The buffer is initialized as*:

Sk = [S@, @), ..., S@Ney). 12)

4 In this paper, the one-dimensional vectors are regarded as column vectors
when performing matrix operations. In order to avoid notation conflicts, we
use []" instead of []” to represent the transpose of a matrix. The symbol T will
represent the total number of steps of the iterative attack.
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In the ith step of the inner loop, we update an ensemble similarity
vector 5 for each utterance u*’, defined as:

<ki _ ki si 1 k
s’—aS(E(u’+6;71))+(1—a)Nk_1 ;S:J. 13)
The loss functions £5VE is then computed by substituting S(u*’, U¥)
with 3% in Eq. (6) or Eq. (8). The memory buffer matrix is updated by
S* = S(E@" +8))) after obtaining & in each inner loop iteration. The
whole optimization process of SUETA is summarized in Algorithm 1.

4.4. Chain-rule-based gradient sharing

While SUETA leverages an ensemble batch of utterances, the gradi-
ents of the utterances are not fully utilized. For example, the gradient
of uk with respect to the £5UET can be factorized as:
dCSUE-T(uki’ Uk , y)

duki
= I([S@", UM, — [S@h, UH)], + ¢ > 0)
d([S@", UM, — [S@, b))
' duki
= I(S@", UM, — [S@h, UH)], + ¢ > 0)
< d([S(E@"))], — [S(E@))];) 14)
| a

duki
d([S(E@r )], — [S(E@r
. ]\ljk__al Z (LS (E( ))];uki[ (E( ))]y)>
J#i
= I(S@", US, - (S, UY], + ¢ > 0)
d(S(E@ )], - [SCE@)]y)
o duki
where I is the indicator function defined as:
I([S@", UM, - [S@ ', U], + ¢ > 0)
1A S@R, UM, - [S@H, U], + ¢ >0, as)
- {0 if [S@M, UR)], - [S@H, UM, + ¢ <0.

5

In contrast, consider a non-ensemble version of £5VET which can be
defined as:

ENE-SUE-T (uki ,y)

ki ki (16)
= - max{[S(E@" )], — [SE@)], +c, 0).

The gradient of u*’ with respect to the £NESUET can be factorized as:

dﬁNE-SUE-T(ukI, y)
ey
= I([S(E@" )], — [S(E@))], + ¢ > 0) a7
AUSE@), = [SEEH)])
duki :

The primary difference between Egs. (14) and (17) lies in the indicator

function. When the indicator function is activated, the actual value
d(ISE@)],~[SEW )],

of the gradient, T , is only correlated to the single
utterance u*’ for both the ensemble and non-ensemble loss functions.

To leverage the gradient information of the entire ensemble batch,
we introduce a technique called chain-rule-based gradient
sharing (CRGS) to share the gradients. While the lengths of utterances
vary, the speaker embeddings obtained from the SI model share a
uniform shape. Consequently, we can aggregate the gradients at the
speaker-embedding level and then propagate the aggregated gradient
to the utterance using the chain rule. Formally speaking, by denoting
the speaker embeddings of the ensemble batch as:

{24124 = E@),uM e UX, 28 e RM), (18)
we decompose the gradient for each utterance u*/ by:
d ESUE r

SUE .
% =z 17 T @) ()
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where J_x; (ut/) € RMXI@Y) is the Jacobian matrix:

[azf/  az azl
kj kj o~
du‘](‘ dui I(uk/)
dzzl dzzj dzzj
kiy — | 2a¥ [T kj
J ok (W) = | duy du, d"l(uk,‘) , (20)
dz’;; dz’;f, dzlfvjl.
kj kj J
| du] du2 du/(ukl') |

and I(u") is the length of utterance. By performing a matrix multiplica-
tion of Ju (k') and ¢ d =, the gradient information of the jth speaker
embedding can be conveyed to the ith utterance. Based on this idea,
SUETA+ aggregates the gradients of the ensemble batch with CRGS,
which is defined as:

CRGSu")

tr
_ |, deSUE Loy Zd£SUE]fV,J (k) @D
h dzki N -1+ dzki = ’

where y is a hyper-parameter.
4.5. Buffer-based timely update strategy for SUETA+

SUETA+ also adopts the timely update strategy in the optimization
process. In addition to the similarity buffer matrix S*, we employ
another memory buffer matrix, G* € RM*Nt, to store the speaker-
embedding-level gradients. G* is initialized as a zero matrix.

In practical implementation, the size® of the Jacobian matrix in
Eqg. (21) is often too large, making it infeasible to compute the CRGS
directly. Instead, we rearrange the computation order of the matrix
multiplication, i.e., we first aggregate the gradients at the speaker-
embedding level as:

ski_ d ﬁSUE -y ko
& =y . G
dzki N 1 ,;

Then, we perform a matrix multiplication of the aggregated gradi-
ents and the speaker embedding before computing the gradient on
utterance, which can be formulated as follows:
dl[g"]" - E@*)]

duki ’

(22)

CRGSW") = (23)

SUE
SUETA+ updates G" 5 o in each inner loop iteration. The whole
optimization process of SUETA+ is summarized in Algorithm 2.

5. Experiments
5.1. Evaluation setup

Feature extraction preprocessor. We evaluate transfer-based at-
tacks between SI systems with different Fbank-based feature extrac-
tion preprocessors. Specifically, we employ different preprocessors
based on two aspects: the utilization of the Kaldi-style signal process-
ing operations (Kaldi-style SPO) and the scale of data normalization.
The Kaldi-style SPO involves frequency cutoff, signal preemphasis,
remove_dc_offset, edge snipping, and vocal tract length normalization.
We use the kaldi.fbank, integrated in the torchaudio package, to imple-
ment the Fbank-based feature extraction preprocessor with Kaldi-style
SPO. For the scale of data normalization, we investigate the impact
of normalizing the waveform data value to 1 or 32768. For all of the
different preprocessors, the waveform data is transformed to obtain an
80-dimensional Fbank feature using a 25 ms window with a 10 ms
overlap.

5 The length of the waveform obtained by a 5-second sentence at a sampling
rate of 16 kHz is 80,000
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Algorithm 2 SUETA+

Input:
Local surrogate model .S, utterance batch U¥ of speaker k;
perturbation size e, number of iterations T, step size #, momentum
factor g, ensemble factor «, y.

Output:
Adversarial perturbation vectors {8k, ..., EITV k1,

1: Initialize S¥ by Eq. (12), {5(1),.“,6?} ={0,....0}, {g}, ...
{0,...,0}, G* = {0,...,0};

2: fort=1to T do

N,
8" =

3: fori=1to N, do
4 Compute 5% by Eq. (13);
5 if Untargeted attack then
6: L£SUE —max(i’;’ - max#k{ij?'} +c, 0);
7 end if
8 if Targeted attack then
o L8UF « —max(3 - 34 +¢, 0);
10: end if s
. k dc
11: G:J. -
12: Compute g by Eq. (22);
13: Compute CRGSu*' + &/_,) by Eq. (23);
14: g —pB-g_ +CRGSW +8_));
15: 8« Bg[ (8,_, +n - sign(g));
16: Sk e S(E@WM + 8)));
17 end for
18: end for
19: return {8l,...,8 ¢ );
Table 1
Notation of different model architectures.
D A B ¢ D E

Model architecture X-Vector X-Vector-CAM D-TDNN D-TDNN-CAM ECAPA-TDNN

Table 2
Notation of combinations of different training datasets and feature extraction
Ppreprocessors.

ID 1 2 3 4

Training dataset Librispeech Librispeech Librispeech VoxCeleb2

Kaldi-style SPO v v X v

Normalization scale 32768 1 1 32768
Model architecture. We employ three SOTA models:

X-Vector (Snyder et al., 2018), D-TDNN (Yu and Li, 2020), and ECAPA-
TDNN (Desplanques et al., 2020). We also design X-Vector-CAM and
Dense-TDNN-CAM models by adding a CAM layer (Yu et al., 2021) to
the original models. These models are trained using the AAM-Softmax
loss function (Yu et al., 2019).

Scoring module. We employ the cosine similarity to evaluate the
similarity between speaker embeddings, aligning with the implemen-
tation of the SOTA models (Snyder et al., 2018; Yu and Li, 2020;
Desplanques et al., 2020).

Dataset.® We employ three widely used datasets: TIMIT (Garofolo,
1993), LibriSpeech (Panayotov et al., 2015), and VoxCeleb (Nagrani
et al., 2020). TIMIT comprises 630 speakers and 6300 utterances. We
partition the speakers into training, validation, and test sets using a

6 Please note that in the conference version of this paper (Zuo et al.,
2022), the experiments are only conducted on the TIMIT dataset under the
cross-model attack. To improve the convincingness of the experimental results,
the major experiments are conducted on the larger datasets LibriSpeech and
VoxCeleb2 in this journal version. In Section 5.4.3, we also show a summarized
version of the original experimental results on the TIMIT dataset.
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Table 3
ASR of the cross-model attack.
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Target model

Surrogate model  Attack Goal Avg
Al Bl Cl D1 El
Naive-PGD * 19.25 1225 13.88  7.63 13.25
Al Margin-PGD * 95.18 78.33 84.80 7897  84.32
SUETA * 94.84 78.88 84.96 82.09 85.19
SUETA+ 96.13 91.34 92.42 90.08 92.49
Naive-PGD 17.63  11.00  * 12.00 7.25 11.97
a1 Margin-PGD  Untargeted  74.50 86.01 * 86.68 74.84 80.51
SUETA 77.75 88.75 87.58 78.67 83.19
SUETA+ 88.88 9371 * 93.96 90.50 91.76
Naive-PGD 26.50 23.00 21.13 22.38 * 23.25
- Margin-PGD 86.31 91.72  88.48  90.02 89.13
SUETA 89.75 93.67 89.88 91.42 * 91.18
SUETA+ 92.09 94.88 93.04 93.21 * 93.30
Naive-PGD * 6.00 2.63 3.88 2.38 3.72
Al Margin-PGD * 65.67 3822 5219 4379  49.97
SUETA * 70.63 40.46 53.13 48.42  53.16
SUETA+ * 69.00 41.50 55.83 47.71 53.51
Naive-PGD 4.63 3.63 * 3.75 2.75 3.69
a Margin-PGD  Targeted 37.88 50.81 * 53.29 43.78  46.44
SUETA 37.25 4871 * 50.96  42.63  44.89
SUETA+ 41.17 5213 * 55.00 45.42 48.43
Naive-PGD 8.88 10.50 8.63 9.63 9.41
- Margin-PGD 54.47 70.48 5585  67.77 62.14
SUETA 53.83 73.59 55.34 68.83 * 62.90
SUETA+ 56.75 72.08 57.92 69.29 * 64.01

ratio of 8:1:1. For the LibriSpeech dataset, we select the “train-clean-
100” subset and divide it into Spkys;-train, Spkas;-test, Spk;,-enroll,
and Spk; y-test, following the procedure outlined by Chen et al. (2021).
Spkys; -train and Spks; -test are used to train and validate the backbone
SI models. These two subsets share a common pool of speakers, consist-
ing of 126 males and 125 females, with utterance counts in a ratio of
9:1. Spk;(-test and Spk;y-enroll, which include the same speakers (five
males and five females) but distinct voices, are used for evaluating the
CSI task. The VoxCeleb dataset consists of two subsets: VoxCelebl and
VoxCeleb2. We use the development set of VoxCeleb2 to train the SI
models.

Hyper-parameters of the attack. We set ¢ = 0.002 and step size
n = ¢/4 under L, constraint, following the settings in Chen et al.
(2021, 2022). The number of attack iterations is set to 7= 10. When
attacking commercial APIs and the voice assistant in Sections 5.8 and
5.9, we set ¢ = 0.02, step size n = ¢/4 under L, constraint, and the
number of attack iterations 7 = 300 to conduct stronger attacks. For
the targeted attack, we select a random target y for each utterance.
The hyper-parameters, a, y, ensemble number, and g, are determined
through a random search conducted on the validation set.

We train a collection of 20 SI models, each characterized by a
different combination of the feature extraction preprocessor, model
architecture, and training dataset. These models are denoted by a
combination of the model architecture ID and the dataset&preprocessor
ID, as illustrated in Tables 1 and 2. These models are sequentially
labeled from Al to E4 (Al, A2, A3, A4, ..., E1, E2, E3, E4).

5.2. Evaluation metrics and baselines

We adopt ASR as the evaluation metric, which is defined as the
proportion of successful attack samples to the total number of attack
samples. To calculate the ASR, we iteratively sample all the utterances
in the test set and perturb each utterance to generate the adversarial
examples.

We compare SUETA and SUETA+ with the baseline method PGD,
which uses £W-UT and £WT as the loss functions. Specifically, we
denote the PGD attack with a margin factor of ¢ = 0 and a momentum
factor of § = 0 as the Naive-PGD. We denote the PGD attack with
a margin factor of ¢ = 1 and a momentum factor of § = 1 as the
Margin-PGD.

5.3. Experimental design

We first conduct controlled variable experiments on the differences
between the surrogate and target models, according to the feature
extraction preprocessor, model architecture, and the training dataset.
In Section 5.4, we evaluate the classical cross-model situation, which
has been studied in numerous existing work (Dong et al., 2018, 2019;
Zou et al., 2020; Long et al., 2022b; Kreuk et al., 2018; Li et al.,
2020c; Chen et al., 2021). Furthermore, to understand the effect of each
component of our method, we conduct ablation study on the loss func-
tion (Section 5.4.1), margin factor (Sections 5.4.2 and 5.4.4), momen-
tum factor (Sections 5.4.3 and 5.4.4), ensemble number (Section 5.4.5),
and substitute enrolled utterances (Section 5.4.6) in the cross-model
situation. Then, we stretch the experiments to the cross-dataset and
cross-preprocessor situations in Sections 5.5 and 5.6.

To evaluate the attacks across diverse technology in practical sit-
uations, we conduct attacks with speech compression codecs in Sec-
tion 5.7 under the cross-model situation. Then, in Section 5.8, we attack
the SI systems of commercial APIs by feeding adversarial audio files
to the exposed APIs. In Section 5.9, we attack the SI system of voice
assistant Tmall Genie by playing the adversarial audio over the air.

5.4. Evaluation of the classical cross-model attack

In this part of the experiment, we evaluate the classical cross-model
attack, where the training dataset and feature extraction preprocessor
are consistent for the local surrogate and the target SI models. In
addition, we assume that the attacker has access to the exact enrolled
utterances in the target SI system, similar to the situation of cross-
model attacks on image tasks (Dong et al.,, 2018, 2019; Zou et al.,
2020; Long et al., 2022b) where only the model architectures are
different. We attack three local surrogate models, Al, C1, and EI,
and transfer the adversarial examples to the target models, Al, B1,
C1, D1, and E1. The experimental results are presented in Table 3. In
most cases, SUETA achieves a higher average ASR on each surrogate
model compared to the Naive-PGD and Margin-PGD. SUETA+ further
improves the performance of SUTEA and achieves the highest average
ASR on each surrogate model in all the cases. Particularly in the
case of the untargeted attack, SUETA+ demonstrates the highest ASR
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Fig. 3. ASR with varying margin. The momentum factor is fixed as # =0 and the ASR is averaged on different target models.

Table 5
ASR of attacks on TIMIT dataset.

Table 4
ASR of targeted attack for different loss functions.
Loss function Optimization process ASR
£OWT Naive-PGD 3.45
Margin-PGD 37.44
£ NESUET Naive-PGD 0.10
Margin-PGD 37.85
LECW-T SUETA 35.57
SUETA+ 21.55
SuET SUETA 47.62
SUETA+ 48.30

across all target models. Notably, in the transfer attack from C1 to E1,
SUETA+ increases the ASR by 82% compared to Naive-PGD and by 15%
compared to Margin-PGD.

5.4.1. The effect of the loss functions for the targeted attack

We evaluate different loss functions for the targeted attack. We
compare £5UET in Eq. (8), the ensemble version of C&W loss £ECW-T in
Eq. (7), C&W loss function £WT in Eq. (4), and the non-ensemble loss
function £NESUET in Eq. (16). For the ensemble-based loss functions,
£SUET and £E-CW-T  the attacks are conducted based on the optimization
process of the ensemble-based attack, SUETA and SUETA+. For the non-
ensemble loss functions, £LEW-T and £NESUET the attacks are conducted
based on the optimization process of the non-ensemble attacks, Naive-
PGD and Margin-PGD. We evaluate attacks across three models: Al,
C1, and E1. Table 4 shows the results which are averaged on differ-
ent surrogate and target models. £LNESUET achieves comparable ASR
to £LWT for the non-ensemble attacks, £SUET achieves significantly
higher ASR compared to £FCWT for the ensemble-based attack. Fur-
thermore, the combination of £5UET and the optimization process of
SUETA+ achieves the highest ASR.

5.4.2. The effect of the margin factor

We fix the momentum factor in the loss function of PGD, SUETA,
and SUETA+ as f = 0. Attacks are conducted across three models: A1,
C1, and E1. Fig. 3 shows the ASR curve in relation to the margin factor
c. When the value of the margin factor is near 0, SUETA and SUETA+
demonstrate notably higher ASR compared to PGD in the case of the
targeted attack, and SUETA+ demonstrates notably higher ASR com-
pared to PGD and SUETA in the case of the untargeted attack. As the
margin increases, the ASR curves of the three attacks simultaneously
rise until they become flat near ¢ = 1. With a larger margin, SUETA+
surpasses PGD and SUETA in the case of the untargeted attack while
exhibiting comparable performance in the case of the targeted attack.
The results indicate that increasing the margin factor significantly
enhances the transferability of adversarial examples. Besides, SUETA+
outperforms PGD and SUETA in the case of the untargeted attack
regardless of the margin factor.

Target model

Attack Momentum Goal Avg
Al c1 El
PGD 0 21.43  33.02 19.68 2471
1 36.83  50.96 4254  43.44
0 31.75 4857 3429 3820
PGD-ME 1 Untargeted ~ 45.56  56.19 4952  50.42
0 36.19  46.03 3429  38.84
SUETA 1 43.18 5159 4127  45.35
0 4429 5222 454 47.30
SUETA-ME ) 49.68 56.67 52.22  52.86
0 0.37 3.57 1.48 1.81
PGD 1 7.33 3.4 2.88 4.54
0 6.03 476 3.17 4.65
PGD-ME 1 Targeted 7.62 4.6 4.44 5.55
0 6.8 5.54 3.61 5.32
SUETA 1 9.99 5.26 4.66 6.64
0 9.21 5.08 5.24 6.51
SUETAME 10.32 571 5.4 7.14

5.4.3. The effect of the momentum factor

The momentum factor can also enhance the transferability of adver-
sarial examples, which has been shown in the image tasks (Dong et al.,
2018). We fix the margin factor as ¢ = 0 in the loss functions of PGD,
SUETA, and SUETA+. Attacks are conducted across three models: Al,
C1, and E1. Fig. 4 presents the ASR curve in relation to the momentum
factor f. In the case of the untargeted attack, the ASR curves of the
three attacks rise steeply before reaching f = 0.1. In contrast, in the
case of the targeted attack, the growth of ASR is smaller, and the
curve exhibits more oscillations. However, when using E1 as the local
surrogate model, the highest ASR of SUETA and SUETA+ is obtained
at f = 0. The results indicate that momentum can also help enhance
the transferability of adversarial examples in most cases, but a larger
momentum factor does not always guarantee a higher ASR. Besides,
SUETA and SUETA+ outperform PGD in the case of the targeted attack
regardless of the momentum value.

Table 5 presents the summarized results of attacks on the TIMIT
dataset, which are conducted in the conference version of this pa-
per (Zuo et al., 2022). These existing experiments are conducted under
the setting of ¢ = 0 and e¢ = 0.001, and the ASR is averaged on different
local surrogate models. Additionally, we combine the attacks with the
model ensemble method (Zuo et al., 2022), which are denoted with a
suffix of ‘-ME’ in the table.

The results indicate that momentum significantly improves the ASR
for all the attacks, and the ASR of SUETA and SUETA-ME is higher than
that of the PGD.

5.4.4. The collaborative effect of margin and momentum factors
Fig. 5 further shows the ASR heatmap of the attacks, where heat
intensity corresponds to ASR values, the x-axis corresponds to the
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momentum factor, and the y-axis corresponds to the margin factor.
Optimal results are achieved when the margin is set to 1, and the
momentum factor is set to near 0.8. The findings indicate that the effect
of margin and momentum do not entirely overlap. The combination of
both momentum and margin can lead to higher ASR.

5.4.5. The effect of ensemble number

In practical scenarios, the attacker usually cannot ensure collecting
a fixed number of utterances for each target speaker. Consequently, it is
essential to evaluate the effect of the ensemble number, which refers to
the size of the ensemble batch. We conduct attacks across three models,
Al, C1, and E1 over three rounds. In each round, we randomly divided
the utterances into different ensemble batches. Fig. 6 presents the ASR
curve in relation to the ensemble number. The ASR curve oscillates as
the ensemble number increases, indicating that the effectiveness of the
attack is not strongly associated with the ensemble number with a value
larger than one.

5.4.6. Attack with substitute enrolled utterances

In a practical scenario, an attacker might not have access to the
exact enrolled utterances the target system retains. To examine transfer-
based attacks under this situation, we assume that the attacker can

only gather substitute enrolled utterances instead of the precise ones
for the target system. We use 10% of the Spk;,-test as the substitue
enrolled utterances and perform attacks on the remaining data. The
experimental results are presented in Table 6. The ASR of all attacks is
similar to the results in Table 3, aligning with the conclusions attacking
with the exact enrolled utterances. The findings indicate that even if
the attacker lacks knowledge about the exact enrolled utterances of
the target SI systems, the utilization of substitute utterances remains
effective.

5.5. Evaluation of the cross-dataset attack

In this part of the experiment, we maintain consistency in the model
architecture and feature extraction preprocessor between the surrogate
and target models, with the only variation being in the training dataset.
We conduct attacks on three models trained on the LibriSpeech dataset:
Al, C1, and E1, and three models trained on the larger VoxCeleb2
dataset: A4, C4, and E4. The results are presented in Table 7, where the
notation M1-M2 refers to the transfer from the local surrogate model
M1 to the target model M2. Although the ASR of the cross-dataset
attacks is significantly lower than that of the cross-model attacks,
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Table 6

ASR of the cross-model attack with substitute enrolled utterances.

Target model

Surrogate model  Attack Goal Avg
Al Bl Cl D1 E1l
Naive-PGD * 12.29  9.57 8.00 5.14 8.75
Al Margin-PGD * 90.43 71.14 77.14 69.57 77.07
SUETA 93.57 7471 8043 76.00 81.18
SUETA+ * 96.14 90.43 91.43 89.57 91.89
Naive-PGD 13.57 6.43 * 6.71 5.14 7.96
a Margin-PGD  Untargeted 66.57  79.71  * 76.57 6271  71.39
SUETA 71.14 84.00 * 7829  68.57  75.50
SUETA+ 81.71 89.43 * 89.57 83.14 85.96
Naive-PGD 17.71 1457 1271 1229 * 14.32
- Margin-PGD 81.29 86.43 7829 8371 * 82.43
SUETA 85.57 89.71 81.43 87.57 * 86.07
SUETA+ 89.43 91.43 88.29 90.57 * 89.93
Naive-PGD * 4.71 1.43 2.29 0.71 2.29
Al Margin-PGD * 57.71 27.14 43.14 32.71 40.18
SUETA 62.14 32.86 47.71 40.14 4571
SUETA+ * 62.57 32.86 49.14 38.00 45.64
Naive-PGD 4.14 2.14 * 2.71 2.29 2.82
a Margin-PGD  Targeted 32.86 43.00 * 4486  34.00 38.68
SUETA 33.29 4200 * 4571 35.71 39.18
SUETA+ 35.43 45.29 * 46.86 35.71 40.82
Naive-PGD 6.00 5.29 4.57 5.14 * 5.25
1 Margin-PGD 51.00 63.57 46.71 59.43 * 55.18
SUETA 48.86 68.57 50.00 64.43 * 57.96
SUETA+ 52.57 66.43 5229 6243 * 58.43
Table 7
ASR of the cross-dataset attack.
Attack Goal Al-A4 A4-A1 Cl-C4 C4-Cl1 EI1-E4 E4-E1 Avg
Naive-PGD 0.00 5.41 0.00 3.25 0.00 0.75 1.57
Margin-PGD Untargeted 0.23 17.62 0.15 20.79 0.12 12.23 852
SUETA 8 0.38 16.45 0.30 19.54 0.25 12.08 8.17
SUETA+ 0.59 18.46 0.34 19.95 1.09 12.67 8.85
Naive-PGD 0.00 0.88 0.00 0.63 0.00 0.13 0.27
Margin-PGD 0.08 2.83 0.08 2.84 0.08 2.39 1.38
Targeted
SUETA 0.00 217 0.00 2.67 0.09 2.50 1.24
SUETA+ 0.00 3.04 0.00 3.25 0.17 3.17 1.61

SUETA+ achieves the highest ASR in most cases. Higher ASR can be
observed when transferring the adversarial examples from surrogate
models A4, C4, and E4, which are trained on the larger dataset. The
experimental results also highlight the challenges of transfer-based
attacks in the cross-dataset situation.

5.6. Evaluation of the cross-preprocessor attack

In this part of the experiment, we maintain consistency in the model
architecture and training dataset between the surrogate and target
models, with the only variation being in the feature extraction pre-
processor. Attacks are conducted across three models: Al, A2, and A3.

10

The experimental results are presented in Table 8. SUETA and SUETA+
outperform Naive-PGD and Margin-PGD on the average ASR for each
surrogate model, and SUETA+ achieves the highest average ASR in
most cases. Notice when the difference in the preprocessors of surrogate
and target models is only in the normalization scale (e.g., A1-A2 and
A2-Al), the ASR of the SUETA+ is higher than 95% for untargeted
attack and higher than 60% for targeted attack. However, when the
utilization of Kaldi-style SPO is different in the preprocessors (e.g., A1-
A3, A2-A3, A3-Al, and A3-A2), a significant decline appears in the
ASR. The experimental results also highlight the challenges of transfer-
based attacks in the cross-preprocessor situation, especially for the
difference in the utilization of Kaldi-style SPO.
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Table 8
ASR of the cross-preprocessor attack.
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Target model

Surrogate model Attack Goal Avg
Al A2 A3
Naive-PGD 21.25 2.00 11.63
Al Margin-PGD * 92.54 6.55 49.55
SUETA * 93.96 7.04 50.50
SUETA+ 95.71 9.46 52.58
Naive-PGD 22.75 * 1.13 11.94
A2 Margin-PGD Untargeted 90.22 4.52 47.37
SUETA 92.84 * 4.42 48.63
SUETA+ 96.54 * 7.58 52.06
Naive-PGD 3.75 3.48 * 3.62
A3 Margin-PGD 23.38 21.53 * 22.45
SUETA 23.59 22.38 * 22.98
SUETA+ 29.92 30.88 * 30.40
Naive-PGD 6.88 0.25 3.57
Al Margin-PGD * 56.98 1.36 29.17
SUETA * 60.21 1.13 30.67
SUETA+ 60.88 1.21 31.04
Naive-PGD 6.13 * 0.38 3.26
A2 Margin-PGD Targeted 59.48 * 0.98 30.23
SUETA 61.00 * 0.92 30.96
SUETA+ 60.50 * 1.25 30.88
Naive-PGD 0.50 0.63 * 0.57
A3 Margin-PGD 4.94 4.56 * 4.75
SUETA 4.79 5.33 * 5.06
SUETA+ 5.50 5.50 * 5.50
Table 9
ASR of the cross-model attack with speech compression codecs.
Codec
Attack 1 A
ttac Goa None GJ7lla G7llal6k G.71lu G71lul6k G726 G.726-16k GSM MP3 AAC '8
Naive-PGD 23.25 45.75 20.38 45.97 21.00 45.75 20.38 49.06 46.47 19.81 33.78
Margin-PGD Untargeted 89.13 71.59 83.09 71.56 82.94 71.59 83.09 67.47 73.53 84.47 77.85
SUETA 8 91.18 7291 84.72 73.28 84.34 7291 84.72 68.34 74.38 87.66 79.44
SUETA+ 93.30 77.09 90.47 77.22 90.22 77.09 90.47 69.53 79.88 92.16 83.74
Naive-PGD 9.41 7.91 6.07 8.38 6.31 7.91 6.06 7.66 10.47 5.69 7.59
Margin-PGD Tareeted 62.14 16.84 50.59 16.41 50.77 16.84 50.59 13.61 19.04 53.63 35.05
SUETA 8 62.90 16.44 47.22 16.31 46.75 16.44 47.22 12.34 18.41 53.13 33.71
SUETA+ 64.01 17.56 53.75 17.63 53.75 17.56 53.75 12.78 19.22 55.25 36.53

5.7. Attack with speech compression codecs

Speech compression codecs are used to reduce the size of audio
files transmitted over the telephone or the Internet. In this part of
the experiment, we evaluate the attack performance of adversarially
perturbed utterances that are processed through an encode-decode
speech compression codec, including G.711a, G.711u, G.726, GSM,
MP3, and AAC. The G.711a, G.711u, G.726, and GSM codecs are com-
monly employed in telephony transformation or Voice over Internet
Protocol (VoIP). These codecs compress the utterances with a sample
rate of 8 kHz and a bit depth of 8 bits. Besides, we also compress
the utterances by employing algorithms of G.711a, G.711u, and G.726
with a sample rate of 16 kHz and a bit depth of 8 bits, designated as
G.711a-16k, G.711u-16k, and G.726k-16k respectively. MP3 and AAC
codecs are commonly used on mobile devices and streaming services.
We employ MP3 and AAC with a sample rate of 16 kHz and a bit depth
of 16 bits, which is the same as the uncompressed utterance.

We conduct attacks with substitute enrolled utterances and employ
E1 as the surrogate model to craft transferable adversarial examples as
it is the most effective surrogate model according to results in Table 6.
The adversarial examples are encoded and decoded with speech com-
pression codecs before being sent to the target models, Al, B1, C1, and
D1. The experimental results are shown in Table 9, where the ASR for
each codec is averaged on different target models. The codecs reduce
the ASR for all the attacks, especially for G.711a, G.711u, G.726u, and
GSM which compress the sample rate and bit depth into 8 kHz and
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8 bits. Nevertheless, SUETA+ still achieves the highest ASR in almost
all cases, demonstrating a notable improvement in ASR particularly in
untargeted attacks.

5.8. Attack commercial APIs

We attack two commercial SI systems that can be accessed by
APIs: iFlytek” and TalentedSoft.® The feature extraction preprocessors,
model architecture, and training datasets of commercial SI systems are
completely unknown. We use E1 with substitute enrolled utterances as
the local surrogate model and craft transferable adversarial examples.
The ASR is shown in Table 10. SUETA and SUETA+ achieve higher
ASR in the untargeted attack compared to the baselines. In particular,
SUETA+ significantly improves the average ASR by 39.08%, 24.09%,
and 18.18% compared to Naive-PGD, Margin-PGD, and SUETA, re-
spectively. For the targeted attack, the attack performance of different
attacks becomes closer while Margin-PGD achieves the highest ASR.

5.9. Attack voice assistant

In this part of the experiment, we stretch the attacks from digital
lines to the over-the-air situation. We attack the voice assistant Tmall

7 https://www.iflytek.com/en/index.html
8 http://www.talentedsoft.com/en/
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Table 10
ASR of attacks against commercial APIs.
APIs

Attack Goal iFlytek TalentedSoft Avg
Naive-PGD 10.39 7.72 9.06
Margin-PGD Untargeted 24.37 23.72 24.05
SUETA & 26.05 32.81 29.43
SUETA+ 42.42 53.86 48.14
Naive-PGD 0.86 0.00 0.43
Margin-PGD Tareeted 5.14 5.47 5.31
SUETA 8 4.62 4.52 4.57
SUETA+ 5.09 4.43 4.76

Genie,” which supports the speaker identification task. The identi-
fication mechanism of the voice assistant relies on text-dependent
utterances, i.e., we have to ask the Tmall Genie with “TMall Genie, who
am I” (in Chinese). Therefore, we engage six volunteers, comprising
four males and two females, to utter the specific phrases. We ask volun-
teers to utter “TMall Genie” three times to register on the Tmall Genie
and another three times to obtain the substitute enrolled utterances. We
ask volunteers to utter “TMall Genie, who am I?” 10 times per speaker
to construct the test set. To construct the ensemble utterance batch for
SUETA and SUETA+, we also ask the volunteers to utter 10 different
phrases (in Chinese) listed as follows:

» Tmall Genie, play a cheerful song

Tmall Genie, tell me today’s weather forecast

Tmall Genie, turn on the living room light

Tmall Genie, lower the air conditioning temperature to 22 degrees
Tmall Genie, check the high-speed train schedule from Beijing to
Shanghai

Tmall Genie, remind me of the meeting tomorrow morning
Tmall Genie, play the latest news summary

Tmall Genie, tell me a bedtime story

Tmall Genie, check my schedule

Tmall Genie, help me order a bottle of mineral water

We generate adversarial examples on a Resnet34 model (Wang et al.,
2023) pretrained on the Chinese language dataset CNCeleb (Li et al.,
2022) since the Tmall Genie only supports the Chinese language. We
play the adversarially perturbed utterance by Apple iPhone 15pro
smartphone to attack the Tmall Genie Cube Sugar 3 Smart Speaker
in a meeting room. The distance between the devices is set to 0.5
m. The experiments are repeated for three rounds. In each round, we
regenerate adversarial examples for each utterance in the test set with
a different random seed.

For the TMall Genie, the responses to “TMall Genie, who am I” are
categorized into three types:

» Identified with high confidence, e.g., “Hello, Sam, happy to serve
you”.

+ Identified with medium confidence, e.g., “I think you are Sam,
am [ right?”

+ Not identified, e.g., “I do not know your name”.

A successful untargeted attack occurs when the perturbed utterance is
identified as a wrong speaker with high or medium confidence or the
perturbed utterance is not identified. Conversely, a successful targeted
attack occurs when the perturbed utterance is identified as the target
speaker with high or medium confidence.

The results are presented in Table 11, where the ASR-ut refers to
the ASR of the untargeted attack, and ASR-t refers to the ASR of the
targeted attack. Attacking the voice assistant over the air is the most

9 https://thearf-org-unified-admin.s3.amazonaws.com/MSI/2021,/04/MSI_
Report_21-114.pdf
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Table 11

ASR of attacks against voice assistant Tmall Genie.
Attack ASR-ut ASR-t
Naive-PGD 11.67 1.11
Margin-PGD 23.89 5.56
SUETA 21.11 6.11
SUETA+ 27.78 7.22

challenging situation studied in this paper, where the ASR of all attacks
further declines compared to attacks on commercial APIs. Nevertheless,
SUETA+ still outperforms the baselines. Especially, the improvement
in the untargeted attack is more significant compared to the targeted
attacks. Besides, we also identified two limitations when conducting the
over-the-air attack:

» The difficulty of targeting different speakers varies, and successful
attacks are concentrated on a few specific target speakers.

» Inter-gender attacks are more difficult compared to intra-gender
attacks. Successful attacks only exist in cases where the gender of
the target speaker is the same as the original speaker of utterance.

These limitations present challenges for attacking SI systems in the
more complicated over-the-air situation compared to the digital line
situation.

6. Discussion

The experimental findings also inspire possible directions for future
research:

» The controlled variable experiments demonstrate that variations
in the training dataset, feature extraction preprocessor, and speech
compression codecs exert a more notable influence on the trans-
ferability of adversarial attacks than the model architecture. From
the attacker’s view, reducing the gap induced by training datasets,
feature extraction preprocessors, and speech compression codecs
could lead to stronger attacks, e.g., ensemble attacks over these
different aspects. From the defender’s view, increasing the dif-
ference between the SI system and potential surrogate models in
these aspects could possibly lead to a more robust system.

The method designed for the digital-line attacks has limited per-
formance in the over-the-air situation. The transition process of
audio signals suffers from information degradation and interfer-
ence with environmental noise. These phenomena have to be
considered when designing attacks in the over-the-air situation.

7. Conclusion

In this paper, we propose a novel transfer-based black-box attack
method called SUETA. To the best of our knowledge, SUETA is the
first transfer-based black-box attack method that utilizes multiple ut-
terances instead of a single one. In SUETA, a speaker-specific utterance
ensemble loss function is proposed, which enhances the transferability
of adversarial examples compared with speaker-unrelated baselines.
An improved variant of SUETA, called SUETA+, is further proposed
by sharing gradients of utterances at the speaker-embedding level.
Empirical results show that both SUETA and SUETA+ effectively im-
prove the attack success rate (ASR) compared to the PGD attacks
under the classical cross-model situation. SUETA+ also outperforms the
baselines in cross-dataset and cross-preprocessor situations, although
the ASR for all transfer-based attacks decreases compared to that in
the cross-model situation. Moreover, SUETA+ can significantly improve
the ASR against commercial APIs (iFlytek and TalentedSoft) and the
voice assistant (Tmall Genie) for the untargeted attack compared to the
baselines.
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