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Purpose — Three objectives

m Provide guidance to manufacturers

To provide a standard to manufacturers as to what security
features to build into their new and planned, commercial
products in order to provide widely available systems that
satisfy trust requirements (with particular emphasis on
preventing the disclosure of data) for sensitive applications.

m Evaluate the degree of trust

To provide DoD components with a metric with which to
evaluate the degree of trust that can be placed in computer
systems for the secure processing

m Provide a basis for specifying security requirements
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m Classify systems into four broad herarchical divisions of
enhanced security protection,

D
C,.C,,

B,, B,, B,
Al

m They provide a basis for the evaluation of effectiveness
of security controls built into automatic data processing
system products.
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Fundamental Computer Security Requirements

m Policy
m Accountability
m Assurance

m Documentation
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Security Policy

m There must be an explicit and well-defined security policy enforced
by the system.

m  Security Policy
Discretionary Access Control
Object Reuse
Labels
m Label Integrity
m Exportation of Labeled Information
Exportation to Multilevel Devices
Exportation to Single-Level Devices
Labeling Human-Readable Output
m Subject Sensitivity Labels
m Device Labels
Mandatory Access Control
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Accountability — IDENTIFICATION

m Individual subjects must be identified.

Each access to information must be mediated based on who
IS accessing the information and what classes of information

they are authorized to deal with.

This identification and authorization information must be
securely maintained by the computer system and be
associated with every active element that performs some
security-relevant action in the system.
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Accountability — Audit

m Audit information must be selectively kept and
protected so that actions affecting security can be
traced to the responsible party.

m A trusted system must be able to record the
occurrences of security-relevant events in an audit log.

m The capability to select the audit events to be
recorded is necessary to minimize the expense of
auditing and to allow efficient analysis.

m Audit data must be protected from modification and
unauthorized destruction to permit detection and
after-the-fact investigations of security violations.

2010-12-27 B R T LA L 10/ 137




m Accountability
|dentification and Au2.thentication
s Trusted Path
Audit




ASSURANCE

m In order to assure that the four requirements are enforced by a
computer system, there must be some identified and unified
collection of hardware and software controls that perform those
functions.

m The basis for trusting such system mechanisms in their operational
setting must be clearly documented such that it is possible to
iIndependently examine the evidence to evaluate their sufficiency.
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CONTINUOUS PROTECTION

m The trusted mechanisms must be continuously protected
against tampering and/or unauthorized changes.

m Life-cycle assurance refers to steps taken by an
organization to ensure that the system is designed,
developed, and maintained using formalized and rigorous
controls and standards.

m Operational assurance focuses on features and system
architecture used to ensure that the security policy is
uncircumventably enforced during system operation.
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m Assurance

Operational Assurance
m System Architecture
m System Integrity
m Covert Channel Analysis
s Trusted Facility Management
m Trusted Recovery

Life-Cycle Assurance
m Security Testing
m Design Specification and Verification
m Configuration Management
= Trusted Distribution




m Documentation
Security Features User's Guide
Trusted Facility Manual
Test Documentation
Design Documentation




Reference monitor

m Reference monitor

enforces the authorized access relationships between
subjects and objects of a system.

m Reference validation mechanism

validates each reference to data or programs by any user
(program) against a list of authorized types of reference for
that user.

three design requirements
= tamper proof.
= always be invoked.

= small enough to be subject to analysis and tests, the
completeness of which can be assured

Early examples of the reference validation mechanism
were known as security kernels.
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TRUSTED COMPUTING BASE (TCB)

Evaluation criteria use the term Trusted Computing Base to refer
to the reference validation mechanism, be it a security kernel,
front-end security filter, or the entire trusted computer system.

For general-purpose systems, the TCB will include key elements
of the operating system and may include all of the operating
system.

The TCB will necessarily include all those portions of the operating
system and application software essential to the support of the

policy.

For embedded systems, the protection policy may be enforced in the
application software rather than in the underlying operating system.

As the amount of code in the TCB increases, it becomes harder to
be confident that the TCB enforces the reference monitor
requirements under all circumstances.
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DIVISION D : MINIMAL PROTECTION

m This division contains only one class.

m Itis reserved for those systems that have been

evaluated but that fail to meet the requirements for a
higher evaluation class.
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DIVISION C: DISCRETIONARY PROTECTION

m Classes in this division provide
for discretionary protection

for accountability of subjects and the actions
they initiate
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CLASS C(C1
DISCRETIONARY SECURITY PROTECTION

m The class (C1) environment is expected to be one of
cooperating users processing data at the same level(s)
of sensitivity.
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Class C1 requirements

m Security Policy

Discretionary Access
Control

m Accountability

Identification and
Authentication

m Assurance
Operational Assurance
m System Architecture
m System Integrity
Life-Cycle Assurance
m Security Testing
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m Documentation

Security Features
User's Guide

Trusted Facility
Manual

Test Documentation
Design Documentation
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Class C1 requirements—Security Policy

m Security Policy — Discretionary Access Control

TCBs& R AEADP Y 6947 4 J P Ao BAR () de, TAF.
ﬁE)(@LﬁWM&%

TG HE KT CARAR PN dsdF X, 75
Mﬁ%ﬁi%,h%mﬁ%ﬁi%ﬁﬁgwmfﬁﬁ
AN P —IR R P AR SR E T A A,

2010-12-27 BT R EALA 3L 22 /137




Class C1 requirements — Accountability

m |[dentification and Authentication

TCBusbMEK A P AEFATATTCBEI 24246947 A7 7 9 A
o &

TCBX R A ] — A~ BRI 69 AWE] (#Blde, B 4~) RIAGER P
o & .

TCBL /MR IR &, BRAFAEATARIAR ) A P Rk FlHAIE
28,
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Class C1 requirements — Assurance

m Operational Assurance

System Architecture

s TCBAE BRI B Loy RIRK LI TRE MR (FEe 8y
RAGFZEYE )

s TCBIEH| 4 TR Z R AT 89— F P 2LfEAK.

System Integrity

m A Fal SR EAF GG B R 3% T VA R SR B B BB E AR R Y
TCBAE A4 Fn B 14 #2A4E 69 I A 14,

2010-12-27 BT R EALA 3L 24 /137




Class C1 requirements — Assurance

m Life-Cycle Assurance
Security Testing
n AANZEIRLMNRIT BLE R %b) Tiknid o) —2K,

m MXERN L ETEAAEAHEWH XAEERAGH P Rt
REFHRTCBEG I L4,
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Class C1 requirements — Documentation

m Security Features User's Guide

AP FMEREITZFPHATCBRAIRIEAE . A5 H. 48
BZ AR E,

m Trusted Facility Manual
m Test Documentation
m Design Documentation
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Class C1 requirements — Documentation

m Security Features User's Guide

m Trusted Facility Manual
5ADP 2 %478 T2 64 F MR A B AT — N4 T ATt
e 54T B2 B AR E A,

m [est Documentation

m Design Documentation
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Class C1 requirements — Documentation

m Security Features User's Guide
m Trusted Facility Manual

m Test Documentation

G T K F BLZ e i B AL AL G

O }ﬁ‘]‘ti&f"&”

n AKX TAE

n LA AU Fo 22 2 AUF) 89 T 588 2o AT MG 89 .
m Design Documentation
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Class C1 requirements — Documentation

m Security Features User's Guide
m Trusted Facility Manual

m Test Documentation

m Design Documentation

S R A RS R T K & 69 & & E A ( philosophy: motivating
concepts and principles) .

X AR IP A e T2t L 2| TCB Y

2o RTCBW % MBI AR, & X B ] ag4Ea,
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Class C2 — CONTROLLED ACCESS PROTECTION

m Security Policy

Discretionary Access
Control

Object Reuse

m Accountability

Identification and
Authentication

Audit
m Assurance
Operational Assurance

» System Architecture
m System Integrity

Life-Cycle Assurance
m Security Testing

m Documentation

Security Features
User's Guide

Trusted Facility Manual
Test Documentation
Design Documentation
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Class C2 requirements—Security Policy

m Discretionary Access Control

TCBst A ADP Y 6940 % i P Ao i (Blde, A, A2J7) X0 #ATH
=] 3541

TAMIAIRA AN PRI W3R, FIRERIRF, A
R P RIS IR BAR T — RN R P —se b R P LA A
FAARA A2 E, FrERAERS 7 FIARRY 38 7 k.

(CLi—f AN M p . —8R P UERE R4 LS.

3%

BT PO AT ARG X, B 237 P2 R AUH] T oA RAL b 3
BARIEFARTT P g 4], X 21 19 45 4] 7T A an Al B @8 S HE R AN 09

JF e
S — A BAREAT 5 PR ) P BT Hiy BRI, 564l — AR AR
B P ARET
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Class C2 requirements—Security Policy

m Object Reuse

3T 69 Bl AR F 6943 80997 FIAR IR AL 1% BARAH 4 B — /> £
PR ZR L % AR

FEAT—A R P AR T iR AR 2 2 G0 89 AR F RATAEAT S AT A2 ) 49
FARF AR L, aFELLE L.
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Class C2 requirements — Accountability

m Accountability
ldentification and Authentication
: ;C;?gﬁﬁ%a‘ilﬂFEiﬁ:ﬁ4£1'ETTCB£}J‘>'£:J’§%'Jé‘Jﬁ7‘b‘<ﬁfJ‘? AE T
.gﬁ%ﬁﬂﬂ*é&ﬂﬁ#%ﬂ%(%%,Ué)%ﬁﬁﬂﬁ%
.gm%ﬁ%#%ﬁ%@,ﬁﬁ&ﬁ#ﬁﬂ%ﬂﬁ%%ﬁﬁ%ﬁ%

m 3% 0: Individual accountability
( responsibility, answerability, blameworthiness, liability )
TCBs, /M 4% 3t ADP#) i P #AT R4k 694718, FHxt 0 P 5%
7K P FrA% (accountability ) & 2.
TCBiL s /R BAH A P 69 H 0 5 A P 69 AT A TR A AR,
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Class C2 requirements — Accountability— it
(1) TCB M ERP BT AT HRBE L, B4 0 ABE, HFLRBRS LRI
BB AR,
(2) TCBXAARAA R A P 6517 17 F 112 &,
(3) TCBE#e4BieF AT FH4 B &2 8
(@) FHAFIRGIRIERA IR GG ;
(b) A—ARPRIETEFIN—ATE (I FTFIAF) ;
(c) MR E;
(d) HHIBRER. RAFER. RAAZEARKANITH, AALCEZLMN
Pt 2

(4) HFHE-AFHEMH, BIFLELMTR:
(@ FA4 B BAeES (b) AF
(c) FHHXE,; (d) FHRAAERKK,
(5) st FHWAFRENEFTHLILTAF KRR (Fl LR 647R) .
(6) 2 £85I ANFnM R FAF L IRITFIT 2092 4.
(7) HHNEERTRAFRREM—AFHABALNO—AIEZAAL.
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Class C2 requirements — Documentation

m Security Features User's Guide NAR

m Trusted Facility Manual
Who: oM BHARY T BEAFHEFGFHEE

WAL,
m Test Documentation NAR
m Design Documentation NAR
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DIVISION B:
MANDATORY PROTECTION

m The notion of a TCB that preserves the integrity of
sensitivity labels and uses them to enforce a set of
mandatory access control rules is a major
requirement in this division.

m Systems in this division must carry the sensitivity
labels with major data structures in the system.

m The system developer also provides the security
policy model on which the TCB is based and
furnishes a specification of the TCB.

m Evidence must be provided to demonstrate that the
reference monitor concept has been implemented.
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Class B1— LABELED SECURITY PROTECTION

m Security Policy

Discretionary Access Control (the same as C2) NAR
Object Reuse (the same as C2) NAR
Labels

Mandatory Access Control
m Accountability
m Assurance
m Documentation
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Class B1 requirements — Security Policy

m Labels

TCBX R4/ 4K, BAR (4o #H42. M. B, X&
) M A IR BRBATE.

F X e AR BAE A 3R 417 19 45 ) A ke FRk

A T M NEA AT 4R, TCBL R QIR P iF R T4 %1%
FAB AR R, PR X 4T A FARTCBRF & it
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Class B1 requirements — Security Policy

m Labels
Label Integrity

n AR MEATES S S H Mo R T E A P R BR ) AR SR BAR GG 22
FAR,

s LAKTCBH & B, HUBMATE L EH M = SUH IR T A
ATL, FEL P 6915 8B,
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Class B1 requirements — Security Policy
m Labels

Exportation of Labeled Information
TCBu& iR 45 A3/ 1B 4542 B AN /O1% &2 LB A 0918 % £ R
Aoy, B F T XA e E XAk, FETAF
AT R FRIRAIAT A
TCBL IR 4845 4 P A B A1 B RIOZ & — /R S A%
SRR, FHEEFHEANIR AT,
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Class B1 requirements — Security Policy
m Labels

Exportation of Labeled Information

m Exportation to Multilevel Devices
L TCB#r i — /A %3] 2 RIIOK AR, 3t R4 8RR A 4 F)
A, FEHARMBSYHX (XA EGHEX) KRG LEZ
HEZE L.
LTCBE—AN% B33 LM AR M 2T 0, @@ e)dfE
WX b SRAE AR M B FoA BL 6945 & A R = SUME I B

m Exportation to Single-Level Devices
TCB s, A AL &AL VAPRIETCBAIAL T P AR XA S 285
R A& AT 3 6948 T A AE A9 i S b 693813 .
m Labeling Human-Readable Output
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Class B1 requirements — Security Policy
m Labels

Exportation of Labeled Information

m Exportation to Multilevel Devices

m Exportation to Single-Level Devices

m Labeling Human-Readable Output
A8 T S INRE A B A AR R T AT PP AR L T
RN IR, RE. AEN (RedTirdmd ) 54
ﬁ@%iﬁ%iAﬁ&%ﬁ@ﬁ%ﬁ%%ﬁi%ﬁ%@&
KANGHE AT EBEMNATERSE L. RE. TPHBEOT @
b TR % A JRSRAE EATT R BURATE, CAIRKT #ird 694K
RS H AR @ _EAF 8o BRI,
BN LT A S 65 X e AT e (bl
B ) A7 AT 3 69 4 b 69 BURATA
fEAT A X e ARIT 6 B B AR LA TCBH 3t
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Class B1 requirements — Security Policy

mandatory access control

(1) *FPrAT ey EohFe etk £ AR (BBt AR . XIF. 2&) F iR 47
7] 42 .

(2) EARFEARARS TR T 2 F 68U F BFelh /7 09 RAAFE, AT
5% 45 17 =) 42 ) 64 A e

(3) Z X FHFWAVA LA AR A,

(4) AEFTA4=H) 69 ZARFn BARZNA) 6937 9] o0& I7 i
(@) TFiLALN;
(b) EBHM;

(5) I F W ATIR G IIE1E ERISIER P A G4y, EARG AR
Fe A PR R i ARER AR KT A P 82235 7T A .,
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Class B1 requirements

m Accountability

|ldentification and Authentication

(1) TCBXMER A P A2 #ATEATTCBII R 45 4 94T A Z AT B 9 8 S8 F .

(2) TCBosL A A I — A2 B4R AP 69 uh] (Flde, T4~) RIAGER F 69 H 147,

(3) TCBs& SR AP IAIEAS Bs, AEAFAEATAEIZAREY ) P T idis FlIAGEAS &

(4) TCBSL /M 45 2 ADP#Y ] P AT AR 694718, FFAT AR A P 360K 7 TR (
accountability ) % 2.

(5) TCBiL s, SRR A P 69 F 0 5 B P e F it AT AR A AR

(6) TCBo& /M 4 47 B ik B AN ) P 0 INIES AR, VAR A P Y
A B ARE AT G, X 1Z ERTCBA RIIER P o9 & W
, AR A], ATCBIFIREIREFEANA P TIRIZA.

Audit
n 3T 284 5| AFa M R Ak 5 ST T xT B 4 A Aest G R
3.

n T EAE IR R T Ak e AT — AN B L 6 — A
B A P AR IR VA BT R0 AR .
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m Assurance
Operational Assurance
m System Architecture

Cl: TCB#ie#BIRY | T8 R IR AL ZINERE9 T IRE HIR (153K
ChHgRAFeLIE ) . TCBIEHIW TR Z AL T —F P4
Fr BAK,

C2: 3&hn: TCBRiZIa B Tk, 1IF4eBIzH|x 189375 7]
Fut4TH 4.

¥gdm: TCB ALK T #AZ AR 4] T 49 RE g ik =
]k EATHALRG B
m System Integrity NAR
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Life-Cycle Assurance

m Security Testing
e IAT R AR F 8 F I MR LA R AR A RAD,
Bl AR RAD SEAT A & 8 5547 5 K.

MK B ARE: (1) ZRILFTA 69 e BAEFFTCBIN 3R 69 AR,
PR MR AR L TCBE) 5% 4375 P 324 A2 f 37 9324 R 3549
& Q)&ﬁ#ﬁiwﬁﬁ&ﬂ%%%Tb&ﬁnm AK
HvR L — /PR R

FIr AT K I AR AR B2 R AT 4], HF FLil i & 37 M X R A
BER BRARARIR, ALRCR 5] ST 694E1E,

m Design Specification and Verification

KBi%%%%i%&%i%%%é“%ﬁﬂﬁﬁﬁ%%%%
W RN IFRN Y, FFET VAR S HIEA TR A %6 RN
;&-—‘ﬁ; .
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Class B2 — STRUCTURED PROTECTION

m Trusted path
m Covert channel analysis
m Configuration management
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Class B2 requirements — Security Policy

m Discretionary Access Control (the same as B1)

m Object Reuse (the same as B1)
m Label

2010-12-27

(1) TCBeMEEIFFA TR, AR (Flde: #f2. M. K.
KE%E ) ADRIRBBATE . XU ATE R 3R H) 7 9] 32 4] & b
Al

(1) TCBAEiZ%I 88 TCBAN3RE) TARPT AR A 4235 17 &
ADPZAAFH TR (4. AMEIKR. ROMF) FFRBRAHK
R AR, Label Integrity (the same as B1)

Exportation of Labeled Information (the same as B1)

Subject Sensitivity Label
Device Labels
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Class B2 requirements — Security Policy

m Discretionary Access Control (the same as B1)
m Object Reuse (the same as B1)

m Label
Exportation of Labeled Information (the same as B1)

Subject Sensitivity Label

E—ANRBERELIEFT —ANLEA P T REE) DB A K A K
Thr, TCBAEZZBP@fniz &% P,

Device Labels

TCB AL iZ 5T BT A M LS T R Fe g K255,
Xk 2 A BHRTCBE A R ERAH R, RXET AN HEI
BT mby .
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mandatory access control

m Bl: The TCB shall enforce a mandatory access control policy
over all subjects and storage objects under its control (e.g.,
processes, files, segments, devices).

m The TCB shall enforce a mandatory access control
policy over all resources (i.e., subjects, storage objects,
and I/O devices ) that are directly or indirectly
accessible by subjects external to the TCB.

m Bl: The following requirements shall hold for all accesses
between subjects and objects controlled by the TCB:

m The following requirements shall hold for all accesses
between all subjects external to the TCB and all objects
directly or indirectly accessible by these subjects:
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Class B2 requirements — Accountability

m |dentification and Authentication
|dentification and Authentication
m Trusted Path
(1) TCBXM XA P 5 ARG 18] F) RAnds Bk AIA
A0 EEEEE
(2) EANTE1a9842 R Ged Al P R AR,
Audit
(8) TCB #E9%1T R PTA #7064 [8 k13 18 69 F) F S 1.
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Class B2 requirements — Assurance

m Operational Assurance

System Architecture
(5) TCBRM iZ 948 B Jk 5 69423k 20 k.. TCBL1Z A 2 e JF
AR A GRAR 0 KAEHUE| 18 B X e AR e, X 5 5O X SR AR AL
4] 89 AR KA X A,

(6) TCB#)ZH#L9% stz NMFAR. M%) F1E R SR
AU R MIZ 4] R KR b RN, Rk, 5, %
o XLTCBWE Y, BAAMARRPTA B9TCBLE.
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System Integrity
Covert Channel Analysis

(1) 24T R E R ZMRIE AR ATHE, FELAE
BRI = RAE 7 5 2 T — A B 6 FE R AZ A 8 5

Trusted Facility Management
(1) TCBRARSHBMENEETER .
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Class B2 requirements — Assurance

m Life-Cycle Assurance
Security Testing

(4) PTA RIVGGAEIRAR M ZARPLIE, F+ HLad i & 37 )X & BA
ARIRATAARIR, AR A 5| 337 69483%.
(5) MiZiEFETCBrix (relatively ) FEdkfitit .

(6) MK R Z K ATCBAY EIE5DTLS—%K.
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Class B2 requirements — Assurance

m Life-Cycle Assurance
2. Design Specification and Verification

(1) TCBZ#FH®F XAL(BL: EH XK X)) 69 24 F &
R A B AR IR R G b G B BN A5 F) kA,
5 H T VAE R 5 HIEL T2 A Gt A = —3 4.

(2) (3g4n) TCB#DTLSM iZ % &k fo i # H3%iLX T TCB
AT ARR ., B 4R &, NIZIEELC ARG ET
TCB&#g4E 1,
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Class B2 requirements — Assurance

m Life-Cycle Assurance

3. Configuration Management
(1) ATCBW TR Lgipidfay, REFTHERAKLMAES AT
DTLS. He&giit Lk, SLRFG @meg LAt RAD. B4R
ARAD A REA . IR G 3 F A TA 49 B89 324

(2) BLEEHEALZIRIEPITA 6 X Fe B AT TCBARAD 8 — 2K
M, iz B AR AL A R FT A TCBRR AR T,

() LM EZEAZFKRITMAL ZRAL EFGTE, UALH
IANFTA 69 BE AR AR+ X A 64 v BT R 2 #7 6AF .
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Class B2 requirements — Documentation

m Security Features User's Guide

m Trusted Facility Manual

(5) sbMFLEATCB Y 6235 7] 45 4| = F AU ey A2 3

(6) sCeMPIAME I —ANTCBE) /A A RFTEGTCBAYTAZ,
m [est Documentation

(2) MIRIAL R Z @2 R ) Fa#AZ 18 58 69 7 i 09 R 2049
MaIREER. .
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Class B2 requirements — Documentation

m Design Documentation

(2) BRTCBHEMAMTY Rfbay oA, I HIEN L RN Fik 2R %,

(4) RBT#EMHGTEINY (descriptive top-level specification(DTLS) )
A HFEA T TCBRH 1,

(5) A IALRABATCBE IS A WAL B 49, FF A€ R Ao fTi Ak
AR, i, EREAMEILL.

(6) AL N L F54£ TCBE) LM iX 1t 58 PBAR T X A 52 26 3 45 AL

(7) AR % HG3E 18 #kAZ 18 49 AT 45 RVA B PR [ # A5 8 A A Rk, A2
h BT T oA R E AR R AT 09 =T F it 4. Mz AL T R iR
I H A ALE AR 69 B8RS 1 A R
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Class B3 SECURITY DOMAINS
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Class B3 requirements — Security Policy

m Discretionary Access Control

C2: These access controls shall be capable of including or
excluding access to the granularity of a single user.

These access controls shall be capable of specifying, for
each named object, a list of named individuals and a list
of groups of named individuals with their respective
modes of access to that object.

Furthermore, for each such named object, it shall be possible
to specify a list of named individuals and a list of groups of
named individuals for which no access to the object is to be
given.

Object Reuse (the same as B2)
m Label (the same as B2)
m Mandatory Access Control (the same as B2)

2010-12-27
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Class B3 requirements — Accountability

m |dentification and Authentication
Identification and Authentication
m Trusted Path

B2: The TCB shall support a trusted communication
path between itself and user for initial login and
authentication. Communications via this path shall be
Initiated exclusively by a user.

The TCB shall support a trusted communication path
between itself and user for use when a positive TCB-
to-user connection is required.

Communications via this path shall be activated
exclusively by a user or the TCB and shall be logically
Isolated and unmistakably distinguishable from
other paths.
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Class B3 requirements — Accountability

m Audit

The TCB shall contain a mechanism that is able to monitor
the occurrence or accumulation of security auditable events
that may indicate an imminent violation of security policy.

This mechanism shall be able to immediately notify the
security administrator when thresholds are exceeded

if the occurrence or accumulation of these security relevant
events continues, the system shall take the lease disruptive
action to terminate the event.
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Class B3 requirements — Assurance

m Operational Assurance
System Architecture

s The TCB shall be designed and structured to use a
complete, conceptually simple protection mechanism with
precisely defined semantics. This mechanism shall play a
central role in enforcing the internal structuring of the TCB
and the system.

s The TCB shall incorporate significant use of layering,
abstraction and data hiding.

m Significant system engineering shall be directed toward
minimizing the complexity of the TCB and excluding from
the TCB modules that are not protection-critical.
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Class B3 requirements — Assurance

m Operational Assurance
System Integrity (the same as B2)
Covert Channel Analysis

m B2: The system developer shall conduct a thorough search
for covert storage channels and make a determination of
the maximum bandwidth of each identified channel.

m B3: The system developer shall conduct a thorough search
for covert channels and make a determination of the
maximum bandwidth of each identified channel.
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Class B3 requirements — Assurance

m Operational Assurance
Trusted Facility Management

m B2: The TCB shall support separate operator and
administrator functions.

m B3: ADD: The functions performed in the role of a security
administrator shall be identified.

m The ADP system administrative personnel shall only be
able to perform security administrator functions after taking
a distinct auditable action to assume the security
administrator role on the ADP system.

m Non-security functions that can be performed in the
security administration role shall be limited strictly to those
essential to performing the security role effectively.
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Class B3 requirements — Assurance

m Operational Assurance

Trusted Recovery (ADD)

m Procedures and/or mechanisms shall be provided to
assure that, after an ADP system failure or other
discontinuity, recovery without a protection
compromise is obtained.
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Class B3 requirements — Assurance

m Life-Cycle Assurance
Security Testing
s The TCB shall be found resistant to penetration.

» No design flaws and no more than a few correctable
Implementation flaws may be found during testing and
there shall be reasonable confidence that few remain.

Design Specification and Verification

= A convincing argument shall be given that the DTLS is
consistent with the model.

Configuration Management (the same as B2)
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Class B3 requirements — Documentation

m Security Features User's Guide (the same as B2)

m Trusted Facility Manual

The TCB modules that contain the reference validation
mechanism shall be identified. The procedures for secure
generation of a new TCB from source after modification of
any modules in the TCB shall be described.

m Test Documentation (the same as B2)

m Design Documentation

The TCB implementation shall be informally shown to be
consistent with the DTLS. The elements of the DTLS shall be
shown, using informal techniques, to correspond to the
elements of the TCB.

2010-12-27 BT R EALA 3L 68/ 137




DIVISION A:
VERIFIED PROTECTION

m Use of formal security verification methods

m Extensive documentation

TCB meets the security requirements in

m design, development and implementation.
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CLASS (A1): VERIFIED DESIGN

m Functionally equivalent to those in class (B3).

m Formal design specification and verification techniques
and the resulting high degree of assurance

m This assurance is developmental in nature, starting
with a formal model of the security policy and a formal
top-level specification (FTLS) of the design.
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Five important criteria for class (Al) design verification

. A formal model of the security policy
Formal top-level specification (FTLS)

The FTLS & the model
The TCB implementation & the FTLS.

Formal analysis techniques

SO
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Five important criteria for class (Al) design
verification

1. A formal model of the security policy

A formal model of the security policy must be clearly identified
and documented

s including a mathematical proof that the model is consistent
with its axioms and is sufficient to support the security

policy.
2. Formal top-level specification (FTLS) Ssg:;‘;y Gy S
3. The FTLS & the model
4. The TCB implementation & the FTLS. t
TCB Top-Level
5. Formal analysis techniques implementation 4—*Spe§iﬁcauon
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Five important criteria for class (Al) design
verification

A formal model of the security policy

2. Formal top-level specification (FTLS)
An FTLS must be produced that includes abstract definitions of
m the functions the TCB performs

m the hardware and/or firmware mechanisms that are used to
support separate execution domains.

3. The FTLS & the model
The TCB implementation & the FTLS.
5. Formal analysis techniques

Top-Level
Specification
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Five important criteria for class (Al) design

verification

A formal model of the security policy
2. Formal top-level specification (FTLS)

3. The FTLS & the model

The FTLS of the TCB must be shown to be consistent with the
model by formal techniques where possible (i.e., where verification

tools exist) and informal ones otherwise.

4. The TCB implementation & the FTLS.
5. Formal analysis techniques
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Security ﬁ Security
Model
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Five criteria for class (Al) design verification

Security ﬁ Security
Model

Policy

A formal model of the security policy t

Formal top-level specification (FTLS) — Top-Level
The ETLS & the model Implementation # Specification

The TCB implementation & the FTLS.

The elements of the FTLS must be shown, using informal techniques,
to correspond to the elements of the TCB.

The FTLS must express the unified protection mechanism required
to satisfy the security policy

And it is the elements of this protection mechanism that are mapped
to the elements of the TCB.

5. Formal analysis techniques
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Five important criteria for class (Al) design verification

A formal model of the security policy
Formal top-level specification (FTLS)

The FTLS & the model

The TCB implementation must be informally shown to be
consistent with the FTLS.

. Formal analysis techniques

Formal analysis techniques must be used to identify and
analyze covert channels. Informal techniques may be used to
identify covert timing channels. The continued existence of
identified covert channels in the system must be justified.
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Evaluation criteria for IT Security

—  common criteria

ISO/IEC 15408, 1999
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#57 IRGHOUIG of CC project

CC project sponsoring organizations

1.  CANADA: Communications Security Establishment Criteria
Coordinator

2. FRANCE: Service Central de la Sécurité des Systemes d'Information
(SCSSI)

3. GERMANY: Bundesamt fiir Sicherheit in der Informationstechnik

4. NETHERLANDS: Netherlands National Communications Security
Agency

5. UNITED KINGDOM: Communications-Electronics Security Group
Compusec Evaluation Methodology

6. UNITED STATES - NIST: National Institute of Standards and
Technology Computer Security Division

7. UNITED STATES - NSA: National Security Agency
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137 ISEETarget audience of the CC
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CC ZHRX

m 5| = feil Al AZR! (General Mode)

A #8E K (Security functional requirements)

m Z42PREE K (Security assurance requirements)
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-5+ RSSO rganisation of Common Criteria

Part 1, Introduction and general model

m |t defines general concepts and principles of IT security
evaluation and presents a general model of evaluation.

m Part 1 also presents constructs for expressing IT security
objectives, for selecting and defining IT security
requirements, and for writing high-level specifications for
products and systems.

m In addition, the usefulness of each part of the CC Is
described in terms of each of the target audiences.
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=2+ IEEEerganisation of Common Criteria

Part 2, Security functional requirements

m Establishes a set of functional components as a standard way
of expressing the functional requirements for TOEs.

m Part 2 catalogues the set of functional components, families,
and classes.

2010-12-27 ) K F T EAL AR B




-5+ RSSO rganisation of Common Criteria

Part 3, Security assurance requirements

m Establishes a set of assurance components as a standard way
of expressing the assurance requirements for TOEs.

m Part 3 catalogues the set of assurance components, families
and classes.

m Part 3 also defines evaluation criteria for PPs and STs and
presents evaluation assurance levels that define the
predefined CC scale for rating assurance for TOEs, which is
called the Evaluation Assurance Levels (EALS).
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Evaluation context

m In order to achieve greater comparability between evaluation
results, evaluations should be performed within the framework of
an authoritative evaluation scheme, that

sets the standards
monitors the quality of the evaluations

administers the regulations to which the evaluation facilities and
evaluators must conform.

Evaluation

Criteria
/ (the CC) \

Ewvaluation

)

M ethodoloss

Evaluation

Scheme

Final
Ewvaluation
Results

List of
Certificates.),
Register

SApproves
Certify
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Evaluation context

= Many of the evaluation criteria require the application of expert
judgement and background knowledge for which consistency is
more difficult to achieve.

m In order to enhance the consistency of the evaluation findings, the
final evaluation results could be submitted to a certification
process.

m The evaluation scheme, methodology, and certification processes

are the responsibility of the evaluation authorities that run
evaluation schemes and are outside the scope of the CC.

Evaluation

Criteria
/ (the CC) \

Ewvaluation
a M ethodoloss

Evaluation

Scheme

Final
Ewvaluation
Results

List of
Certificates.),
Register

SApproves
Certify
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m RIS ER

PP ( Protection Profile )
m 4 H4#7——ST ( Security Target)
m 281+ (Component)

m % (Package)

EAL ( Evaluation Assurance Level)

m PERIER
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1) Z=SELEMEEXRR

@

Owners will need to be confident that the countermeasures are adequate to
counter the threats to assets before they will allow exposure of their assets to the
specified threats.

Owners may not themselves possess the capability to judge all aspects of the
countermeasures, and may therefore seek evaluation of the countermeasures.

The outcome of evaluation is a statement about the extent to which assurance is
gained that the countermeasures can be trusted to reduce the risks to the
protected assets.

The statement assigns an assurance rating of the countermeasures, assurance
being that property of the countermeasures that gives grounds for confidence in
their proper operation. This statement can be used by the owner of the assets in
deciding whether to accept the risk of exposing the assets to the threats.

Owners of assets will normally be held responsible for those assets and should
be able to defend the decision to accept the risks of exposing the assets to the
threats.

Statements resulting from evaluation are defensible.

Evaluation should lead to objective and repeatable results that can be cited as
evidence.
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1) Z=SELEMEEXRR

@

2010-12-27

Owners will need to be confident
that the countermeasures are
adequate to counter the threats to
assets before they will allow
exposure of their assets to the
specified threats.

Owners may not themselves
possess the capability to judge all
aspects of the countermeasures, and
may therefore seek evaluation of
the countermeasures.

The outcome of evaluation is a
statement about the extent to which
assurance is gained that the
countermeasures can be trusted to
reduce the risks to the protected
assets.

Assurance
Techniques

Evaluation

produce gives evidence of

assurance

giving

require i
confidence

countermeasures

minimise

Evaluation concepts and relationships
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1) Z=SELEMEEXRR

® The statement assigns an assurance
rating of the countermeasures,
assurance being that property of
the countermeasures that gives oroduce
grounds for confidence in their
proper operation. This statement
can be used by the owner of the
assets in deciding whether to
accept the risk of exposing the
assets to the threats.

@  Owners of assets will normally be
held responsible for those assets
and should be able to defend the
decision to accept the risks of
exposing the assets to the threats.

Statements resulting from
evaluation are defensible.
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2+ IEREENmetel= Common Criteria approch
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(3) &M

m |n order to show that the assets are secure, the security concerns
must be addressed at all levels from the most abstract to the final
IT implementation in its operational environment.

m A level must contain a reasoned and convincing argument that
shows that it is in conformance with the higher level, and is itself
complete, correct and internally consistent.

m Security environment
m Security objectives
m Security requirements
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>+ IEEREENmodel —Security concepts
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>+ IEEREENmodel —Security concepts

Security environment

m To establish the security environment, the PP or ST writer
has to take into account:

the TOE physical environment

the assets
m requiring protection by the element of the TOE
= files and databases

m authorisation credentials and the IT implementation
Itself

the TOE purpose, which would address the product type
and the intended usage of the TOE.
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>+ IEEREENmodel —Security concepts

Security objectives

m A statement of assumptions which are to be met by
the environment of the TOE to be considered secure.

m Characterises a threat In terms of a threat agent, a
presumed attack method, any vulnerabilities, and
Identification of the asset under attack.

m A statement of applicable organisational security
policies.
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137 IERRSEmodel —Security concepts
Security objectives

The security environment could then be used to state the
security objectives

m Counter the identified threats

m Address identified organisational security policies and
assumptions.

e The security objectives should be consistent with the stated
operational aim or product purpose of the TOE, and any
knowledge about its physical environment.

e Only the security objectives for the TOE and its IT
environment are addressed by IT security requirements.
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EEEEREENmodel —Security concepts

CC requirements Security —
catalogue objectives

Establish
Security
requirements
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summary
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137 IERRSEmodel —Security concepts
Security requirements

m Functional requirements and assurance requirements

2010-12-27

Functional requirements define the desired security
behaviour, such as identification, authentication, security
audit and non-repudiation of origin.

The assurance requirements may specify that a minimum
strength level consistent with the security objectives Is to

be claimed.
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Expression of security requirements
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Class

m The term class is used for the most general grouping of
security requirements.

All the members of a class share a common focus, while
differing in coverage of security objectives.

The members of a class are termed families.

m Example of CC Classes
Class FAU: Security audit
Class FCS: Cryptographic support
Class FDP: User data protection
Class FIA: Identification and authentication
Class FMT: Security management
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5+ IEEEREREEEXpression of security requirements

Family

m A family is a grouping of sets of security requirements
that
share security objectives
but may differ in emphasis or rigour.

m Class FIA: Identification and authentication
FIA_AFL Authentication failures
FIA_ATD User attribute definition
FIA_ SOS Specification of secrets
FIA_UAU User authentication
FIA UID User identification
FIA_ USB User-subject binding
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5+ IEEEREREEEXpression of security requirements

Component

m A component describes a specific set of security
requirements and is the smallest selectable set of
security requirements.

The set of components within a family

= may be ordered to represent increasing strength or
capability of security requirements that share a common
purpose.

= may also be partially ordered to represent related non-
hierarchical sets.
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Security Function Requirement — Family

Functional
Class

Class

Name

i Class

- Introduction
B
|
! I
Key =] .
| C Functional
x\ﬂx contains B plus a number of C / — Families i
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Security Function Requirement — Components

Functional
Family

Family name

Family behaviour

Component levelling

Management

Audit

Components
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Security Function Requirement — Dependencies

Component

Component
Identification

Functional
Elements

Dependencies
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Sample class decomposition diagram

2010-12-27

Class Name
Family 1 IHA
¥ '--'-- l
Family2 |__
17
2
. =
Family 3 L1
3
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Class FAU: Security audit

| Security audit |

FAL GEMN Security audit data generation

FAL ARP Secunty audit automatic response I—lIl

FAal sAA Security audit analysis

FAL SAR Security audit review

FAL_SEL Security audit event selaection

I A

FALD STG Securty audit event storage
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Evaluation assurance level summary

Assurance

Assurance

Assurance Components by
Ewvaluation Assurance Lewvel

Class Familwy
- EAT.1 | EAT.Z2 | EAT.3 | EAT4 | EAT.S | EAT.6 | EATLT

Confi ot ACN_ATUT 1 1 2 2
rz :’;11 115?; :1?1 nleflﬁzl ACM _CAP 1 2 3 + + > >
- ACHM SCP 1 2 3 3 3
Drelivery and AT O _TOET. 1 1 2 2 2 3
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SECURITY TARGET

ST introduction

ST identification
— ST overview

— CC conformance

TOE Description

TOE Security
environment

Assumptions
Threats

Organisational secunty policies

Security objectives

Security objectives for the TOE
I Security objectives for the environment

IT security
requirements

TOE security

) TOE security functional
regquiregments | requirements

TOE security assurance
requirements

L Securnty requirements for the IT environment

TOE summanry
specification

_|:. TOE security functions

Assurance measures

PP claims

FPF reference

FPF tailoring

—— PP additions
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Rationale

Security objectives rationale

Security requirements rationale

—— TOE summary specification rationale
— PP claims rationale
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