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RALH 7 18] ") 5L
HDR, SA -
« HDR, SA
HDR, [ HASH(1), ] —
{Ni_b}Pubkey r,
{KE_b}Ke_i, {IDii_b}Ke_i,
[ {Cert-l b}Ke i]
- HDR, {Nr_b}PubKey I,
{KE_b}Ke_r,{IDir_b}Ke r
HDR*, HASH_| -
~ HDR*, HASH_R
Ne i=prf( Ni_b, CKY_I) = Ke.l
Ne r=prf( Nr_b, CKY_R) > Ke. r

B R F T AR 3L
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IKEBE: 1 ZZBIUEH I

FAE X

HAK 7 A
HDR, SA -
« HDR, SA
HDR, KE, Ni -
« HDR, KE, Nr
HDR*, IDii, [ CERT, | SIG_| -
~ HDR*, IDir, [ CERT, ] SIG_R
Bp AR X
ALK 7l HELA

HDR, SA, KE, Ni, IDii

— | HDR, SA, KE, Nr, IDir, [CERT,] SIG_R

HDR, [ CERT, ] SIG_|
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IKEHE: 1 EZBUEF I

m SKEYID = prf( Ni_b | Nr_b, gxix)

m SKEYID d = prf(SKEYID, g | CKY-I | CKY-R | 0)

m SKEYID a = prf(SKEYID, SKEYID d | gx* | CKY-I | CKY-R | 1)
m SKEYID e = prf(SKEYID, SKEYID_a | g | CKY-l | CKY-R | 2)

m SIG I#SIG RZx HASH | ##HASH R& %
m B FRARFEL, TABIEIRHM.

B R F T AR 3L
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m The SSL protocol, version 3.0, Netscape
Communications Corporation, March 1996.

m William Stallings, &A% M5 5 W %2 4- R 32
5%k, $14.2%.
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SSLRyA L

m SSLv25 #1/£19955F A £ Netscape~ &) #)Netscape
Navigatorl.1%;

o Mlcrosoft 3] FESSLV2Z T sepat, f5ANT —usk
AR, R T — A KM PCT (Private
Communication Technology).

m < = Netscapens&) T iZ WX 3 AT T Mk ey e, 337
SSLv3.

m [ETFA ZR EA—6HL, -E T EMSSLV3eg X
TLS(Transport Layer Security).
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HTTP

FTP

SMTP

TCP

7 K F T FALA B
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ZHEEZE
HTTP/S-HTTP FTP SMTP
SSL or TLS
TCP
IP
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SSL X1k

SSL SSL Change
Handshake Cipher Spec SRl
Protocol
Protocol Protocol

SSL Record Protocol

TCP

HTTP

IP

B R F T AR 3L
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SSL Ky B 1T

m SSL#9 & B ARR [ A B R A2 5 R R . T RS
m SSLPM @2 AmATLE
m The protocol is composed of two layers.
J&JERSSLitFE & SSL Record Protocol . AWM EEZZH T4
5 B WX RAER T LR IR 5.
SSLIE F Wil A IR 4 25 An L P 5 Z ) SRARJE NCE SR Z AT T 7 A 58
Hik. BHANRS
m 5N AWK
SSLAt & & 89 5 At ik Bh.
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A7 Z I RARE .
A 12 a5 7 =] AESIE
B R T 1.
PRSI TR S

G
H
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m JR5ZEMACE4A

m B Pt BEMACE4A

n RS-BEE4H

n BP3uE %4

m e tbE &

m 735
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SSLIgR=

m SSL Record Protocol A SSLi% 442 43 /g F+ IR 5

ﬁ‘\x‘* M. #)F Handshake Protocol X —/~3& Z #4
PR 58 B4R ) T AT SSLA 2L il A iE

W 8.7 % . A A Handshake Protocol & L —A~3k
F¥IMACTE 4R A T RMAC.
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SSLIERE — XFH LEEMN

m PR B AL HLAL JH 8- (ChangeCipherSpec)
m 3R (Alert protocol)

m 125 thX (Handshake protcol )

m A JH B
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CipherSpec

CipherSpec #Hand Shake#3 & # %, Record Layer#i A&/ .

struct {
BulkCipherAlgorithm bulk_cipher_algorithm;
/[ null, rc4, rc2, des, 3des, des40, fortezza

MACAIlgorithm mac_algorithm; // null, md5, sha
CipherType cipher_type; I/l stream, block
IsExportable is_exportable //true, false
uint8 hash_size;

uint8 key_ material;

uint8 IV_size;
} CipherSpec;

B R F T AR 3L
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L 2R EN A% 5H B (changeCipherSpec)

m (FE R EAREH LA FATRE,
m T B RAR R 6 5 LIk
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24X (Alert protocol)

AlertDescription

close_notify 0

unexpected _message 10
bad_record _mac 20
decompression_failure 30
handshake_failure 40
no_certificate 41
bad_certificate 42
unsupported_certificate 43
certificate_revoked 44
certificate_expired 45
certificate_unknown 46
illegal_parameter 47

PN R
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& F X (Handshake protcol )

miZATAESSL iRk EZ b

m AR AN 0 B A RS
W L8 RS
W78 Am 5 Bk
TAJE
T8 2 F F 4
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B F

he
e

IR %25

q
!

ClientHello

ServerHello
Certificate*
CertificateRequest*
ServerKeyExchange*

Certificate*
ClientKeyExchange
CertificateVerify*
change cipher spec

Finished
change cipher spec
- Finished
Application Data —
- Application Data
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EH— T IHHN=1E

B P 3% R %25
ClientHello -
ServerHello
- change cipher spec
Finished
change cipher spec
Finished
Application Data -
- Application Data
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hello_request
client_hello
server_hello
certificate

server_key exchange
certificate_request
server_hello_done
certificate_verify
client_key exchange
finished

B R F T AR 3L
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ClientHello

struct {
ProtocolVersion client_version;

Il % P 86 B2 M3 64 3 5 SSLAR A
Random random;
/I 32bit & A #K, 285 P LA, Brlk EAEE.
SessionlID session_id;
/I 0: EHEGLE LA EF LS
/I 3k O S B A AN EENIHK
I REZXNSTE LA EFH oy
CipherSuite cipher_suites<2..2 16-1>;
I B P X6 ki
CompressionMethod compression_methods<1..2 8-1>;
| B P X350 E4 B ikwk
} ClientHello;

B R F I EAA L
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CipherSuits

SSL_RSA_WITH_NULL_MD5
SSL_RSA_WITH_NULL_SHA
SSL_RSA_EXPORT WITH_RC4 40 MD5
SSL_RSA_WITH_RC4 128 MD5
SSL_RSA_WITH_RC4 128 SHA
SSL_RSA_EXPORT WITH_RC2 CBC_40 MD5
SSL_RSA_WITH_IDEA_CBC_SHA
SSL_RSA_EXPORT WITH_DES40 CBC_SHA
SSL_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA

SSS DH_RSA_WITH_DES_CBC_SHA

INER 3 mEF ik MACH %

B R F T AR 3L

et N atn et Nate Nate Wate Wate W ot Wt Wt Wead !

0x00,0x01 };
0x00,0x02 };
0x00,0x03 };
0x00,0x04 };
0x00,0x05 };
0x00,0x06 };
0x00,0x07 };
0x00,0x08 };
0x00,0x09 };
0x00,0x0A };

}
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CipherSuite IzExpon Key Exchange Cipher Hash
-table
SSL NULL WITH NULL NULL * NULL NULL NULL
SEL RSA WITH MNULL MD5 * ESA NULL MDE5
SSL RSAR WITH NULIL SHA * ESA MNUL L SHA
SSL RSA BXPCORT WITH RC4 40 MDS * ESA EXPORT EC4 40 MDE
SSL RSA WITH RC4 128 MDS ESAh RC4 128 MD5
SSL RSA WITH RC4 128 SHA RESA RC4 128 SHA
SSL RSA BXPCORT WITH RCZ CEC 40 MDG * ESA EXPORT RCZ CBC 40 MDE5
SEL RSA WITH IDEARA CBC SHA RESA IDER CBC SHA
SEL RSA BXPCORT WITH DES40 CEBC SHA * ESA EXPORT DES40 CEC SHA
SSL RSA WITH DES CBC SHA ESA DES CBC SHA
S5L RSA WITH 3DES EDE CEC SHA ESA 2DES EDE CEC SHA
SSL DH DSS EXPORT WITH DES40 CBC SHA * DH DSS5 EXPORT DES40 CEC SHA
SSEL DH DSS WITH DES CBC SHR DH DSS DES CBC SHA
SSL DH DSS WITH 3DES EDE CBC SHA DH DSS 2DES EDE CEC SHA
SSL DH RSA EXPORT WITH DES40 CBC SHA * DH RS2 EXPORT DES40 CEC SHA
SSL DH RS WITH DES CBC SHA DH RSA DES CEC SHA
SEL DH RSA WITH 3DES EDE CBC SHA DH RSA 2DES EDE CEC SHA
SSL DHE DSS EXPOET WITH DES40 CBC SHA * DHE DSS EXPORT DES40 CEC SHA
S5L DHE DsS WITH DES CBC SHA DHE DSS DES CEC SHA
SSL DHE DSS WITH 3DES EDE CEC SHA DHE DSS 2DES EDE CEC SHA
SSL DHE RSA EXPORT WITH DES40 CBC SHA * DHE RSA EXPORT DES40 CEC SHA
SSL DHE RSA WITH DES CBC SHAL DHE REA DES CBC SHA
SSL DHE RSA WITH 2DES EDE CEBC SHA DHE REA 2DES EDE CEC SHA
SSL DH anon EXPORT WITH RC4 40 MDS * DH anon EXPORT RC4 40 MD5
SSL DH anon WITH RC4 128 MDS DH anon RC4 128 MDE
SSL DH anon EXPOET WITH DES40 CBC SHA DH anon DES40 CEC SHA
SEL DH anon WITH DES CBC SHA DH anon DES CEC SHA
SSL DH anon WITH 3DES EDE CEC SHA DH anon 2DES EDE CEC SHA
SEL FORTEZZA DMS WITH NULL SHA FORTEZZ: DMS NULL SHA
SSL FORTEZZA DMS WITH FORTEZZA CEBC SHA FOERTEZZA DMS FORTEZZAR CEC SHA
B R F I AR L 113




ServerHello

struct {
ProtocolVersion server_version;
Random random;
SessionID session _id,;
CipherSuite cipher_suite;
CompressionMethod compression_method,;
} ServerHello;

B R F T AR 3L
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ServerHello

B RRFEROATE P Z R AFIR 555 LIF R S,

m AN FEERSBA RN, ML TEP G TE,

m WwREFLEIDIER, RSB EFAEcache , 4o R A% IT Be it
BIRGERTAN OH OREREZ LI, NIRFHE
= R ARG, TN, RSB IEIDFE LS T — /N Ha1E0914.

m FIAFEROLESTIRGBENE P BBUEGRI| R T RFH—ANEL
R, EHFEROUESTIRGBENE P BBUEED| R P RFN—/NEY%
ik,

H) 7 R F I AR L 115



Certificate

m If the server is to be authenticated (which is generally
the case), the server sends its certificate immediately
following the server hello message.

m The certificate IS a sequence (chain) of X.509.v3
certificates, ordered with the sender’s

certificate first and the root certificate authority
last.
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mR%ZRIAGE
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= A

m & ZRSA

& P 5% MServer Key Exchange i & 551k 5525 69 . TF 55 4R,
B P 5% A IR 425 FF 5540 A0 58 —/~pre_master_secret.
F client key exchange ¥ & 4547,

E ZRSATREZ 2| T RASE, FRIATRE LIRS ELENTEA.
pre_master_secret-Z & & 9.
£ Sl R 52
ClientHello S
. | ServerHello
ServerKeyExchange*
ClientKeyExchange
change cipher spec -
Finished
. | change cipher spec
Finished
Application Data N
< | Application Data
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E#RSA

struct {
select (KeyExchangeAlgorithm) {
case diffie_hellman:
ServerDHParams params;
Signature signed_params;
case rsa.
ServerRSAParams params;
Signature signed_params;
case fortezza_dms:
ServerFortezzaParams params;
%

} ServerKeyExchange;

digitally-signed struct {
select(SignatureAlgorithm) {
case anonymous: struct { };
case rsa:
opaque md5 hash[16];
opaque sha_hash[20];
case dsa:
opaque sha_hash[20];
I

} Signature;

struct {
opaque rsa_modulus<1..216-1>;
opaque rsa_exponent<1..216-1>;
} ServerRSAParams;

H) 7 R F I AR L 119



m [E % Diffie-Hellman
IR %25 69 I # e server key exchange 7§ & ¥ /& #r
B P eIt #Eclient key exchange 75 & F 454

TPk JR 5525
ClientHello —
ServerHello
- ServerKeyExchange*
ClientKeyExchange
change cipher spec -
Finished
change cipher spec
- Finished
Application Data —
- Application Data
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= 22 Diffie-Hellman

struct {
select (KeyExchangeAlgorithm) {
case diffie_hellman:
ServerDHParams params;
Signature signed_params;
case rsa:
ServerRSAParams params;
Signature signed_params;
case fortezza dms:
ServerFortezzaParams params;
I

} ServerKeyExchange;

digitally-signed struct {
select(SignatureAlgorithm) {
case anonymous: struct { };
case rsa:
opaque md5_hash[16];
opaque sha_hash[20];
case dsa:
opaque sha_hash[20];
%

} Signature;

struct {
opaque dh_p<1..216-1>;
opaque dh_g<1..216-1>;
opaque dh_Ys<1..216-1>;
} ServerDHParams;

B R F T AR 3L
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RSA BT HEFITAUE
m R RS
IR 5525 6948

server key exchange ¥ & ¥ & l& B 24A

Certificate ¥ 49/ 4748 L 6 FL4A AT A4

m & P35 X ARSANG BT ATF 58 4R 3k Ao 58
pre_master_secret.

m R B E 153 pre_master _secret, & mfinished 74 &

B R F T AR 3L

4o R RSAE B 2T 2% 4}5]7?\)@%/\1*’5» 2, WA RS2
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RSA Z$A3ZIRIIAIL

struct {
select (KeyExchangeAlgorithm) {
case diffie_hellman:
ServerDHParams params;
Signature signed_params;
case rsa:
ServerRSAParams params;
Signature signed_params;
case fortezza_dms:
ServerFortezzaParams params;
I

} ServerKeyExchange;

B R F T AR 3L

digitally-signed struct {
select(SignatureAlgorithm) {
case anonymous: struct { };
case rsa:
opaque md5 hash[16];
opaque sha hash[20];
case dsa:
opaque sha_hash[20];
I
} Signature;
struct {
opaque rsa_modulus<1..216-
1>:
opaque rsa_exponent<l1..216-
1>
} ServerRSAParams;
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B o JR 5528
ClientHello -
ServerHello
- Certificate
CertificateRequest*
ServerKeyExchange*

Certificate*
ClientKeyExchange
change cipher spec
Finished

change cipher spec
Finished

Application Data

Application Data

B R F T AR 3L
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Diffie-Hellman 2483t 5\

m D-HA TR #6915 i%
FEAEF F FRAED-H AT 4k
fclient key exchange 7 B-f=server key
exchange message ¥ #&Z4ED-HAF K &, AiEF

54
m N F 3 A hello.randomis 5+t 4%, b F
AR
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master_secret

master_secret =
MD5( pre_master_secret +
SHA( "A'+ pre_master_secret +
ClientHello.random+ ServerHello.random) )

+MD5( pre_master_secret +
SHA( BB' + pre_master_secret + ClientHello.random +
ServerHello.random) )

+ MD5( pre_master_secret +
SHA('CCC' + pre_master_secret +ClientHello.random +

ServerHello.random));

B R F T AR 3L
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key block

key block =
MD5(master_secret + SHA('A' + master_secret +
ServerHello.random + ClientHello.random))
+MD5(master_secret + SHA('BB' + master_secret +
ServerHello.random + ClientHello.random))
+MD5(master_secret + SHA( CCC' + master_secret +
ServerHello.random +ClientHello.random) )

+ [...];

B R F T AR 3L

127



	第8章 IPSec 与 SSL
	参考文献
	内容
	1.  introduction
	TCP/IP Protocols
	IP数据包不具有安全性
	Internet 安全协议栈
	2. System overview
	什么是IPsec? 
	IPsec提供的安全服务
	IPsec的组成
	IPsec 如何工作?
	IP的实现模式
	安全信道的粒度
	IPsec 的部署
	IPsec 的实现方法
	3. 安全关联�    Security Associations 
	定义
	SA 参数
	SA 参数
	SAD
	SA 索引
	安全策略数据库(SPD) �             The Security Policy Database
	SPD
	选择子 (Selector)
	SA组合(1)
	SA组合(2)
	SA组合(3)
	SA组合(4)
	4. 安全载荷封装ESP
	(1) 安全参数索引SPI
	(2) 序列号
	(3) 载荷数据
	(4) 填充
	ESP 头的位置
	ESP 安全载荷封装
	ESP 安全载荷封装
	出发包处理
	出发包处理
	接收包处理
	5. 认证头 ( AH )
	AH 头的位置 
	出发包处理
	接收包处理
	对IPSec的讨论
	6. ISAKMP
	ISAKMP
	ISAKMP 的目标
	协商阶段
	ISAKMP 载荷的类型
	ISAKMP 头
	交换类型
	ISAKMP 通用载荷头
	SA载荷
	建议载荷
	转码载荷
	密钥交换载荷
	身份表示载荷 
	证书载荷
	例子
	例子的语义
	7. The Internet Key Exchange(IKE)
	SKEME
	基本要求
	保密性和验证
	密钥的新鲜性
	 完善的前向保密性 PFS（1）
	 完善的前向保密性 PFS（2）
	保密性和匿名性
	防止拥塞攻击
	基本协议和它的阶段（1）
	基本协议和它的阶段（2）
	基本协议和它的阶段（3）
	SKEME  —  无PFS特性
	协议的组合
	IKE 模式
	密钥材料的协商
	IKE阶段1   预共享密钥验证方式
	IKE阶段1   预共享密钥验证方式
	IKE阶段1    公开密钥验证方式
	IKE阶段1   公开密钥验证方式
	IKE阶段1   公开密钥验证方式
	IKE阶段1    改进的公开密钥验证方式
	IKE 阶段 1   签名验证方式
	IKE 阶段 1   签名验证方式
	第8章  安全套接字层�            Security Socket Layer
	参考文献
	SSL的历史
	内容
	网络层安全
	运输层安全
	SSL 协议栈
	SSL 的目标
	SSL 连接安全
	会话状态
	连接状态
	SSL 记录层
	SSL记录层
	SSL 记录层 — 支持的上层协议
	CipherSpec
	改变密码规格消息 (ChangeCipherSpec)
	报警协议 (Alert protocol) 
	握手协议 (Handshake protcol ) 
	协商一个新的会话
	更新一个旧的会话
	握手协议支持的消息类型
	ClientHello
	CipherSuits
	ServerHello
	ServerHello
	Certificate
	三种认证模式
	匿名
	匿名RSA
	匿名 Diffie-Hellman
	RSA 密钥交换和认证
	RSA 密钥交换和认证
	RSA 密钥交换和认证
	Diffie-Hellman 密钥交换与认证
	master_secret
	key_block

