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m Discretionary Access Control (DAC)
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(2) T laliE ) — GFAC

m  Generalised Framework for Access Control (GFAC)

m  An improved framework for expressing and integrating multiple policy
components.

m The main objectives are

Make it easy to state, formalise, and analyse diverse access
control policies

Make it feasible to configure a system with security policies
chosen from a vendor provided set of options with confidence
that the system’s security policy makes sense and will be
properly enforced.

Construct the model in a manner that allows one to show that
It satisfies an accepted definition of each security policy it
represents.
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~ (2) thiaEH] — GFAC
GFAC’s premise

m GFAC is based on the premise

all access control policies can be viewed as rules expressed
In terms of attributes by authorities;

m Authorities: An authorised agent that
defines security policies;
identifies relevant security information;
assigns values to attributes.

m Attributes

Characteristics or properties of subjects and objects defined
within the computer system for access control decision
making;

m Rule: A set of formalized expressions

define the relationships among attributes and other security
information for access control decisions in the computer
system;

reflecting the security policies defined by authority.
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ACI & ACR

m Access control information (ACI)
security attributes and other access control data;

m Access control rules (ACR).

the rules that implement the trust policies of a
system
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Adjudication and Enforcement

m The agent that adjudicates access control requests is called
access control decision facility (ADF);

ADF corresponds to the access control rules within the TCB
that embody the system’s security policy.

m The agent that enforces the ADF’s decision is called access
control enforcement facility (AEF);

AEF corresponds to the system functions of the trusted
computing base (TCB)
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Overview of GFAC

Access Request
Decision Request

Decision
Access
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Rule-Set Modelling approach

m In traditional security modeling approaches, the security model rules
describe both access policy and system behavior;

m The rule set modelling approach separates the decision criteria (access
rules) from the state transition (system operations)

m AEF corresponds to a model of the system operations, called state-
machine model

abstractly defines the interface of processes to the TCB;
m  ADF corresponds to a policy model, called the rule-set model
defines the security policies of the trusted computer system.
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Linux & Z Y 1023 S & 4t eCryptFS
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BitLocker

m & F -ZBitLocker
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(4) ANzt
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William A. Arbaugh, An Architecture for
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Violations in Kernel Dynamic Data, Security ° 06:

15th USENIX Security Symposium.
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17 AN AR SR B A B 51 i

m S Bhatkar, A Chaturvedi, R Sekar, Dataflow
anomaly detection, Proc. IEEE Symposium on
Security and Privacy, 2006.

Department of Computer Science University of
Maryland.

B LERE TATRSWIER AL EM (state-based
control-flow integrity) #3h SBF R AN AZ 2 B Y
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BB L 4 B XenF=VMware J 52 31,

m ST ae a2 A 25/ linux rootkit & 924 4,
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m  Miguel Castro, Manuel Costa, Tim Harris. Securing software by
enforcing data-ow integrity. Proceedings of the 7th Symposium on
Operating Systems Design and Implementation, 2006, 146-160.
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3.

6:
8:
9:}
10:

12:

BT HIERN T E I RIF

1: Int authenticated = O;
2: char packet[1000];

4: while (lauthenticated) {
5: PacketRead(packet);

7. 1f (Authenticate(packet))

authenticated = 1;

11: if (authenticated)

ProcessPacket(packet);
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m Security aud

m Security aud

2011-12-05

(5) REHIT
( Common Criteria)
m Security audit automatic response
m Security audit data generation

m Security audit analysis

It event selection

It event storage
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5.1 ZE®HITH B ENIN N

m This family defines the response to be taken

In case of detected events indicative of a potential
security violation.

m The following actions could be considered for the
management functions

(addition, removal, or modification) of actions

m The following actions should be auditable
Actions taken due to imminent security violations.
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5.2 ZEHEITHHEEER (1)

B EILRKEAMASHNFITEE T H
% JE BT T WA 6 F AR A
F R TR XA B AL MR E R A
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5.2 Ze®WITHHEER (2)

Audit data generation

m The TSF shall be able to generate an audit record of the following
auditable events:

Start-up and shutdown of the audit functions;

All auditable events for the minimum or basic or detailed level
of audit;

m The TSF shall record within each audit record at least the following
information:
Date and time of the event
type of event
subject identity
and the outcome (success or failure) of the event
Other audit relevant information
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5.2 ZEHITHHEERK (3)

m User identity association
The TSF shall be able to associate each

caused the event.
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auditable event with the identity of the user that
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5.3 ZEHEITHAM

R T 2 VAR T - M 1 O R o AN - o= o 12 I B D)
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KA F £
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5.3 Security audit analysis

m Potential violation analysis, basic threshold detection on the
basis of a fixed rule set is required.

m Profile based anomaly detection, the TSF maintains
Individual profiles of system usage, where a profile
represents the historical patterns of usage performed by
members of the profile target group.

m Simple attack heuristics, the TSF shall be able to detect the
occurrence of signature events that represent a significant
threat to TSP enforcement.

m Complex attack heuristics, the TSF shall be able to
represent and detect multi-step intrusion scenarios.
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Security audit event selection

m This family defines the requirements for audit tools that

should be available to authorised users to assist in the review
of audit data.

The TSF shall provide [assignment: authorised users]
with the capability to read [assignment: list of audit
iInformation] from the audit records.

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

The TSF shall provide the ability to perform [selection:
searches, sorting, ordering] of audit data based on
[assignment: criteria with logical relations].
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Security audit event storage

m This family defines the requirements for the TSF to
be able to create and maintain a secure audit trail.

The TSF shall protect the stored audit records
from unauthorised deletion.

The TSF shall protect the stored audit records
from unauthorised deletion or modifications

The TSF shall take [assignment: actions to be
taken in case of possible audit storage failure] if
the audit trail exceeds [assighment: pre-defined
limit].

Prevention of audit data loss.
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