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IT-Security

m View: protection of the system, protection from the system;

m Aims: confidentiality, integrity , availability, reliability,
functionality, anonymity, pseudonymity, unobservability,
unlinkablity;

m Security models

m Security functions: I&A, AC, Audit, Object reuse, reliability
of service,

m Security mechanism : password, ACL, cryptography,
physical control,etc.
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Security Aims

m  Confidentiality: prevention of unauthorised or improper
disclosure of data.

m Integrity: data continues to be a proper physical and
semantic representation of information.

Preventing unauthorised users from making modifications.

Preventing authorised users from making improper
modifications

Maintaining internal data consistency (self-consistency of
Interdependent data).

external data consistency (consistency of data with the real-
world environment that the data represents).




Security Aims

m Availability: prevention of the unauthorised
withholding of data or resources.
timely response
fair allocation
fault tolerance

utility or usability
controlled concurrency




Security Aims

m In the English language, a distinction is made
between "security" and "safety".Important aspects
of safety are functionality and reliability

Functionality: the system performs its functions
always “as required”.

Reliability: all functions performed on a system
are always equally performed under equal
constraints.




Security Aims

m Anonymity

Anonymity of a user means that the user may use a resource
or service without disclosing the user's identity. For example,
electronic cash.

m Pseudonymity

Pseudonymity of a user means that the user may use a
resource or service without disclosing its user identity, but can
still be accountable for that use.

m Unobservability

ensures that a user may use a resource or service without
others, especially third parties, being able to observe that the
resource or service is being used.
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Formal System Development Path

Proof

Formal Model
| e D5y VVerification

Proof

Proof

Proof

[ Implementation Verification

Implementation
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Security Models

m For the design of a secure system, the system’s
security policy has to be defined.

m A security policy Is a set of rules that regulate how
an organisation manages, protects and distributes
Information.

m A (formal) security model is a (mathematically)
precise statement of the security policy.
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Security Objective

Formal Model

Proof ' 4= Design Verification

Proof

Proof

Proof  —— Implementation Verification
Implementation
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Proof the security model enforces the security policy

V.

V1.

2010-12-13

Definition of security-relevant state variables (subjects,
objects, security attributes, access rights)

Definition of conditions for a secure state (invariants,
security properties);

Definition of state transition function;
Proof that the functions maintain the secure state;
Definition of the initial state;

Proof that the initial state Is secure;

M. Gasser, Building a secure computer system, van
Nostrand Reinhold, 1988.
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Formal system development path

m Design verification: proving the consistency between the
formal specification of a system and a formal security model.
the specification conforms to the functions, invariants, and
constraints of the model.
m Implementation verification: proving the consistency
between the formal specification and its program
Implementation.

Complete formal implementation verification is not possible
with today’s technology. —— Simone Fischer-Hubner, IT
Security and Privacy, Springer.

Establishing correctness is a matter of belief,
not proof.
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m Create subject s m Ccreate object o
FHI s ¢ S Hiijsffo¢ O
FliZrs'=su {s}, 0’=0U {s}, HJr%11S°=S, 0’=0U {0},
vyeO’, a'[sy] = o. VXES’, a’[x,0] = o.
VXES’, a’[x,s] = o. VXES’, yEO, a’[x,y] = a[x,y]
VXES,yEO, a’[x,y] = a[x,y]
m destroy subject s m destroy object o
FA&ttses FA&toeO
F/5 #1S=S\ {5}, 0’=0\{s}, F & #&1S°=S, 0’=0\{o},
vyeO’, a'[sy] = o. VXES’, a’[x,0] = o.
VXES’, a’[x,s] = ¢. VXES’, yEO’, a’[x,y] = a[x,y]

VXES’, yeO’, a’[x,y] = a[x,y]
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m Create subject s m Ccreate object o
FHI s ¢ S HAr&fog O

HIR4S=SU {5}, 0'=0U {sh——_ 415 £ 15'=S, 0’=0U {o},

vyeO’, a’[s,y] = o.

vxeSs’, a’[Xx,s] = o. s, T T T

VXES, yEO, a’[x,y] = a[x,y] =

m destroy subject s 1T

FAT&fFseS s
= 5 £4FS’=S\ {s}, O’=0\{s}, =

vyeO’, a'[sy] = o. VXES’, a’[x,0] = o.

VXES’, a’[x,s] = o. VXES’, yeO’, a’[x,y] = a[x,y]

VXES’, yeO’, a’[x,y] = a[x,y]
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m Create subject s m Ccreate object o
FHI s ¢ S HAr&fog O
FJEAMES'=SU {s}, 0’=0U {s}, H )5 4144S’=S, 0’=0U {o},
vyeO’, a'[sy] = o. VXES’, a’[x,0] = o.
vxeSs’, a’[Xx,s] = o.
VXES,yeEO, a’'[x,y] =a o0 [0 |o |s |s
¢ |=
m destroy subject s
‘g—?‘ﬁfj—%@’ﬁ:‘s € S 0, 0, 05 S, s S,
¥ )5 £1£57=5\ {s}, 0’=0\{s}, >
S ¢ ? ? ? ? ¢
vyeO’, a’[s,y] = ¢. S,
VXES’, a’[x,s] = 0. VXES, yEO, @[Xy[= axy.

VXES’, yeO’, a’[x,y] = a[x,y]
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m Create subject s m Ccreate object o
FHI s ¢ S Hiijsffo¢ O
FIrAES'=8U {s}, O’'=0U {s}, HJr%11S°=S, 0’=0U {0},
vyeO’, a'[sy] = o. VXES’, a’[x,0] = o.
vxeSs’, a’[Xx,s] = o.
VXES,yEO, a’[x,y] = o0 [0 |o |s |s
m destroy subject s
FH&MseS oo o oo [s |s s
=G4S =S\ {s}, 0’=0\{s}, o 0
S ¢ ? ? ? N ¢
vyeO’, a'[sy] = o. s, 0
VXES’, a’[x,s] = o. VXES, yEO, aXy[= aXy,

VXES’, yeO’, a’[x,y] = a[x,y]
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m Create subject s m Ccreate object o
FHI s ¢ S HAr&fog O
FJF %S’ =S U {s}, 0’=0U {s}, FJa 41S°=S,0’=0U {o},
vyeO’, a'[sy] = o. VXES’, a’[x,0] = o.
VXES’, a’[X,s] = ¢. VXES’, yEO, a’[x,y] = a[x,y]
VXES,yEO, a’[x,y] = a[x,y]
m destroy subject s %
FRXMseS -
F 5 515 =S\ {s}, 0’=0\{s},
vye0’, a’[s,y] = ¢. 3 ¢
vxeSs’, a’[x,s] = o. s loe Jo Jo Jo Jeo e
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m enterrinto a[s,0] m deleter from a[s,0]
HurgseS, 0e0 m ik tseS,0e0
E SR G I Y s
S’=S, O’=0, S’=S, 0’=0,
a'[so]=a[so] U{ r } a’[s,0] =a[s,0]\{ r }
VXES’, yEO’, (X,Y) # (s, 0) VXES’, yEO’, (X,Y) # (s, 0)

— a’[xy] =a[xy]

— a’[xy] =a[xy]
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command create-file(p, f)
create object f;
enter own into a[p,f];
enter r into a[p,f];
enter w into a[p,f];

end

command spawn-process(p, q)
create subject q;
enter own into a[p,q];

enter r into a[p,ql;

enter w into a[p,q];

enter r into a[q,p];

enter w into a[q,p];
end

command make-own(p, f)
enter own into a[p, f];
end
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m RS

command (X, ... X,)
ifryin (Xs1, X51)
ro 1N ( Xs2, Xo2)
[y 1N ( Xgm Xom)

then
OPy;
Op2;

m 1

command grant-read -file

If own in a[p,f] then
enter r into a[q,f];
end
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m 4R Tamara (Top Secret ) &

AFE AR R LB E A &3 1?]”‘”3’ — A FHSfE

WE, ik EBiE LG 25 R AUR, omas

AR 4 Claire (Confidential ) ®t™T

PAiRiX e A E AT . AR, Sally, L B4

Claire [ e IR 3| LA ¥ 524 Samuel as

5 b SAF

Claire, 5 H &

. M E SRR sTHS0, 5| CE E’B -

HARE 1, < 1, . HsxtoB A g £

Al E -

A5 IR Ulaley, SERRE
a KAHE AES B Ay aasng | Ursula

#C, Tamaradyz21F= ATS, Ff Lz AR LB R

VAR TN 685 & 3h B & U
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m BT AN BRI e — 2K A, 1@?77“1“”7‘3"]%[55}&71;*‘
A8, AR A STy &, BT % K569 ZARA
HFTA BT X sk £ 5] 6913 8.,

-ﬁ%%ﬂ%é%“%&%k B, eHE, BRIEE
A T ZREL A T BB, TRHT AR
XA EAR AT VAT 9] 89 K A B Awh T KA A0
A
I~

m de, 4R KR ZNUC, BEURA=US, ARA KX AT A7 E 6

RANGREHEUT HEZX—:

¢ (Z5) {NUC}, {EUR} ,
{NUC, EUR) {EUR, US} {NUC, Us} {NUC, EUR, US}

B LANKEERUC(FEXR) THAR—A4.
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{NUC, EUR, US}

{NUC, US}

{NUC}

2010-12-13

INUC, EUR}

1US}

{US, EUR}

{EUR}

@

BT A EAAUE 3L
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£57 IR = TP i

. GNZEBA LKA R — N Z e F K.

-i%ﬁ%%ﬁ%ﬁiﬁﬁéﬁﬂwiw%%%é%ﬁ‘%
F b2 A5 K)

n BARR T REFROBA (A B TEANAZLEFR).
m 4o, William™®] 4892 F 35 4% (SECRET, {EUR}), George

)2 F 548 (TOP SECRET, {NUC, US} ). —/ L AETHL
#)a F 528 (CONFIDENTIAL, {EUR} ).
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£57 IR = TP i

m K AT ¢ B4l 0 BN, FIRATIAAREATE A
£ 4 [ NUC, US } A 35 FIA B ATE A o7 19 K | EUR 2
TE. Bh, BRiZ ARG g T ZARg 245K
R, 12 9L IZ AR AR 48,

m TR R RN BRI KR o044,
Z X dom (dominates X At) X & .

m TXS5.1 #2FAL, O XheeeFR(L, C), 4
HHL <L, ¢ c C.

B RAAZEFAREELLEFTIANT /M4
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£57 IR = TP i

m st ST A0, Y EHALYS dom O,
HST0EA f £/ 3545 =] AR,

m <M STUAE0, HHALH0 dom SESHTOE
A B EZEMIL.

R A ARARE RARTHE— A EARES 0,
TRKARBMN LS, WwRTHENAENETHE5s

# 6
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2.2 Bell La Padula pyfZ s fk#ain
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£57) IRROIa AT — T (i

General Systems

BmScXxY

The system S is a relation on the abstract sets X
and Y.

S X—>Y
S is a function from X to Y
The elements of X: inputs
The elements of Y: outputs
S expresses a functional input-output relationship.
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Example

m Consider a saving account in a bank which
compounds interest quarterly

m b =0, +p)(+1) (1.1)
b, : the balance after the computation of interest at
the end of the k-th quarter.

P, : the net transaction in the account during the k-th
quarter.

|, : the quarterly interest rate at the end of the k-th
quarter.
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Example (continues)

m A seven-year history of such a savings account is represented by a
system

m S(hy)cPxIxB
b, : the Initial balance in the account
P = R28 ; the twenty-eight transactions
| = R?8 : the twenty-eight quarterly interest rates
B = R% : the twenty-eight successive balances
m (p,,b) € S(by) Iff (1.1) hold for every k from 1 to 28
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Secure Computer Systems

m Problems of security

How to guarantee that unauthorized access(by a process)
to information(file,program, data) does not occur.
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Foundations of a Mathematical Model

n HEPITE

S TR EX

S {S1,52,+ * * .Sn} ko R

O {01,02, ¢ oo ,Om} g'ﬂit ﬁ%\ jC'ﬁ:\ ﬁg\ &%’%o

C {CL1,C2,+  +,Cq} . EAMREVT, EANEBEI.
[C1>C2> s s+ >Cq

K {K1,K2, ¢ ¢ o Kr} HKA: Vi RTEH.
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+27) IR — T\ i
" Elements of the Model(2)

A {rwea.c} Yila)J&TE:  read, write, append,
execute, and control
RA {g,r,c,d} = I
g: get, give
r: release, rescind
c. change, create
d: delete
R S*X RAX S*X 0O X X K
Hed. S*=S U {¢} Inputs,
X=A U {$} U F; commands,
—AERITTEEH R, req_uests for access to objects by
subjects
D {yes, no, error, 2} g
DIIJER A D,
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Elements of the Model(2)

F CS x CO x (PK)S x (PK)© | classification/need-to-know vectors;
an arbitrary element of f1: subject-classification function
F is written f = f2: object-classification function
(f1,f2,£3,f4) f3: subject-category function

f4: object-category function

X RT request sequences
an arbitrary element of
X Is written x

Y DT decision sequences
an arbitrary element of
Y iswritten y
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—%ﬁ%*ﬁ%
Elements of the Model(4)

M {M1,M2,+ « « Mc}, access matrices
C= (25)n-m;

an element of M, say M,, isann X m
matrix with entries from PA; the (i,J)-entry
of M, shows S;'s access attributes relative
to 0;

\% PSXOXA)XMXF states
an arbitrary element of V iIs written v

Z \Al state sequences
an arbitrary element of z is written z; zt
€ z is the t-th state in the state sequence z
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States of the System

m Astatev € Vis a 3-tuple (b, M, f) where
1) b

beP(SxOxA), Indicating acurrent access
set which representing access mode.

a current access is represent by a triple: (subject,
object, access-attribute)

the current access set b is a set of such triples
representing all current accesses.
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(2) M
m € M, indicating the entries of the access matrix in the
state v;
Object O,

Subject
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(3) f

m feF, Indicating the clearance level of all subjects,
the classification level of all objects, and the categories
associated with each subject and object in the state v.

Clearance or classification usually denoted by
unclassified, confidential, secret, top secret

Category usually denoted by Nuclear, NATO, Crypto, ...
A total security designation is pair:

( classification, set of category)
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(class 1, category-setl) dominates (class 2, category-set2)
If and only if

Classl is greater than or equal to class2 and

category-setl includes category-set2 as a subset.
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State-Transition Relation

B WcRxDxVxV

m The system 2 (R,D,W,z)) = X x Y x Z is defined
by
(x,y,2) € 2(R,D,W,z,) if and only if
(X Vo Zpy Zi.1) € W, foreachte T
Z, IS a specified initial state usually of the form
(,M,1).

XEVELT A THeeg RS, (x,,70 Z Zi) .
—ANERGER RSB AVE A R EH, mEVG—AT£.
RAHEEN, BET AT A RS THRAENTF.
AVAH S %% SR,D,W,z) , BiZAHES L4,
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757 IR — 7 {0 Hi i
SECURITY CONDITION

(S5,0,x) € S x O x A satisfies the security
condition relative to f (SC rel f) iff

or

(i) (x=rorx=w) and
f,(S) > £,(O) and
fs(S) = f4(O)).

() x=eor x=aor x=¢
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SECURITY CONDITION

m Astate v=(b,M,f) € V Isa secure state iff each (S,0,x) € b
satisfies SC rel f.

A state v is a compromise state (compromise) iff it is not a secure
state.

m 7 IS asecure state sequence Iff z, Is a secure state foreach t e T.

A state sequence z € Z has a compromise Iff z, IS a compromise
forsome t e T.

m If (Xy,2) € 2(R,D,W,z,), we call it an a ppearance of the system.

2(R,D,W,z,) is a s e cure system iff every appearance of
2(R,D,W,z,) is secure.

2(R,D,W,z,) has a compromise iff some appearance of
2(R,D,W,z,) has a compromise.
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*-PROPERTY

m Let b(s:x)y, ... ,z) denote the set

{o:0eOand [(50,) ebor(s,oy) ebor e*¢ or(s,0,2) € b] }.

m Astate v = (b,M,f) € V satisfies *-property iff for each s e
S the following proposition is true:

[b(s:w,a) # & and b(s:r,w) # ¢] implies
[f,(O,) = £,(0,) and 1,(O,) = 1,(Oy),
for all O; in b(s:w,a), O, in b(s:r,w)]

m A state v violates *-property iff v does not satisfy *-
property.
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n —XBERMEREY —DNEE,
n XPNBEERVERBEKME ?

&

— AN TE WU AL —ANE I TE R 2
SCref F, IHEAETT K iz *-property , NEHES
RPRAT My 22 2 4 SR AT A
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*-PROPERTY

m A state sequence z eZ satisfies *-property Iiff z,
satisfies *-property foreach t e T.

m (x)y,z2) € X(R,D,W,z,) satisfies *-property iff z
satisfies *-property.

m S(R,D,W,z0) satisfies *-property Iff every
appearance of X (R,D,W,z,) satisfies *-property.

2010-12-13 B R T LA L 81




£57 IR — 17 A {4

Discretionary security property

m A state v = (b,M,f) e V satisfies ds-property
If

m A state satisfies the ds-property provided that every
current access is permitted bythe current access
matrix M:

S, O, x) €b = x e M;
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Rules

m Aruleisafunction rr RxV —-Dx V.

given a request and a state, a rule decides a response
and a state change.

— ANHL E TR _EST A ST — AN FRAK AL,
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Rules

m A ruler is security-preserving Iff the proposition
[r(Rk,v) = (Dm,v*) and v is secure]  implies
V* Is secure] ]

nolds for all elements (Rk,v) €e R x V.

m Aruler is *-property-preserving iff the proposition
[ [r((Rk,v) = (Dm,v*) and v satisfies *-property]
Implies [v* satisfies *-property]]

holds for all elements (Rk,v) €e R x V.
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Rules

mlet o = {p;, p,, **°, pJ be a set of
rules relative to R, D, and V.

m The relation W(w) is defined by:

Rk, ? ,v,v) € W(w ) iff p, Rk,v) = (? ,v) for
each i, 1 <i < s;

(Rk, error ,v,v) € W(w ) iff there exist i, i,, 1
<i; € i, € s such that

p.;Rk,v)=(?, v**)and p,, Rk, v)=(2, v*)
for some v*, v** €V,
(Rk, Dm ,v*,v) € W(w ) iff there exist a unique i ,

1 <i < s, such that p;(Rk,v)=0Dm, v*) for some
veV,
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Action

m (Ri,Dj,v*,v) e Rx D xV x V is an action of
Y(R,D,W,z,) Iff
there is an appearance (x,y,z) of 2(R,D,W,z,)
and somet € T such that
(Ri,Djv*,Vv) = (XoYuZo Ziy)
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Theorems

m Theorem 1 X(R,D,W,z,) is secure for any secure state z,, iff
W satisfies the following conditions for every action ( R;, D;,

(b*,M* %), (b,M,f) ):
(i) every (S,0,x) € b*- b satisfies SC rel f*;

(ii) every (S,0,x) € b which does not satisfy SC rel f*
IS not in b*.

0
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m Theorem 2 Letw be a set of security-preserving
rules and z, a secure state. Then £ (R,D,W(®),z,) IS
secure.

m Theorem 3 Let o be a set of *-property-preserving
rules and z, a state which satisfies *-property. Then
Y(R,D,W(w),z,) satisfies *-property.

.O o o0 o0 0 0o 0o o o o o o o o o o o o
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Covert Channels

m Covert Channel: a communications channel that allows
transfer of information in a manner that violates the system’s
security policy.

Storage channels: e.g. through operating system messages,
file names, etc.

Timing channels: e.g. through monitoring system performance

m Covert channels are not detected by BLP modeling.
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X TBLPEE K F1E

m McLeanVt-BHEMERZ L EHE
b(s:a) #¢p = [VoeE b(s:a) [f.(s)dom f (0)]]
b(siw) # @ = [V 0E€ b(s:w) [fo(s) = f,(0)] ]
b(s:r) #e@= [Vo& b(sir) [f,(0) dom f(s)] ]

m McLeaniFBA 7 B :

5 (R, D, W, z)A84f TS CSHEAT e K A zith Bt- Bk, HEH
AL 3t FAEFTAT A (r,d,(b,m,f), ,(b',m’ ) Fed:A~s € S, WHR#H 2
S

HE = 49(s,0,a) Eb-bi#H 2 X TS 891- B4,
(s,0,a) EL'F Rith Bk TS 818 M TEATETD.
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27 IRt — 77 5\ (A

m McLeantVERZEER :

> (R,D, W, ))& —/N&Z2 2%, EJEUSLEJ;&*‘/I\—TC
RS, FAWHEXTHEZL2EKE. 22k
MFe ) 35 Bl 42 4l dsag 22 Bt

m 2 AMcLean#) 24X R, D, W, z) & Rz4AH,
B A XA~ 2 a9 AL fm?ﬁm 18) T AL

B2 iX AR A RS T,
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m Bell ¥R RZATIEEPNY LT WwR 2L ITHHRELE
WA, W 2 bR A6 B R fF AR,

m RAARSH BN 5 5 ARR R AR T .

m 4R FeMcLeant) -2 M 9 49 54+
b(s:a) # ¢ = [V o€ b(s:a) [f.(s) dom f_ (0)] ]
FERE A ZRG T BEH AR CTEARR & T 2R 258

KA, FARA T AT BARo, N &g#McLeandy /& & A
T B — /%42 H4r.

McLeanty A R AL T B 25HT, 2%
b B G0 G B AR AR
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4. Biba 12 #!

m K.J. Biba, Integrity Considerations for Secure
Computer Systems, MITRE Technical Report,
MTR-3153, 1975.

the first security model to address integrity
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ST B4 B A O] R

BTN R e TR AR IR Y — A B G A T AR GLIR (
RAEAE ) BT | AT A ?

m DM RN T R RIS ZIA
R E & WIS BAT A

B MR 2 R

KB AERFaSLER,
BAER: HEM (BX) e (X)) .




52 B4 A 5] 2

m AN REZ R EE (2AR) X EH (K
1K),

m A E B EETHAER T EEN T 25324
K EAE R T AR, BANEH ﬁ%%ﬁmﬁ&éﬁ%’:ﬁ,
AT R B R A R AT G EE AL 0 3542




ST B4 B A O] R

m I BT A —AARA T LB E.
m NI RGE: B ANAREHRERDT .
m A EEGE: A2 A F,

m ARG E . MR A THIK.




52 B4 A 5] 2

m N AN E: F—ANAF—T A EGE,
RiE IRA R

m MR REBAGE . B ANAFEHRERY P,
TIEARIRA

m A EEME: ARlgF
JER] AR A9 fE

m A REGE . MR A THAK,
tRIF B T




ST B4 B A O] R

m ISR E B
SN A AT BRI — /R R IR RAL ST
m S-S AY A) 4R
— NI ARGIBALZ TG TR
m R0 B
%75 g e AL
m =4 R) B
18- B0 Z 09 8 4t




*% <c 1 x I, (i, i,) € < FHAA LI, o
MFRS T, TEEFA,

mil: SUO -1 &L FHRREARE TR,
il (integrity level).

2010-12-13 ) K F T EAL AR B 99




leq: Ix1 89—~k %,
less: Ix1 89—k &,

“less than or equal”
“less than”

min: 21—-1 [&-F4&E49TF 5.
0: Sx0 E&XZA, s
&,

m Sx0 E#yxA, s
AR FE.

mi: SxS E#xA, s, ms, RTs s, LA
ivokedg AR,

0

M

0 FsXoEA iz egA

0 FZTsAToB A 1558y




TREMFRINZX

4

m FARAME, 25 EAPAT (GREARBEAL T B A Fo A2 7 0940
ATAF R AT i P)AD) 49T SE sk AL .

55 B KA AR F B KR L& B 5 0 A e Fa T 52
M (FRIE TR B 64 0 & 7 k) .

m o bdh, RPAER B A MLER AT YT BAMA, B
L, AFHEREHEFRYGREL TR . s,
— /N HAZPTA R AN BARGERE 5, T AR
HAZWIZ EARE 457
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L1l

(1) 3$F EAE T IRIFICHE
(Low-watermark policy for subjects)

© —A KRS HA A IEFTERE “observe” ARl BE Y
I K. % EKsHAT T 3R Ro8 SR 5EAeH
copserve BR X EAR SR
B A5 B Z 0] AR G T AR

N d: min (i1(s),i1(@0)) . ANGE B

@ —AZIKEBEA LR R “nodify” MBI e 2
R X, Ak EARG 7B R i P
ARG F LB R

@ —AFARREBIA X H — IR “invoke” T&%%Unfﬁﬂ?ﬁ%}%
FRF X, RLGF—A TR g 2 | LSO
B 5 =~ EARG) A IR e

s AT EMRRTEEEFREIREER, Ll EREERR
A BE B T B MEFRESRIEIRT .
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S, 4E 173 170, fR ST 2R ) TN B
Momain (S;)

Momain (S;)




m T 4wK<o, 0, ...0, > <8y, S,, ..SO>OMAEX
e TARG 77, JFHIH R
s; 0 0, FFEL s; m o,  i=1, ..n
W #R<0,, 0,, ...0.,>F2<s,, 8,, ...s >H0,F|0,89—AMF
A AR

m 23 R HE /o0 Flo, h—AME EEERKZ, FAH
% %% E T IRARIE R R,
(0]

leq o,

n+1




Low-watermark policy 4 #xI7) HH 3k

m 19674, FRHEEPGAAMHE T E R, HIT Tk
VE R G LTI P

m 1969FWeissman C. &% T xADEPT-50% 4= HI I HF 57 il . .
ADEPT-50iz 47 T IBM/360 45 .

m /KB (high-water-mark model):
H AR bR LU 5 (sensitivitylevel) J& 7 .
PR ERAE, A SSVEE B RIBUR SO E T P B 428 i clearance) .
5%?5’5‘5%1’5, TEFRABUEOLT ,  AVHEE S = 8RO # R EUR
7l o

Weissman C., Security Controls in the ADEPT-50 Time Sharing
System, Proceedings of the1l069 AFIPS Fall Joint Computer
Conference, AFIPS Press, 119-133.




(2) EIRTREE (Ring policy)

n — ) EREEB IR AT ARG “modify™iF B 7 X, X
L b ARG TEER R B BARG) TAEBA .

m —NERBBIA X H —FARE “invoke’iF B F X, X
45—/ ARG TEELRA X LR A ARG TR

AR B A AT T EEBR ) BRI G BIHFA  “observe”
RPN

— NEESTEBMLR A EIREENE “observe’— P EBIRKTER I
By &= A

m AW B CIEHIFEN “observe’ TR, ASBITIENXIER]
HIEMEZIWE BRI TTEEME,

s PEFHRIESIRIEXFR RIS A SRS .
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Ring policy & #RHYEH >k

m Named for its similarity to the protection mechanism
provided by the Multics hardware.

m M.D. Schroder and J. H. Saltzer, A Hardware Architecture
for Implementing Protection Rings, Communications of the
ACM, Vol.15, Number 3, March 1972, pp157-170.




(3) Biba ™15 e B SRS

oM R R EARs A B A ZA4Ro,
W i(s) > i(o)

m 7 *‘—5{‘%\: 4o AN 5 [ ULIEEAIR o,
MsHeE KA o seinZiZ i(o) > 1i(0)

m A R —A CRARATAS W E RS, TR
i@ F] FAKs ;. RBIR—ABAR., EAR s, T
AR s, AIXH i(s) = (s,

m No - ReadDown
m No - WriteUp
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Bibat& £ p v

mBiba 4937 S 3z R AL R AR N B T E 4
ggMultics.




m Luke C. Dion , A Complete Protection Model ,
|[EEE Symposium on Security and Privacy, 1981.
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H R P 2 AR 6928
AP RS FIAN R P idfE;
REe b Rl LA P o9k 54T 8

¥R P o 2R
AP Rae5RRAA P,
R G B AR A P eIk AS4E 8
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<

=48 R E) £ A 18] 691813,

n BB ESEZLEEREIHEEY

HBATR L. FRNEIBEAELFE, TE2XE
W UR R R T TR A A,

f2 &R TEHRREE




m Write up: a user can destroy or subtlely modify data at a
higher security level.

It can be limited somewhat by judicial usage of integrity
levels, but it cannot be entirely eradicated since many
applications will require limited types of write up.

m read down: a user can execute a program which reeides

at a lower security level. Since the program is constructed
and modified at the lower security level, it could be used
to modify or destroy highly classified material instead of
Its purported functionality.




Security Level and Integrity Level

m Security Level

All objects and subjects of the system have an
associated security level.

The set of all possible security levels is partially
ordered.

m Integrity Level

All objects and subjects of the system have an
associated integrity level.

The set of all possible integrity levels is partially
ordered.
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m BLP model prevent:

a subject reading data residing at a higher security
level;

a subject writing data to a lower security level.

m The integrity extension to BLP prevent:
a subject writing to a higher integrity level;
a subject reading from a lower integrity level,

L_eads to a stratification.
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OBJECT/OBJECT MODEL

m Explicit Connection

When a subject wishes to tranafer data between
object O, and object O,, it must establish an explicit
connection between the objects.

Once an explicit connection is established between
two objects, a subject can then cause data to flow
by making the appropriate systemcalls.
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MIGKATION AND COKKUPTION

m Each object has three security and three integrity levels

m Migration Level

The migration level (ML) of an object is the highest
security level (MSL) and the lowest integrity level (MIL) to
which data in the object may flow.

m Absolute Level

The absolute level (AL) of an object is the security level
(ASL) and the integrity level (AIL) at which the data in the
object is classified.

m Corruption Level

The corraptlon level (CL) of an object is the lowest
security level (CSL) or the highest integrity level (CIL)
from which data may flow into that object.
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Additional restrictions

m The addition of migration and corruption levels to the
Integrity extended Bell & LaPadula model adds enforced
upward (for security) and downward (for integrity) data
flow restrictions.

A% % 0] ALK
FEME 2\ =
E@ﬁ%%ﬁ‘ CI L 7!33:_2&73']
— 5 1)

X\ AY
PUE:0] J 2 il
o PLH
AJIRAX X
Py CSL - - {ég:;;%i
G A2l 5] O
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READ/WRITE LEVELS

m BLPHIZ% YT, HEELMAFIERGA P TL FEf Lk,
n (22, IHQEAEERSAEE, BLAEAREIL.
m Dion#ERARANT ZIEHNFIE.

m Controlled security violation by privileged subjects.
m Each subject has three security and integrity levels.

m Read Level
The read level (RL) of a subject is the highest security level (RSL) and
lowest integrity level (RIL) from which the subject is allowed to read.

m Absolute Level

The absolute level (AL) of a subject is the security level (ASL) and
integrity level (AIL) given the subject upon creation.

m Write Level

The write level (WL) of a subject is the lowest security level (WSL) and
highest integrity level (WIL) to which the subject is allowed to write.
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Controled violations

m |f the read security level of a subject is higher than its
absolute security level, or if the write security level of a
subject is less than its absolute security level, then the
subject possesses the ability to perform controlled
security violations.

rsL| AR

ASL AlL

el (R
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Integrated view

m The following inequalities must be true for P to establish
a connection from O, to O.;:

O,MSL = O,MSL
0,CSL = 0,CSL
PRSL = O,ASL
0,ASL = PWSL
PASL =0,CSL
O,MSL= PASL

(S1)
(S2)
(S3)
(S4)
(S5)
(S6)

2010-12-13

O,CIL < O,CIL
O,MIL <O,MIL
PRIL <O0,AIL
O,AIL < PWIL
PAIL < O,CIL
O,MIL <PAIL

B RF AL

(11)
(12)
(13)
(14)
(15)
(16)
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m Migratfon Properties
O,MSL = O,MSL
O,MIL < O,MIL

m Corruption Properties
0,CSL = 0,CSL
O,CIL < O,CIL

m Security Properties
PRSL = O,ASL
O,ASL = PWSL

2010-12-13

R F I FAR L

MOHFLWOZ Ho %Eﬂﬁgﬁlﬁlozl\ﬂs'—,
Bk O,MSL = O,MSL

MO, iR O, )5, BARAIBEHR M O,MIL
Frl: OMIL < O,MIL

MO Fi | O, /), BALFIAERO,CSL,
prA: O,CSL = O,CSL
MO, LI O, 1, HFABERO,CIL,
Frl: O,CIL < O,CIL

PETO;, B5TO,,
FrBl: PRSL = O,ASL
0,ASL= PWSL

121



m [ntegrity Properties
PRIL <O.AIL
0,AIL < PWIL

m Write/corruption
Properties
PASL =0,CSL
PAIL < O,CIL

m Read/migration
Properties
O,MSL = PASL
O,MIL <PAIL

2010-12-13

P-‘[;‘:;%Toly gTOZO

OMET, NIk BRIO, NI

A~corruptionZk 7 544

O BT, MiZmaLidrFzMto,

[ B3 migrationZk B 4 4 .
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6. Clark-Wilson =%

m David D. Clark, David Il. Wilson, A Comparison of
Commercial and Military computer Security
Policies , IEEE Symposium on Security and
Privacy April 27 - 29, 1987, pp184-194.
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Clark-Wilson 1] 52 %% H

m b7k ARIRAEY ) P S KA
m R ARAAY R P A iR (AR 15 SR
B PR AAE 69 N SR An sk — B
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e Ml EREE R Y S B A SR S

B AL IRIE P R K S B R R AR A T e i X Sk B3R
}I;‘I%/f/]; éﬁ 7:'/{: %C']‘io

So R A B RN B, sRAREIEA T —N—R RS,
Blde HANERELD, F|ERA LA KF 6928 E4YB, &R
3| B AT A B RIAG &AW, AR F] B AT AT R TR P 8925 B
¥TB, XiMiHT k.

D+YB-W=TB
FHAERF TN, HiEREEIIEE A E R TARE
FAMAT? BT IR0 B RN RARIES Z-40 22 69 7 2
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M ER 8 P A S S

%

Alr

n REYHESAIE (Well-formed transactions)
BEFRBAEVRTE, FRbmik R —8MEt, —NRBEXHE
FH 38R — B 5|k,
m VA T AN SR .
n RGN N—BHEREES R 5 —N—BHRE,

Bldm, —AMiE P BB — AN T EEHS 2| 79— TK5, A
NEFAIEF AR, EF —NKTFREEHK, MESZ
ARSI A, XANBREMRT INESHIE, F—
FHIAEERT A S R BIBEL T R—HMERE, 22— N2 W
5T L RPRIE— UM,
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e Ml EREE R Y S B A SR S

n ESNERGHTEM— ERR 2 & RN (sepration of duty)
0 i A E F I F 540 R T AR A PATR?
flde, 45— NE B —KRZE, RBIITAHEBZRRET I HRR L

f+e
m A ANE B RTE AR S, AT AT IR IR S48 Ik
=,

o Mol GAE R B L (TT IR 8 IR G552 T A L ARIRAED).

m A ZATIR G A 9 BRSNS 7, B H Z 2T
Stz A,

o F B —ANAPATX A T B, AR AMsE T VAR 5 ¥ S AT &

2T R, WEEZHAANRAAMALERRGAPSTI R T, R4 R

A AT ek IR NG, FEE T ANARKL XA T2 A IR

2 R & — A~ K45,
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e Ml EREE R Y S B A SR S

n ESNEREGHTEM— ERR 9 & RN (sepration of duty)

BT BS54 —FE, LA AR IS S 54038 2 Tk
GE AT,

2o B 0 B ) KA I Fe I E R R B A

B AF ] — /B S0 B R AR IR AR (B AT R OE Y F B T B3R K
A E T — AR —BBRE), LA AATE AT ILH
BEOG AR, BNV k% B2 L FE 540 38 ek E #4 2 3.
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968 1) 12

m 55 R P

m AR SLH F S AR 4R AR
m R NPT APUT AR

m AR & F A

m KA 5 EALE
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m FASRIEI

#) R A 4435 CDI (Constrained Data ltems ) /& T i 7 &4
1= %) 69 $L 3

AF£9 RAZFEAUDIs (Unconstrained Data Items ) A& T
T AR F) 0 2 AR

B, FERITE, TRFP2EFECDI, BT 17165752 MERITENGT

Kbt 7 LRI B, B/ P A7 ZUDI, Bl e85 7

M T EARITIENE i K 4E., CDIZESFUDI E S EARE F 48 F HTH ¥
VEE 09K 5, — F 5 7Bt 25 R(EMF_E iy 7 7689 — 29 K) R
j;/icgé G918, FERITHIVITF F, B 1B H 69 —F M 29 & Bl o & 7

JE ’/ ES &
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R E X

m HATERE,

TS IEIEAZIVP (Integrity Verification
Procedures )

s EIVPHATE, TERICDIREHASTERY R, Jo i
A, MR ZRL T ZRE.

453431342 TP (Transformation Procedures )

o CAVH R ABIEA—ANR BCREHIEA 5 — A ZORE,
TPEILG) 2 B L F 5432,
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Bk P2 HRCDI, 40 L3k, B0k P9 EZIVP,

B AR BUR AR K P 18] 3K ) AR R TP,

-%7%&%P%£%&ﬁ g B4k FERER, 4%
ATOGA I A R oo I TR 4R AT A A T B4 69 A2 R AR IR TR

PR,

m Clark-Wilson#® & 4¢ ) YA T # 403 A LN Sk %) & X sk & R
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OUES AT

m i Certification (C) Fr#4Tenforcement (E) 4= 4l
AR BT R 69 & S B AR

R A AT A RANWA F A

m AT A RATAE,
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N —EUE

m ERAALN (CR1) HAEE—ANIVPAZBATE, sl
IAARIEFTA 69 CDIAR AL T A 30K &

mEERALIN 2 (CR2)  xFF ﬂb#aa‘:ﬂﬁéﬁcmﬂw :
TP SR AR B CDI AN — AN AR 546423 5
(T RE ) 89) B R 5
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B CR2ZX T — /¥ —2CDIS — A5 2 69 TPAE R BR894ER] X R o 12C
A—MEH X AR, IRALERITH TP

(balance, account,), (balance, account,,), -+, (balance, account,) € C

m CR2[R248 4, 4o Rk —ANTPEA#IEA#HT/E A T ERCDIZ £, AR
L ZANTP T At AR 3R 1% CDL

m flde, B THRATREFIESRTTP, THRIBIFK P EH, i
TPE 28 LA T AR A TICE, B AL TPAIAT AARAT A 7 1% 4%
TR B, # 4L FLETPHEAR AR &g 11 A AIE A 49 CDI,
EHFET T @69 LN

m SEALN (ER1) 2 S0 439 BT A 693800 £ & |
H ol SR ARGE R A 232 3E B 7T YAE AT CDIAG TP A4
A8 3 4E 1% CDI,
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HR 5357 &5 IR

B SEHLN2(ER2)

2G50 R P 55 ANTPR — 24048 £ 69CDI £ B4 sk, TP 1L
Kiﬁ%mﬁ%%mgﬂan-ﬁ%mﬁaﬁ5%i%W&
CDIAg 288, ARAZXANTPH R AR EARA P AFCDISEAT 7 19 o

m X — Nk S(user, TP, {CDI&}) k% & A F. TPFCDIZ

ek F. ARIXNERABAFEGLFR, K, XEXRALMEAET
I3k o

m i B AL 3(CR3)

WAL G R R LR BT o 57 N pr e i 692 K,
m SZEHLN 3(ER3)

A Gl AN — AR B PATTP A A P 34T IAE
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B KO AT ELENEYARAGIEILERA LTS, £/12F
AN T AFHZ X F L, Clark-Wilsonf B AU 2 4
HE&FH A —FCDI, &—ANTPHE T A RWIANAR L, 12
ZTPATAEE B &, X5 A TAN:

B JEA AN 4(CRY) B A 69 TP ok IR 7 hm % % 694%
Bk FH X — N R AHF R 69CDLE B4k .
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n LREEMARLE, BER—RRATRENRLH R, Hlde, B
A NATMBUE, o R AEF GG H A o K da 5 ATMAAT IF
&, EEEAERILEN, BIATTEARKKN D 27, REAE
AR LR AR A B W NE — AR P XA B XA 2 o XA T
WAL ANEAR: —ANUDL(A 7 5 869 Ak 30 B e I, & Zmbit
’ﬁ.'ﬁ%'ﬂ:- > ﬁ"ﬁ’—éf’;"fb 75 "“/]\CDIG@E?Z'IU f:Cl] /]\/\pﬂﬁ}b )= g,(] f%%}iéz}i 3| )-Z,'FT"]—?};’L
JERA FJ B o Clark—Wilson#2 A 4% ] % 5 354 B AL R AL 33X A4 15 I o
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2010-12-13 ) K F T EAL AR B 138




m o — AP At TP, TP 54 g T Ae
8 % A9 3k 2 AR SR & 34T X B (B ER3ET AL T 49),
W] e 38 7T VAR 35 32 TP AT JE 3R AIRAE -

m AL 4(ERS)
R ATPAGIERR & 7] AR K 5% TPAR % &) — /AN 24K )
o
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SECURITY OFFICER

4

Access Triples -
Authorisation Lists

B3

v~ (ool o €5
Woge o e
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Valid Initial State Valid State Valid Final State
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7. PEERE

m D.Brewer, M.Nash, The Chinese Wall Security
Policy, Proceedings of the 1989 IEEE Symposium
on Security and Privacy, Oakland, May 1989.
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m Anthony A7 9] £ M 4R AT 89 2 8] k48 2% (CD) % &9 AR,
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CW-EEZEREME

m X B Anthony 446 A £ M BATIE S LS5 T4, REdm
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CW-HREZERM

m CW-fi 224 B STRERO, 4 HMALAT
fE— 5tk A
HBE—NO, ERSYE %5 P iLey Rk, HFH
CD(0O’)=CD(O);
T FT A 69 84RO’
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O£ —/NREZEIK,
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CW *-&%

m B % AnthonyFeSusanft F] — AN 5 BT TAE, Anthony ™ A4 B E M 4k
A7CD % 69 AR, Susan ™ VLR IRAL L4 ATCD &) BAR, HATAR ¥ LAk
BARCOZ 3] CD % 9 %4k .
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CW*-[g %

n CW*-EB, EHSEERMAO , S EMNXIUTH
NEHERHER
CW- &) #2251 A5 S33:0;
st F A A ERIKO, SHEiIR0O — CD(0')=CD(O).
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8. ETAER T EES

m R.S. Sandhu, Role-Based Access Control,
http://www.isse.gmu.edu/faculty/sandhu

2010-12-13 ) K F B AR BE 150



http://www.isse.gmu.edu/faculty/sandhu�

8.15|5

L HMEASER
2. RBACKE R
3. A& utA e
4. BmeEhHa

2010-12-13 ) K F B AR BE 151
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8.1.2 RBAC BN/

m RBACEA % & xF BAE /7 51 69 42 4]
Pl 2o R\ SR EZ— F 5 09 8AE, L P FZAIAR R

17 ARG )
m ERBACH Bz b if o] UMy 3 B4 6d 35 5] 35 %) Suk
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BT 4E 569 3% A Task-based authorization controls
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8.1.4 528
mZHE ] P eyt

B AL —FmRBT—NMNAPHES, H—F@EdL
BBk T AR 69 4£ A

m AERRALEETARR
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8.2 RBAC j&#!

m RBAC, A KIEZLE

RBAC,

B RBAC, 3%/ 7 A & 694

RE F

, RBAC, RBAC,

B RBAC, ¥&v 7 R4
m RBAC, % /K 7TRBAC,#o

RBAC, RBAC,

1
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8.2 RBAC,

PA P
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Session \ }
K] 2
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8.2 RBAC,

B g &% — TAEAE R A IR ST Fe AR
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8.2 Base Model: RBAC,

B ARG A AT R AN ARG 45 2 6907 9] 7 X
AR
B XARE RGP YIRS AT X A TR
m AR AR R B 69 N Fefs B
— AR T At S 3T AN W 2589 77 =] AR
— ANALFRAL T 78 A3 FE AN A 69 37 9] AR

2010-12-13 ) K F T EAL AR B 160




8.2 Base Model: RBAC,

m session e — AN P gt Bl — AR S A A E o X session
B X AN P A T AN A & A

m b6y AT K oesession ®] A & 49 A Bgt

m Session®| A 7 2 B AH ek g, - H fEsessiondd & iE A 18] R,
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8.2 RBAC,

RBAC, #9424 28 % 53k 5
m URTHAFP, RETAE, PRTMIR

m PACP X R, A &R BUIRAE Tk

m UACU XR, P8y A ek

B user:S— U, session®| il P &9 B4, fEsession .75 & A 9]
N

B roles: S —2R  J&session BEAFE]| —240 A &

roles(s)= {r | (user(si), r) € UA}
m Session s B AR A

UrEroles(S) {p | (p7 1‘) € ZA}
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8.3 RBAC, — BEHER

m RBAC, A AEREFTIINT EREH,
B O ERET —NARF AEZ R KL R,
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8.3 RBAC, — [,
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A

8.3 RBAC,

I BEHEIR

s RBAC, BEEMTERKD 5
m UR,PSPAUAR user & RBACOEI’Q*EE
m RH R XR BRERLHRFEBRXR>
m roles: S 2R EHH
roles(si)={r | r’>r [(user(si),r')EUA]}
m Sessions AR A

SESSiOﬂ(S) = U r €roles(si) {p | r” < r, (p, I’”) € PA }
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8.4 fR4%| RBAC,

m [RH]AZRBACH] £ &34, £ £ ZRBACH L&)
A o
m &L FIRA
B % R ARA P — /N P RIBF 4RIk e A &, AR
ARG B
Flde: R R FM AR, 2itfed sy, 25 R fn
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8.4 Constraints: RBAC,

m R ST AR A AR 5 & R

B AT & AR e as R, R R 89 R TT AR
D 8 JER % SRBE- ) — BUME 7] ﬁ'!o

B XA R B 09 SRR VT VAARAR B R A R T Ko

BALERRESHELER, RAREERTHE
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8.4 RBAC, [R&]

m T 3 RBAC, ZZRBAC, #9 ZH5%, 7 M IR AR 2 R i 2
R F A 89 T E

B 74 )[R
2T R ARG R AR
= R

m AR TR

IR B M IR T oS 0 2 I B 2R T
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9. Workflow Authorisation Model (WAM)

m Simone Fischer-Hubner, IT-Security and Privace,
Lecture Notes in Computer Science, Springer, 2001 ;
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9. Workflow Authorisation Model (WAM)

m Workflows represent processes in manufacturing
and office environments
consist of several well-defined activities —called
tasks.
m Authorisation mechanisms have to

ensure that these tasks are executed by authorised
subjects only;

subjects may gain access to required objects only
during the execution of the task
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Workflow Authorisation Model (WAM)

m synchronising the authorisation flow with the
workflow ;

m authorisation iIs granted only when a tasks starts and
revoked as soon as the task finishes;
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Model elements

m Subjects : S={s;,S,,...} ;

m objects : O ={o0,,0,, ..},

m objects types T={t,, t,,...};

m privileges set PR;

mtimeset: T={r€ R|r> 0};

m time Interval set { [t,, t,] ETxT |t =t,}
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Model elements

m A workflow
partially ordered set of tasks {w,, w,, ..., w_},

m A task w; is defined as: (OP;, T,xi» Touir [th tUi ])
OP; is the set of operations to be performed in w;;
T i IS the set of object types allowed as inputs,
TouTi IS the set of object types as expected as outputs,

[tl, tu] is the time interval during which w; must be executed;
specifies temporal constraints stating the lower and upper
bounds of the time interval during which a task is allowed to be
executed;
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Model elements

m A task-instance w; . IS defined as:

(OPER,, IN,, OUT, [ts;, tf. ])
OPER; is the set of operations performed during the execution
of w;;
IN; is the set of input objects to w; such that

IN;={x €0 | T(x) € Ty}
OUTi is the set of output objects from w; such that
OUT, ={XEO | T(X) € Toyri }

and [ts,, tf] is the time interval during which w; has been
executed;
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Model elements

m An authorisation A, Is defined as a 4-tuple
Al = (s;, 0;, pr;, [to;, te;])
Subject s; Is granted access on object o
with privilege pr;
at time tb,
and is revoked at time te,
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Model elements

m an authorisation template of a task w; AT(wi) Is defined as
a 3-tuple
AT(w) = (s;, (8, -), pr)
where s, € S;
(t, -) is an object hole which can be filled by an object oi of
type 1:i;

pr; is the privilege to be granted to s; on object o, when (t,-) is
filled by o;;

s, IS allowed to perform task w;,
and that w; can only process objects of type t.
and requires a privilege pr; on the objects.
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Model elements

m A task w; may have more than one authorisation
template attached to It,

If there are more than one type of object to be
processed

or more than one subject is required to perform the
processing;
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m authorisation is granted only when a task actually
starts and is revoked when the task is completed
m Authorisation Derivation Rule
task w; = (OP;, IN;,OUT;, [t tui])
an authorisation template
AT(w) = (s;, (t;,-), pry)

an authorisation A, = (s;, o;, pr;, [tb;, te]) Is derived
as follows
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Grant Rule

m Suppose object o; €T,,; IS sent to w; at ta; to start w..
m L et the starting time of w; be ts;

If ta, = tu, then s.«<—s(AT), pri—pr(AT), te; = tu,

if ta, = tl,, then tb, < tl. otherwise tb; « ta,
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Revoke Rule

m Suppose w; ends at tf:.
At time tf, o, leaves w;;
IF tf. = tu, then te, — tf;;
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Example

m The workflow of check processing consists of the
three tasks: preparation, approval and issue of the

check

wl = ( {read request, prepare check}, {request, check}, {check}, [10,
50])

w2= ({approve check}, {check}, {check}, [20, 60])
w3 = ({issue check}, {check}, {check}, [40,80])

2010-12-13 ) K F T EAL AR B 184




m AT, (w,) = (John, (request, -), read), AT,(w,) =
(John, (check, -), prepare)

m AT(w,) = (Mary, (check, -), approve) ;
m AT(wy) = (Ken, (check, -), issue) ;
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.. Matt Bishop, ITEHZ 42 =F ZENZRER
F , BF T HiR$E , 2005554,

1. John Rushby, Noninterference, Transitivity, and
Channel-Control Security Policies, Technical
Report CSL-92-02, December 1992.
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-'w:ﬁﬁﬁﬁmﬁ%%$*¢%%oL%AmF
F AR — Aaaﬁﬁmm,%ﬂwmx b JEid 4
I & m 2 FCPU,

m dw R P Matt(FLf SECRET R 5)) 1247 — /N % & & FICPURY ] 42 K 49
A2 5, A FHoll (£L7ﬁTCONFIDENTIAL%jJ" )IEAT —ANE & B FICPU
B 18] 4% 42 89 ﬁ/—}, W Matt#9 #2 5 5 & F K2R 569 CPURY ]

B X RRPAE T — & T MattfeHolly i@ 43 49 [& #4518 o

n AT AGI F 6 T8 R A Ao IR R (e, 120 009F
Y. B4 e o BBAEH b L, I Mattik 22 i A B 7]
f/z\:ﬂ‘ﬂa AL 4o B 2AE LA, Mattwaiizi/\ B 18] | 3B 4T 4 6

O gﬁ,ﬁ% 4%, HollyZRXEAT— /M2, o XN FT s
47, WA Matttd£2 5 aﬁ & ACPU, FTAZAEimag a4y 20; 4R
EAAR P AR XA ;A R AEEAT, N %-ﬁ:égq gL dE R 1, FEIX AN
FP, BAREABLEN LY "F 1242 8, 2p MMattf% 5| Holly,
535 R T Bell-LaPadulak A 84 24 %\ Nér o

AT, EEAA
12, AR, HAIE
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IR H RS B PR Y

B 5k, BFRAMARSM
— /N EARIGELS= (s, )
— MRS EEE={0),0p }
— AN 69 £ 50={0,,0,, "}
_,./lxél,\/\g,/] %/E\Z_{ZPZZ, }
RE#HRHALELC=SXTZ
m 3
i%ff’?%ﬁ’&u T: Cx X — X #HRAT ARSOTFHITH4LCcH

B P Cx X HO#@IVTE/U'\,’!&O'F%}L THA~CHI AL
W, MR, AR TRE

JeiNEs)
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1 IRSFE S5 T R A

n
BRI —FF AL Es B MAS LA 6 R 515 & HFRL( BRI KR “57 #»
“YE” ). BB FEHSL: xor0F xorl, AR EIEX A~ AF
50Fe 134T 57 2K
oA WA P, Holly(FT vA3 3R 2 4R 5 A K & A 6915 &) FeLucy (R &g
EBAKAAE &), RERGRANAFGIREMH, L), £XE, KANFR
XAPAE A “FIAFI
Ez‘i/x;@d%‘%’, % ZHollyif Z Lucy#AT 8484, #R7T A5 mm /R
SbdF,
KREEEZ={(0, 0), (0, 1), (1, 0), (1, 1)}, ZHh&ESE
S={ Holly, Lucy}, 4-4&4-C={xor0, xorl}. XBLEA T KRS KL
kb 42X, AT Holly, #rd &3csd A ks, @matFLucy, U
Wy Lrb4F.
BMARE (H, L)

ko) (0,0) (0,1) (1,0) (1,1)

xor0Q (0,0) (0,1) (1,0) (1,1)

xorl (1,1) (1,0) (0,1) (0,0)
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IR H RS B PR Y

u T (CO> GO) — O
B T (c,q, 0 =1(cy, T(c, 0))

B FRECKACPF S — AN EL, RATUAE LT CkX X—
>

C.=c,, ',

= T*(C,0) =T(c,T(c 4, ", T(cy5) ")

m EAE, TR —ANEMFZEPH: CX 2> 0O, IANFHAT
6T XA RE R AN PE T, 27 b5
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JLE,
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BT AL LPX(C,0) FHBIRSF—FK G K4

EQA&X¢2%WWﬁW%Fi A I, 1282 T Bk Z ARV
=Lz, ﬁ%’/’ivf’—% AR A KA .8, B ir B oL R T 49 E AR F 5 26
W FKprojs, c,, o) REMEG B PG ZF AR T I AT 48, PTFFE
ﬂﬁ%iﬁﬁ
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3. BFREREN

B T3 XGESE —/NEIREL, ACZE —NapidE b,

Z M rg, (c) A MesF M IRPTHA 65 € GHI(s, 2) LHE PITIFE 8 F /550
& Xy (c) A Mes T M IR BT A 4562 € AW (s, 2) L& P33 89 F /5 51
T Xng o (¢) A Mes P MIIRET R 456 € GHz € A#(s, 2) L& FT#F 3]
8T 5 5o
mE R R R A /\éﬁ%ﬂum,ﬁxf 2 E BT R G xE—A
B, AR R AR — AN AR LA T, T — A
g

FROARLK, LEFEZORY BIENTCRAT R X & o
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A
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JBBRERET

m B AR, Ko, =0, 1o S TEANKREM, Hollyk#ATH4 xorO,
Lucy AT %-4xorl, A JGHolly AT 4xorl, Lk p43f Brg 67K S
ARA R, ﬁ‘ﬂ-ﬁf S PATZ G AR B AR E LA, S A F T (Holly,
xot0), (Lucy, xorl), (Holly, xorl), N4 & 382011001+ kS b 4F 300
JPit 3, H—xF b4 ¥ Hightb 45 % 5 £ 3 @) o

m  Proj(Holly, c, 6,)=011001

m  Proj(Lucy, c, 0, )=101

o TCLucy<Cs): 7tLucy,xorl (Cs): (HOHy7 XOI’O) ’ (HOHy7 XOfl)

u TcHolly<Cs):<LuCY7 X0f1)

B 7 so0(C) = (Holly, xot0), (Lucy, xorl) , (Holly, xorl)

o TcHolly,xor0<Cs): Tcxor0<cs): (Lucy, XOfl) ’ (HOHy7 XOfl)

u TcHolly,xorl (Cs): (HOHY, XOfO), (LUCY, XOf1)

u Tsorl (Cs) - (HOHY, XO]fO)
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4 T

m T4 G, G CSEAANREMERESL, ACZRE—NGLSEL,

G
TR PAEBATAY e R T FG PR FGLAAGIG ), &
HAR % 3¢ F B A g CF o AR LRI T A s€G, H R

pij(S, Cs»  Op ): pij(S, Cs> TCG,A (Cs> )O

B 4B AE L@ g @ tbaF T, A Flc,=(Holly, xor0), (Lucy, xorl), (Holly,
xorl), F P 892 BT 6 IR SALARA %vm, PTA B9 RSALAR K A T4
JE et . 2 G={Holly}, G* ={Lucy}, A=y, AF4 Tony(C) = (Lucy, xorl),
proj(Lucy, my,p,(cy) » 69 )=00

X F ok A B {Holly}: | {Lucy} Z45i%49, B Hproj(Lucy, cs, c,)=101= 0=

proj(Lucy, Ty, > 09 )

HME, XZTAEMBE, B A LBTHLEG G477 LI
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5. LEFRM

AT

n T B a4 JE, 47 Holly R Ak B K H b AF BLucy R AL K KLk
5%:0 %%%§'JCSZ(HOHY> XOIO), (LUCY, XOI’1>, (HOHY7 XOI1)O iSﬂCWJJ
BRAERO, 0, MHHEA0 L, P FARATH S 69% 25 2

B 4G’ ={Lucy}, A=g,
TCHolly<Cs>:<LuCy7 XOfl), pij(LU.CY, TCI—IoHy<Cs> » O¢ >:1 © . ﬂ:Holly<Cs>:<LuCY> XOI‘1>,
proj(Lucy, my,(c)) , 69 )=1o E{Holly}: | {Lucy} AR S o
NERABRANEANEE, X2 %6, B FAHollyprik#sh1E 5t
Lucy 7 A& 2| 69 R R385 %A AT v

B S5 RARBILE NG LTI B T AT LR & A

2010-12-13 ) K F T EAL AR B 196




B ZXSA riZADXDEM—ANGRRXEZ, FRLAKENLT
—Fp A R B

% AR LT &0 AT K. doRdrd, MAFEETIAME
diAs 5 d, FRIFHERTA,

B b 4% BT VA Bl — AR BN A S, Frdgdrd,

EEEINELEZ%AFRYAET L, EALEXLTHLZ
« ;{%» .
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m EX3A ikdeD,ceC, ceC", HBA

™4 (V) =V, 4 RVA % 5]
M, (cC) = 14 (cy)C > 4 dom(c) r d,
Tr,d (CSC) = Tr’d (Cs)’ %:E'J

INZXEER . R ATeZm R RIFd, AP Ackt
Fdat 2 “TI” 45, TN, sFTdRFFTIFGESFI| A E R
AR CIE A AR IRAT—HE,
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B TAA X—ARER MR KED. AL, o R
P*(c, T"(c,, 0p) ) =P*(c, T*(ny " (c)), 0p))
H 7 d=dom(c), M ARIZ A Gofe Ko T AR T & & 249,
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B € X2A #Hc€ CHdom(c) €D, Ff _dm0& 5 A
HXFTREOFMHRAR 2o R
o, ~ 4™ L HP(C, 0,)= P(c, o)
AR 4 ~dom(©) T gy b — A9

5t Fdom(c) F #9 4K, Jm RPATcE M HARS M Hr &
HAE, MANRSAHEE -
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S T (e, 00 ~ Ty (c),00)0 AR A Fm R~IZHr
h— 8y, NWAAXX TRBARTHZE
B9
JEB] *xFFAEE—Ac€C, itd=dom(c). *Ti% 75| 3F
BB AR B0 o i R S L~ )
P*(c, T*(c,, 0p) ) =P*(c, T*(ny’ (c), 5,))
0 iX 7E A2 K T8y RT3 269 2 3o
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m S kR —# 4%, de Rdom (O R FHdE DA
o, ~ 9T(c, ), MHR AR LXE SR iH Zto

m o R R KRBT, GocxRAE A TR, W
5B AR B e, AT IRd N B R AT
AR, o B ’71%)%@;1., W] X AN 2 Gy 3R it SRR
BE1
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m T XL 'Lifi%"‘/]\%:%, d € D, ﬁU%GaNdGb%‘;%‘/‘iE
T(c,0) ~9T(c,0,) , M ARLXE R T ZA51%—
o

iR BB ERE A TR 4, RAARK
A5 FIRABEHFE
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m T R RHE, R R, XE—IRA,
Tl — e tr i — B, B ARLE SRR
ARt MXKTRBL RN T I RE
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m RushbyZsif] 7 — AN F B O T 289 1) 4] 7, K
B AT A XA e N R B — AME R 5 S 7 B 32 4
SEREG) Z . FIALE: %80 AR E BT
AT R D

" RGRN AR EIRAAE . BR T
HIEI N B o 7 P3R5 FE 535 4 & K8 69 12 Fn
B, AHRALE—NFZHREF, IMKRERE
PR YAE 3 F A 37 IR 2 ) SE TR o
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m AR, EL={1, 1, L) RN A R P 6 B
Kb, V={v, v, v R BT A S 8 S o —

EOSAEE) {] 2 . S
ﬁy’i'%%'l“, ’]/J'\Z}éﬁfﬁé\f%zz {G], G,y "% G]{}, {%%}’EX‘%

D={d, d, -, d}

m value: Lx Y —V
BB RS TN RS I AR 2 R EAR T B EL

m read: D — P(L)
1R 1) JE 48 R0 AR T T AR 2| 69 R 89 o, PV
AVE R

m write: D — P(L) |
1R =) 45 A RASRT T F 89 R0 S
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1 [a) 322 ! 75 5K

SR 9d €D, R LRSS FH X R ~4
o,~% 0, iff (V1 €tread(d) (value(l,o,) = value(l,c,)))

AR AP Bdom(c) F PAT -4-c/a £33 69 4y i R AR T dom(c) F 49 ZARTT ¥4
152 69 AR 2L A
o, ~%mCgs, = P(c,0,)=P(c,0,)
Yo R e BUR FARLT 6948, AR AR AL A AL & Bread(dom(c)) F 89 BAR
BB R AT B T B9 4AL:
6, ~9°MCg, and
value( |, T(c, o,)) #value(l,, o, )or value( l;, T(c, o, )) #value(l,, o, )
=
value( |, T(c, 6,)) = value(l;, T(c, o))
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B do R AERdom(o) Ak, KREo Kk Se, ZFMNE, Bo,~dmOg, | &F

B %R

value(l;, T(c, o,)) = value(l;, T(c,0,))
m 12 24 Rl&read( dom(c) ), M T #k & Ko, ~9MOe, 13 KA
value( |, ¢,) #value(l;, o, )
ke BCR A ELAGME, Mok KA
value( I., T(c, o,)) # value(l;, T(c ,0,) )

m Ft, %leread(dom(c))at, &% # Ecik T 4944, Bp
value( l;, T(c, o,)) #value(l,, o, )or value(I;, T(c, o,)) #value(l;, o, )
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5. dw R AScE T BARLY 494E, AR Adom(c) LA AT CEY
FARFEAE T L0 B AR

value(/,, T(c 0,)#* value(l,0,) = 1€ write(dom(c))
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FIE X ARAKRXH AV E3NT RIS E R, SFEBLE

(1) #&xu, vE D, AR Aurv =read (u) Sread (v)
(2) I € read(u) H /. € write(v) > vru

W ALRXET R AT HZL26,

JE B
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(Privilege Management Infrastructure PMI)




PMIKIE = (1)

| j(i“EIJQE.//\*ﬂJMHlJlﬁ.I
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PMIKE= (2)

s NIEEEEFEENRZR
A FRE P REL: RE A REST S — 0 EIEFA T
K TN E) G AR PR B R ek Fa e 38 X,
ZGNZAAR E: RF TR E TR 0E 4 b 24
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AR FRAR 91 T 17 9] 4= %) 5L )
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R, Mo KR ek Ir E I IEAL TR,
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PMIKE= (3)

m 19974 | X.509(V3)AEN T EAWEMIEHIE
/f (J= 'I_&L'LIE‘JJ =S :U{&)
m 20005 X HIX.509(VA)FE N T PMIKIAEZR 45
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LT F RS MIE B 15 R (5 20R).
LT PMIAER
HLE T ek ipa @
LT AFEPMIY B &
FIe AT B FARSGAT F

2010-12-13 ) K F T EAL AR B 214




PMIFYE X

m PMIACFRE 22 A mhi% 6 RAZAE 22 A k1% 56, P Y
JEH %iﬂm JE VA 5 B S B 8 SR AR, m%%
DARRAE B 6 A . . 4. R R4 EF 4

m AA(Attribute Authority), BPEMAUR, LA RFZX
BB MR R A, € R TE BRSP4 Aiﬁﬂ
2,
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AFRE G T —NMEILF B L T 03B EH),
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The Generalised Framework

for Access Control (GFAC)




Objectives

m  An improved framework for expressing and integrating multiple policy
components.

m The main objectives are

Make it easy to state, formalise, and analyse diverse access
control policies

Make it feasible to configure a system with security policies
chosen from a vendor provided set of options with confidence
that the system’s security policy makes sense and will be
properly enforced.

Construct the model in a manner that allows one to show that
It satisfies an accepted definition of each security policy it
represents.
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GFAC’ s premise

m GFAC is based on the premise

all access control policies can be viewed as rules expressed
In terms of attributes by authorities;

m  Authorities: An authorised agent that
defines security policies;
identifies relevant security information;
assigns values to attributes.

m Attributes

Characteristics or properties of subjects and objects defined
within the computer system for access control decision

making;
m Rule: A set of formalized expressions

define the relationships among attributes and other security
Information for access control decisions in the computer
system;

reflecting the security policies defined by authority.
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ACI & ACR

m Access control information (AClI)
security attributes and other access control data;

m Access control rules (ACR).

the rules that implement the trust policies of a
system
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Adjudication and Enforcement

m The agent that adjudicates access control requests is called
access control decision facility (ADF) ;

ADF corresponds to the access control rules within the TCB
that embody the system’ s security policy.

m The agent that enforces the ADF’s decision is called access
control enforcement facility (AEF) ;

AEF corresponds to the system functions of the trusted
computing base (TCB)
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Overview of GFAC

Subject
Access Request l

Decision Request
AEF [ > ADF
l Decision / \
Access
Object ACI Rules
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Rule-Set Modelling approach

m In traditional security modeling approaches, the security model rules
describe both access policy and system behavior ;

m The rule set modelling approach separates the decision criteria (access
rules) from the state transition (system operations)

m AEF corresponds to a model of the system operations, called state-
machine model

abstractly defines the interface of processes to the TCB;
m ADF corresponds to a policy model, called the rule-set model

defines the security policies of the trusted computer system.
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